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Abstract
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�PART I:	STANDARDS OVERVIEW 

INTRODUCTION

The NCITS-T6 Standard defines a Radio Frequency Identification (RFID) standard for item management. This standard is intended to allow for compatibility and to encourage interoperability of products for the growing RFID market in the United States. Since U.S. FCC regulations do not restrict physical configuration options, this standard is an enabling standard which supports and promotes several RFID implementations without making conclusions about the relative technical merits of any available option for any possible application. This standard defines a single Application Programming Interface (API), which will serve as a unifying platform shared by all compliant RFID implementations and provide a common interface to application programs. This common API will help to encourage widespread manufacturer competition and subsequent market expansion while the market for RFID for item management becomes established. 

The Item Management applications addressed by this standard typically require ranges greater than one meter. Item Management spans a wide range of applications: from simple item identification to the accumulation and transfer of dynamic information of the item throughout its useful life. Items may vary in size and value, may be mobile or static, may pass through a portal or be arbitrarily located within a large volume, and may be few or many in number. Design of a single system to cover this wide range of possible application requirements would require many compromises for an individual application. Such disparate needs are better addressed by multiple systems offering varying levels of price and performance. 

Furthermore, availability, price and performance of RFID implementations will change with time. RFID technology is rapidly evolving. As observed in personal computing and network connectivity, advances in memory size, communication speed and other technical performance features often exceed expectations. The relative cost of emerging technologies—perhaps prohibitive in early development—decreases as they mature. A useful standard for Item Management must handle new implementations as well as accommodate changes to existing implementations; therefore, this U.S. standard does not mandate any specific RFID implementation for all Item Management applications. Instead, it provides a common application development platform to accommodate today’s technology and future system development. 

The goal of this standard is to serve current and future users and manufacturers by encouraging the development of open, dynamic systems. Through a common API and limited RFID implementations, the standard advocates the development of backward-compatible solutions and promotes a future of interoperable systems. 

PURPOSE

This document establishes a technical standard for a family of compatible RFID devices, specifically, RFID devices operating in freely available international frequency bands at license-free power levels. Its purposes are as follows:

Promote interoperability and/or compatibility between RFID devices by defining a common API and limited physical/data link layer options. 

Support item management applications and provide flexibility in the physical layer definitions to allow additional features for users that value such enhancements.

SCOPE

Frequency

This standard is intended to address RFID devices operating in the 2450 MHz Industrial, Scientific and Medical (ISM) frequency band. Implementations at other frequencies may be included as part of this standard as well. 

Interface Definitions 

This standard defines a standard API (Part II) and standard air interface implementations for wireless, non-contact information system equipment for Item Management applications. Typical applications operate at ranges greater than one meter. 

RFID System Definition

The RFID system includes a host system and RFID equipment. The host system runs an application program which controls and interfaces with the RFID equipment. The RFID equipment is composed of two principal components: tags and interrogators. The tag is intended for attachment to an item which a user wishes to manage. It is capable of storing a tag ID number and other data regarding the tag or item and of communicating this information to the interrogator.  The interrogator is a device which communicates to tags in its field of view. The interrogator controls the protocol, reads from or writes to the tag, and ensures message delivery and validity. 

Minimum Features

RFID systems defined by this standard provide the following minimum features:

Identify tag in range

Read data

Write data or handle read only systems gracefully

Selection by group or address

Graceful handling of multiple tags in the field of view

Error detection

Compliance Requirements

To be compliant with this standard, an RFID system must comply with Part II of this standard and one of the physical/data link implementations described in Parts III-V.

DOCUMENT STRUCTURE AND REFERENCES

This standard consists of the following Parts:

Part I provides general information, definitions, and system descriptions. 

Part II defines an Application Programming Interface (API) that is shared by all standard-compliant systems. This API is intended to be implementation independent. 

Part III describes the 2.45 GHz protocols that support Part II. Each of the specific physical/data link configurations is defined in a separate sub-section. The configuration descriptions include a Physical Layer and a Data Link Layer. The Data Link Layer may include sub-layers as required. 

Part IV describes the UHF frequency protocols that support Part II.

Additional protocols by frequency may be defined in future revisions of this specification. Each frequency will be defined in a separate Part.

TAG IDENTIFICATION NUMBER

A tag identification number may be included in commands directed to a specific tag. This standard mandates that each tag will include a manufacturer’s tag identification number (MfrTagID) as defined in section � REF _Ref442609080 \r \h ��Manufacturer’s Tag Identification Number: MfrTagID�.

Manufacturer’s Tag Identification Number: MfrTagID

The Manufacturer Tag Identification Number (MfrTagID) will consist of ten bytes. The first two bytes are designated for manufacturer’s identification number. The remaining eight bytes will establish a numbering system which is made unique by the initial manufacturer ID number. To ensure continued uniqueness, the MfrTagID is a read-only number.

User Tag Identification Number: UserTagID

When required, a User Tag Identification Number (UserTagID) will consist of the number of bytes required by the user application. This number and other application data may be accessed as user data fields on the tag. These fields can be accessed via the API using the driver’s field name resolution mechanism. The UserTagID is a user-defined tag identifier and is not necessarily unique.
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�RFID TERMINOLOGY

The following abbreviations and definitions are used in this standard. 

ABBREVIATIONS

AM 	Amplitude Modulation

API	Application Programming Interface

ASK	Amplitude Shift Keying	

bps 	Bits per second

BER 	Bit Error Rate

CRC	Cyclic Redundancy Check

CW 	Continuous Wave

EIRP	Equivalent Isotropic Radiation Power

DLL	Data Link Layer (OSI Model)

DSSS	Direct Sequence Spread Spectrum

FCC	Federal Communications Commission

FHSS	Frequency Hopping Spread Spectrum

FM	Frequency Modulation

FSK	Frequency Shift Keying

kbps 	kilobits per second

kHz 	kilohertz (103 Hertz)

FM	Frequency Modulation

LLC	Logical Link Control Sublayer of Data Link Layer 

LSB 	Least Significant Bit

MAC	Medium Access Control Sublayer of Data Link Layer 

MHz 	megahertz (106 Hertz)

MSB 	Most Significant Bit

NCITS	National Committee for Information Technology Standards

NRZ	Non-Return to Zero. Coding scheme in which a binary “one” is carrier on, and a binary “zero” is carrier off. 

NRZI	Non-Return to Zero, Invert on Ones. Coding scheme in which a binary “one” is a continuation of the previous carrier state (on or off), and a binary “zero” is a change of state (off-on or on-off). 

OOK	On-Off Keying

OSI 	Open Systems Interconnection

ppm	Parts per million (10-6)

PHY	Physical Layer

PM	Phase Modulation

PN	Pseudo-Noise (as in PN Code)

PSK	Phase Shift Keying

RAM 	Random Access Memory

RF 	Radio Frequency

RFID	Radio Frequency Identification

�DEFINITIONS

Antenna Polarization	Locus of the tip of the vector of the electrical field strength in a plane perpendicular to the transmission vector. Examples are horizontal and vertical linear polarization and left and right hand circular polarization.

Awake	A tag is awake if the tag’s receiver is powered and able to receive a transmission from a compliant interrogator. 

Byte	Eight (8) bits of logical data operated on as a unit. 

Collision Arbitration	The process by which two or more simultaneous tag transmissions are resolved by an individual interrogator. 

Compatibility	Components (tags, readers) being capable of exchanging bit-level data properly with one another, regardless of type or origin. 

Chip	Data coding element used in DSSS broadbanding techniques. 

Data Transfer	The process by which a "selected" tag transmits requested data from its memory to an interrogator, or an interrogator transmits data to the tag memory.

Effective Isotropic Radiated Power �The maximum power gain of a transmitting antenna in any direction multiplied by the net power accepted by the antenna from the connected transmitter. Example: 36 dBm EIRP equals 4 W transmitted into an isotropic antenna or 1W transmitted into a 6dB antenna.

Family of Tags	A group of tags with differing capabilities which are nevertheless capable of communicating ID numbers and/or data with a common interrogator.

Field of View	The zone surrounding an interrogator in which the interrogator is capable of communicating with the tag. 

Forward Link (Downlink)	Communications from interrogator to tag.

Host (System Controller)	An electronic computing device, such as a personal computer, which provides an interface between the user and the non-contact information system. The host is the Master in a master-slave relationship between the host, the interrogator, and the tags in the Field of View of the interrogator. 

Interchangeability	Components (tags, readers) of a particular origin being capable of replacing a similar type component of a different origin and operating identically to the replaced component.

Interlaced Half Duplex	Full duplex transmissions by the interrogator; half duplex operation by the tag.

Interoperability	Components (tags, readers) being capable of using standard messages to bi-directionally perform complete transactions with one another, regardless of type or origin. 

Interrogator (Reader)	A fixed or mobile radio frequency electronic device which manages communications with one or more tags in the non-contact information system. The interrogator includes radio frequency transmit and receive devices, associated antennas, and modulation/demodulation hardware and software. The interrogator may or may not contain an integral host. 

Item	The smallest identifiable entity within an application.	

Logical Data Bit	A binary digit (bit) containing information. A single element (0-1) in a binary number. 

long	Thirty-two (32) bits of logical data operated on as a unit. 

Message Broadcast	The process by which an interrogator sends data or configuration information to all tags in the field of view or to one or more subsets of tags in the field of view, based on a selection criteria.

MfrTagID	A reference number which uniquely identifies the tag.

Name Resolution	The process by which user-defined data fields are mapped to hardware addresses. Example: UPC-code. 

Non-Interference	Components (tags, readers) of various types or of different origins co-existing within the same space (in conformance with established reused distance criteria) without having a serious detrimental effect on one another’s performance. Does not require that the components communicate with one another as part of a common infrastructure, only that they peacefully co-exist.

Operating Frequency Range	The allowed range of operating frequency at which the RFID system may operate. This range may differ in various national regions.

Power Gain	In a given direction, the field intensity radiated by a transmitting antenna referenced to the field intensity that would be radiated by an isotropic antenna provided the same input power. Includes efficiency losses, in contrast to directive gain. Does not include losses resulting from polarization mismatch. 

Return Link (Uplink)	Communications from tag to interrogator.	

Selection	The process by which an interrogator addresses communication to a specific tag or group of tags. A referenced tag is a “selected” tag. 

short	Sixteen (16) bits of logical data operated on as a unit. 

Signal Element	Distinctly recognizable signal characteristics that can be interpreted as bit indications.

Tag (Transponder) 	A radio frequency electronic device that may be attached to an item. The tag includes read/write memory capable of containing information about the item and electronic circuitry to enable communication of this information to the interrogator. 

TagID	The generic reference to either a MfrTagID or UserTagID.

UserTagID	User-defined tag identifier. The UserTagID may not be a unique identifier. 

VAR	A variable-length sequence of logical data, whose length is determined by information sent in the command. 

Wake-Up	The process by which a tag transitions from a “sleep” (power conservation) state to an “awake” (ready to receive or transmit) state. Tags may be awake on a continuous basis or may be cycled from sleep to awake states.

PHYSICAL LAYER PARAMETERS 

For the purpose of this standard, the following parameter definitions apply. These parameters are referenced by both the parameter number and the parameter name. 

Note: Not all forward or return physical layer options reference every Forward or Return Link Parameter.

Forward Link Parameters 

Table � STYLEREF 1 \n �1�-� SEQ Table \* ARABIC �1�. Physical Layer Parameters

Parameter Number�Parameter Name�Description��F 1�Operating Frequency Range�Range of frequencies over which the communications link will operate. ��F 1a�Default Operating Frequency �Operating frequency at which the interrogator and tag establish communications. The value shown is the center frequency of the modulated signal. All compliant tags and interrogators must support operation at the default operating frequency. ��F 1b�Operating Channels �Number and value of the forward link operating frequencies. The values provided are the center frequencies of the modulated signals. ��F 1c�Operating Frequency Accuracy �Maximum deviation of the carrier frequency from the specified nominal frequency, expressed in ppm. Example: 1 ppm of a 2450 MHz carrier allows the carrier frequency to be in the range of 2450 MHz ± 2.45 kHz.��F 1d�Frequency Hop Rate�The inverse of the dwell time at an FHSS center frequency. ��F 1e�Frequency Hop Sequence�A pseudorandomly ordered list of hopping frequencies used by the FHSS transmitter to select an FHSS channel. ��F 2�Occupied Channel Bandwidth�The bandwidth of the communications signal occupying a specified channel. This bandwidth is not equivalent to channel spacing, although the channel spacing could equal the occupied channel bandwidth. (Allowed channel spacing for FHSS systems is regulated by reference 2.1.1, section 15.247: the channel spacing must be the greater than or equal to the 20dB bandwidth of the signal, between the limits of 25 kHz and 1 MHz.) The occupied channel bandwidth may be narrower than the channel spacing to allow for frequency tolerance or to provide for other guard bands necessary for reliable communication links. 

For FHSS and narrowband operation, the occupied channel bandwidth is the maximum allowed 20 dB bandwidth of the modulated signal in an occupied channel. For DSSS operation, the occupied channel bandwidth is the maximum allowed null-to-null bandwidth (frequency difference between the main lobe nulls) of the DSSS signal in an occupied channel. ��F 3�Interrogator Transmit Maximum EIRP�The maximum EIRP transmitted by the interrogator antenna, expressed in dBm. ��F 4�Interrogator Transmit Spurious Emissions�Undesired frequency outputs, including harmonics, intermodulation products, cross modulation, and parasitic emission transmitted by the interrogator.��F 4a�Interrogator Transmit Spurious Emissions, In-Band�Spurious emissions that occur within the allowed range of carrier frequencies. ��F 4b�Interrogator Transmit Spurious Emissions, Out-of-Band�Spurious emissions that occur outside the allowed range of carrier frequencies. ��F 5�Interrogator Transmitter Spectrum Mask�Maximum power (density) emitted by a interrogator transmitter as a function of the frequency. ��F 5a�Transmit to Receive Turn Around Time�The maximum time after the tag has completed transmission of a reply to an interrogation until the time the tag is ready to receive another interrogation.��F 5b�Receive to Transmit Turn Around Time�The maximum time after the tag has completed reception of an interrogation until the tag begins a reply transmission.��F 5c�Interrogator Transmit Power On Ramp�The maximum time required for the interrogator transmit power to increase from 10% to 90% of the steady-state transmit output power level.��F 5d�Interrogator Transmit Power Down Ramp�The maximum time required for the interrogator transmit power to decrease from 90% to 10% of the steady-state transmit output power.��F 6�Modulation�Keying of the carrier wave by coded data. Examples: Amplitude Shift Keying (ASK), Phase Shift Keying (PSK) and Frequency Shift Keying (FSK).��F 6a�Spreading Sequence�The sequence of data coding elements (chips) used to encode each logical data bit.��F 6b�Chip Rate�The frequency at which the spreading sequence modulates the carrier. ��F 6c�Chip Rate Accuracy �The allowed variation in chip rate, expressed in ppm. ��F 6d�On-Off Ratio �For ASK modulation (including OOK): the ratio of peak amplitude to minimum amplitude of the ASK modulated signal. ��F 6e�Duty Cycle�For OOK modulation: The ratio of ON period to OFF period.��F 6f�FM Deviation�For FM modulation: The peak difference between the instantaneous frequency of the modulated wave and its carrier frequency.��F 7�Data Coding�Baseband signal presentation, i.e. a mapping of logical bits to physical signals. Examples: two level schemes, NRZ and NRZI; and bi-phase schemes, Manchester and FM0.��F 8�Bit Rate�Number of logical bits per second, independent of the data coding.��F 8a�Bit Rate Accuracy �Maximum deviation of the bit rate from the specified nominal bit rate, expressed in ppm.��F 9�Interrogator Transmit Modulation Accuracy�The peak vector error magnitude measured during each chip period.��F 10 �Tag Receiver Non-Destructive Input RF Level�The maximum input power level that can occur at the tag without causing damage to the tag. ��F 11�Preamble�Specific Layer 1 address, independent of Layer 2. Ether an unmodulated carrier wave or a modulated carrier, in which case the requirement refers to the channel after coding.��F 11a�Bit Sync Sequence�A series of bits generated by the physical layer that a receiver uses to synchronize to the incoming bit stream.��F 11b�Frame Sync Sequence�A series of bits generated by the physical layer that indicates the start of a data link layer (Layer 2) message packet.��F 12�Scrambling�An operation performed on all bits transmitted by the physical layer for the purposes of bit timing generation and improving spectral quality.��F 13�Bit Transmission Order���

�Return Link Parameters

Table � STYLEREF 1 \n �1�-� SEQ Table \* ARABIC �2�. Return Link Parameters

Parameter Number�Parameter Name�Description��R 1�Operating Frequency Range�Range of frequencies over which the communications link will operate. ��R 1a�Default Operating Frequency �Operating frequency at which the interrogator and tag establish communications. The value shown is the center frequency of the modulated signal. All compliant tags and interrogators must support operation at the default operating frequency. ��R 1b�Operating Channels �Number and value of the return link operating frequencies. The values provided are the center frequencies of the modulated signals.��R 1c�Operating Frequency Accuracy �Maximum deviation of the carrier frequency from the specified nominal frequency, expressed in ppm. Example: 1 ppm of a 2450 MHz carrier allows the carrier frequency to be in the range of 2450 MHz ± 2.45 kHz.��R 1d�Frequency Hop Rate�The inverse of the dwell time at an FHSS center frequency. ��R 1e�Frequency Hop Sequence�A pseudorandomly ordered list of hopping frequencies used by the FHSS transmitter to select an FHSS channel. ��R 2�Occupied Channel Bandwidth�The bandwidth of the communications signal occupying a specified channel. For FHSS and narrowband operation, this bandwidth is the maximum allowed 20 dB bandwidth of the modulated signal in an occupied channel. For DSSS operation, this bandwidth is the maximum allowed null-to-null bandwidth (frequency difference between the main lobe nulls) of the DSSS signal in an occupied channel. ��R 3�Transmit Maximum EIRP�The maximum EIRP from the transmitting antenna, expressed in dBm. ��R 4�Transmit Spurious Emissions�Undesired frequency outputs, including harmonics, intermodulation products, cross modulation, and parasitic emission from the transmitter.��R 4a�Transmit Spurious Emissions, In-Band�Spurious emissions that occur within the allowed range of carrier frequencies. ��R 4b�Transmit Spurious Emissions, Out-of-Band�Spurious emissions that occur outside the allowed range of carrier frequencies. ��R5�Transmit Spectrum Mask�Maximum power (density) emitted by the transmitter as a function of frequency ��R 5a�Transmit to Receive Turn Around Time�The maximum time after the tag has completed transmission of a reply to an interrogation until the time the tag is ready to receive another interrogation.��R 5b�Receive to Transmit Turn Around Time�The maximum time after the tag has completed reception of an interrogation until the tag begins a reply transmission.��R 5c�Transmit Power On Ramp�The maximum time required for the transmit power to increase from 10% to 90% of the steady-state transmit output power level.��R 5d�Transmit Power Down Ramp�The maximum time required for the transmit power to decrease from 90% to 10% of the steady-state transmit output power.��R 6�Modulation�Keying of the carrier with coded data.��R 6a�Sub-carrier Frequency�Number and values of the return link sub-carrier frequency. Sub-carrier frequencies are described as the frequency distance of the center of the return link band to the corresponding forward link carrier, i.e. to the center of the corresponding forward link band.��R 6b�Sub-carrier Frequency Accuracy�Maximum deviation of the sub-carrier frequency, expressed in ppm of the sub-carrier frequency. ��R 6c�Sub-Carrier Modulation�Keying of the subcarrier with coded data.��R 7�Data Coding�Baseband signal presentation, i.e. a mapping of logical bits to physical signals. ��R 7a�Spreading Sequence �The sequence of data coding elements (chips) used to encode each logical data bit.��R 7b�Chip Rate �The frequency at which the spreading sequence modulates the carrier. ��R 7c�Chip Rate Accuracy �The allowed variation in chip rate, expressed in ppm. ��R 6d�On-Off Ratio �For ASK modulation (including OOK): the ratio of peak amplitude to minimum amplitude of the ASK modulated signal. ��R 6e�Duty Cycle�For OOK modulation: The ratio of ON period to OFF period.��R 6f�FM Deviation�For FM modulation: The peak difference between the instantaneous frequency of the modulated wave and its carrier frequency.��R 8�Bit Rate �Number of logical bits per second, independent of the data coding.��R 8a�Bit Rate Accuracy �Maximum deviation of the bit rate from the specified nominal bit rate, expressed in ppm. ��R 9 �Tag Transmit Modulation Accuracy �The peak vector error magnitude measured during each chip period.��R 10�Preamble �Specific Layer 1 address, independent of Layer 2. Either an unmodulated carrier wave or a modulated carrier, in which case the requirement refers to the channel after coding.��R 10a�Bit Sync Sequence�A series of bits generated by the physical layer that a receiver uses to synchronize to the incoming bit stream.��R 10b�Frame Sync Sequence�A series of bits generated by the physical layer that a receiver uses to synchronize to the incoming bit stream.��R 11�Scrambling�An operation performed on all bits transmitted by the physical layer for the purposes of bit timing generation and improving spectral quality.��R 12�Bit Transmission Order���

�

�PART II:	APPLICATION PROGRAM INTERFACE

INTRODUCTION 

PURPOSE 

The Application Program Interface (API) provides a standard mechanism for accessing the device driver of a T6-compliant RFID interrogator. The driver supported by the API provides the following features:

Read and write support including

multiple tags in one command from the application

multiple fields in one command from the application

constant data (all tags) or variable data (per tag) options

lock option after write or verify

Support of many data types, such as

integer (char, short, long)

strings

Name resolution

For user-supplied text data field names, the API determines physical address, data size, and data type

Handling of field-name to physical address mapping completely hidden from application

Name resolution can be bypassed if desired.

NOMENCLATURE AND CONVENTIONS

The following conventions are used in this API with regard to function, constant, type and variable names:

C-language constants start with the characters “G4” and will be all uppercase, with underscores between words or abbreviations (for example, “G4_CONST_DEC”).  Constants beginning with the characters “G4E” indicate error conditions.  Status and return codes beginning with “G4” (not “G4E”) report non-error conditions and statuses.

C-language functions and macros start with the characters “G4”, but are in mixed case, with no underscores.  Textual references to C-language functions will include parentheses after the name (for example “G4FunctionName()”).  

C-language data types start with the characters “g4” and are in all lowercase, with underscores between words or abbreviations.  Textual references to C-language functions will be italicized (for example “g4_struct_type”).  

C-language variables and parameters to function calls do not start with the characters “G4” and are in mixed case, with no underscores.  Textual references to C variables and parameters will be italicized (for example “VariableName”). 

The word “null” has multiple uses in this document, depending on spelling and case. The term “NULL” refers to zero-value C-language pointers. The term “NUL” is a zero-value ASCII character or a zero-value byte. The term “null-terminated string” refers to strings of printable ASCII characters, with a zero-value byte placed in memory directly after the last printable character of the string.

This API uses a C-language structure of type g4_control_t. The description of each routine contains a checklist of the fields in the structure that are used by the routine. The following terms are used with respect to the checklist:

require:		The function uses this member and the value is typically set by the user (caller).

once:		The function uses this member, but the value is typically set up once per application execution and is not changed during the execution of the application.

default:		The function uses this member, but the value is typically the default.

previous:	The function uses this member, but the value is typically set by a previous function.

not used:	The function does not use this member.

output:		The function sets this member.

In addition to the status and error codes defined in this standard, a block of vendor-specific codes for both error and non-error conditions is reserved. This range of codes is defined in the header file, and is bounded by the constants  G4_VENDOR_FIRST_CODE,  G4_VENDOR_LAST_CODE, G4E_VENDOR_FIRST_ERROR_CODE, and G4E_VENDOR_LAST_ERROR_CODE.

�SUBROUTINE CALLS

SUBROUTINE G4Open()

Purpose

This subroutine opens the interface to the interrogator.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

g4_interr_t *G4Open(InterrogatorName, Status, ErrorString, CustomInfoTable, CustomInfoFileName)

const char *InterrogatorName;

signed long *Status;

char *ErrorString;

void *CustomInfoTable;

char *CustomInfoFileName;

Description

The G4Open() subroutine establishes a connection between the workstation and an interrogator or set of interrogators. The opened interrogator descriptor is used by subsequent subroutines, such as G4Read() and G4Write(), to access the interrogator.  The version of the API supported by the driver is indicated in the version_major and version_minor fields of the g4_interr_t structure and is set by the driver in the G4Open() call. The version_major field shall contain 1 and the version_minor field shall contain 0 for drivers compliant with this standard. Subsequent releases of Part II will be identified in numerical sequence.

Parameters

InterrogatorName	String indicating the interrogator name

Status	Pointer to a long that can contain error status after the call completes

ErrorString	Pointer to a string that may contain textual error information after the call. If this pointer is non-NULL and the call fails, a string containing printable error information is returned. The maximum length is G4_ERROR_STRING_MAX-1.

CustomInfoTable	If this pointer is non-NULL, it points to a memory block that contains vendor specific data.

CustomInfoFileName 	If this pointer is non-NULL, it points to a fully-qualified (including path) filename of a file containing vendor specific configuration data.

Return Values

Upon successful completion, a pointer to the opened interrogator descriptor structure is returned; otherwise, a NULL pointer is returned, and the status is set to indicate the error. 

Status Codes 

Any one of the following status codes may be placed in the memory location pointed to by Status during a G4Open() call

G4E_DESC_NO_INTERR_MEMORY�No memory could be allocated for the g4_interr_t descriptor structure.��G4E_DESC_NO_ATTR_MEMORY�No memory could be allocated for the g4_attr_t descriptor structure.��G4E_CONFIG_OPEN�The configuration file could not be opened.��G4E_CONFIG_FORMAT�The configuration file format is incorrect.��G4E_CONFIG_CLOSE�The configuration file could not be closed.��G4E_OPEN_DEBUG_LOG�The debug log file could not be opened.��G4E_SET_DEBUG_LOG�The debug log could not be set to line buffered.��G4E_INTERR_NAME_NOT_FOUND�The interrogator name was not found in the configuration file.��G4E_PORT_LOCKED�The I/O port is already open by another process.��G4E_PORT_OPEN�The I/O port could not be opened.��G4E_PORT_GETATTR�Old attributes could not be obtained for the I/O port.��G4E_PORT_SETATTR�New attributes could not be set for the I/O port.��G4E_PORT_BAUD�The I/O port baud rate could not be set.��G4E_PORT_FLUSH�The I/O port could not be flushed.��G4E_PORT_FLOW�Hardware RTS/CTS flow control could not be set for the I/O port.��G4E_PORT_BLOCK_ERROR�I/O port read blocking could not be changed for the port.��G4E_PORT_BREAK_ERROR�A serial line break could not be processed for the I/O port.��G4E_INTERR_BAUD�The interrogator baud rate could not be set.��G4E_INTERR_NOSYNC�Initial contact could not be made with the interrogator.��G4E_INTERR_START�The interrogator application did not start.��G4E_INTERR_ATTRIBUTE_REJECT�An attribute was rejected by the interrogator.��G4E_ATTRIBUTE_REJECT�An attribute was rejected by the API.��Related Information

The G4Close(), G4GetAttr(), G4SetAttr() subroutines.

SUBROUTINE G4Close()

Purpose

Closes the interrogator associated with an interrogator descriptor.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4Close(InterrogatorDescriptor, Status)

g4_interr_t *InterrogatorDescriptor;

signed long *Status;

Description

The G4Close() subroutine closes a connection between the workstation and an interrogator or set of interrogators associated with the InterrogatorDescriptor parameter. It also closes the debug log associated with the descriptor and frees other internally allocated resources.

The G4Close() subroutine attempts to cancel outstanding asynchronous I/O requests on this interrogator descriptor. If the asynchronous I/O requests cannot be canceled, the application is blocked until the requests have completed. All open interrogator descriptors are closed when a process exits. 

Parameters

InterrogatorDescriptor	Specifies a valid open interrogator descriptor

Status	Pointer to a long that can contain error status after the call completes

Return Values

Upon successful completion, a value of 0 is returned; otherwise, a value of -1 is returned, and the memory location pointed to by Status is set to indicate the error.

Status Codes 

G4E_SET_ATTR�The interrogator attribute could not be set.��G4E_PORT_GETATTR�Old attributes could not be obtained for the I/O port.��G4E_PORT_SETATTR�New attributes could not be set for the I/O port.��G4E_PORT_BAUD�The I/O port baud rate could not be set.��G4E_INTERR_BAUD�The interrogator baud rate could not be set.��G4E_INTERR_NOSYNC�Initial contact could not be made with the interrogator.��G4E_PORT_UNLOCK�The I/O port could not be unlocked.��G4E_PORT_FLUSH�The I/O port could not be flushed.��G4E_PORT_CLOSE�The I/O port could not be closed.��Related Information

The G4Open() subroutine.

SUBROUTINE G4Log()

Purpose

Write data to the debug log associated with an interrogator descriptor.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4Log(InterrogatorDescriptor, LogString, Status)

g4_interr_t *InterrogatorDescriptor;

char *LogString;

signed long *Status;

Description

If logging is supported by the driver, the G4Log() subroutine writes the informational null�terminated string pointed to by the LogString parameter to the debug log file.  The debug log file is opened for the InterrogatorDescriptor as part of the G4Open() function.  The G4Log() function does not append a new-line character to the file but rather assumes that any desired new-line characters are included in the string pointed to by LogString.  

If logging is not supported by the driver, the G4Log() subroutine must still be present in the library, but it will take no action other than to return a status code indicating that logging is not supported.

Parameters

InterrogatorDescriptor	Specifies a valid open interrogator descriptor

LogString	Points to the null-terminated string to be written to the log file

Status	Points to a long that will contain error status after the call completes (if a non-zero value is returned).

Return Values

Upon successful completion, a value of 0 is returned; otherwise, a value of -1 is returned, and the status is set to indicate the error. 

Status Codes 

G4E_LOGGING_NOT_SUPPORTED 	The driver does not support logging.

G4E_LOGGING_MEDIA FULL		Log media is full or otherwise not writable.

Related Information

The G4Open() subroutine and the G4SetLogLevel() routine.

SUBROUTINE G4SetLogLevel()

Purpose

Set the logging level for diagnostics in the driver.  

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4SetLogLevel(InterrogatorDescriptor, LogLevel, Status)

g4_interr_t *InterrogatorDescriptor;

int LogLevel;

signed long *Status;

Description

If logging is supported by the driver, the G4SetLogLevel() subroutine sets the logging level for internal diagnostics used by the driver. The debug log file is opened for the InterrogatorDescriptor as part of the G4Open() function.  A value of 0 for LogLevel indicates that the driver should produce no diagnostic logging (including those log entries generated by G4Log()).  A value of 1 (one) indicates that the driver should only log those messages generated by G4Log().  A value of 2 (two) indicates that the driver should log messages generated by G4Log and produce a minimal amount of internally generated log messages.  Other positive values (manufacturer-specific) indicate increased detail in the log.  

If logging is not supported by the driver, the G4SetLogLevel() subroutine must still be present in the library, but it will take no action other than to return a status code indicating that logging is not supported.

Parameters

InterrogatorDescriptor	Specifies a valid open interrogator descriptor

LogString	Points to the (null-terminated) string to be written to the log file.

Status	Points to a long that will contain error status after the call completes (if a non-zero value is returned).

Return Values

Upon successful completion, a value of 0 is returned; otherwise, a value of -1 is returned, and the status is set to indicate the error. 

Status Codes 

G4_LOGGING_NOT_SUPPORTED 	The driver does not support logging.

G4E_LOGGING_LEVEL_ERROR	The logging level specified by the application is out of range.

Related Information

The G4Open() subroutine and the G4Log() subroutine.

SUBROUTINE G4Identify()

Purpose

Identify RFID tags.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4Identify(InterrogatorDescriptor, ControlPointer)

g4_interr_t *InterrogatorDescriptor;

g4_control_t *ControlPointer;

Description

The G4Identify() subroutine identifies RFID tags in the field of view of  the interrogator referred to by the InterrogatorDescriptor parameter using rules in the g4_control_t structure and stores results in the g4_control_t structure referenced by the ControlPointer parameter.

Parameters

InterrogatorDescriptor	Specifies an open interrogator descriptor.

ControlPointer			Points to a g4_control_t structure.

Control Structure Checklist

flag�require��ostatus�require��select_equation�require  (if G4_STORE_SELECTION_LIST flag is set)��taglist�once��max_tags�once��timeout_msec�default��start_tag�default��select_list_number�default��valid_tags�output/previous��end_tag�output��status�output��istatus�not used��fields�not used��field_status�not used��field_status[n]�not used��field_name�not used��field_name[n]�not used��tag_field_value�not used��tag_field_value[n]�not used��field_value�not used��field_value[n]�not used��physadrs�not used��physadrs[n]�not used��Applicable Control Flags

The following control flags can be bit-wise OR’ed together and are placed in the flag field of the g4_control_t structure.

G4_STORE_SELECTION_LIST

G4_IDENTIFY_NO_OP

G4_IDENTIFY_STOP_AFTER_ALL_TRIES

G4_IDENTIFY_STOP_AFTER_ONE_IDENTIFIED 

G4_IDENTIFY_STOP_AFTER_ONE_DETECTED 

G4_IDENTIFY_ALL_TAGS

G4_IDENTIFY_INCREMENTAL 

Return Values

Upon successful completion, a value of 0 is returned; otherwise, a value of -1 is returned, and the g4_control_t structure status is set to indicate the error.

Status Codes 

Any one of the following status codes may be placed in the memory pointed to by the status field of the g4_control_t structure.

G4E_ID_FULL_TAGLIST�The API tag list is already full.��G4E_ID_NO_TAGLIST�No tag list array was specified.��G4E_ID_NO_OSTATUS�No ostatus array was specified.��G4E_ILLEGAL_FLAG�An illegal control flag was specified.��G4E_SELECT_NO_EQUATION�No select equation was specified and G4_STORE_SELECTION_LIST was specified.��G4E_SELECT_EQUATION�A format error was found in the selection equation.��G4E_ILLEGAL_NAME_ENTRY�A format error was found in the name resolution process.��G4E_NAME_NOT_FOUND�A name matching the selection equation was not found.��G4E_NAME_ADRS_ERROR �An illegal value was detected for the address associated with the name.��G4E_NAME_SIZE_ERROR�An illegal value was detected for the size associated with the name.��G4E_NAME_TYPE_ERROR�An illegal value was detected for the type associated with the name.��G4E_SELECT_REJECT�An attempt was made to alter an interrogator select list that is in use.��G4E_SELECT_LIST_FULL�An attempt was made to add a selection command to a full interrogator select list.  ��G4E_SELECT_ILLEGAL_LIST�An invalid interrogator select list number was specified during the selection.��G4E_SELECT_ILLEGAL_COMMAND�An attempt was made to add an illegal command to an interrogator select list.��G4E_EMPTY_SELECT_LIST_INTERR �An identification was started with an empty interrogator select list.��G4E_ID_ILLEGAL_LIST�An invalid interrogator select list number was specified during the identification.��G4E_ID_LIST_FULL_INTERR�The interrogator ID list holding identified tags is full. ��G4E_COMMAND_REJECT�The identification command was rejected by the interrogator. ��G4E_ILLEGAL_BYTE_COUNT�An illegal byte count was specified to the interrogator. ��File

g4rfid.h		Contains the g4_control_t structure and values.

Related Information

The G4GetControl(), G4Read(), and G4Write() subroutines.

The g4rfid.h file.

SUBROUTINE G4Read()

Purpose

Read RFID tags.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4Read(InterrogatorDescriptor, ControlPointer)

g4_interr_t *InterrogatorDescriptor;

g4_control_t *ControlPointer;

Description

The G4Read() subroutine reads RFID tags in the field of view of the interrogator referred to by the InterrogatorDescriptor parameter using rules in the g4_control_t structure and stores results in the g4_control_t structure referenced by the ControlPointer parameter.

Note that if an access ID is specified by the application for a read operation but is not needed (i.e., there is no access ID protection on the field(s)), the read will succeed, but a status code of G4_READ_ACCESS_ID_NOT_NEEDED will be returned.

Also note that the unique tag ID must always be readable (and therefore can never be read-protected via the access ID mechanism).

Parameters

InterrogatorDescriptor	Specifies an open interrogator descriptor.

ControlPointer			Points to a g4_control_t structure.

Control Structure Checklist

flag�require��istatus�require��ostatus�require��fields�require��field_name[n]�require��tag_field_value[n]�require (array data)��field_value[n]�require (constant data)��taglist�once��max_tags�once��field_name�once��tag_field_value�once (array data)��field_value�once (constant data)��timeout_msec�default��start_tag�default��field_status�default��field_status[n]�default��physadrs�default��physadrs[n]�default��valid_tags�previous��end_tag�previous��status�output��select_equation�not used��select_list_number�not used��Applicable Control Flags

The following control flags can be bit-wise OR’ed together and are placed in the flag field of the g4_control_t structure.

G4_READ_DATA	

G4_READ_AND_VERIFY	

G4_RW_CONSTANT	

G4_RW_ARRAY	

G4_LOCK_DATA	

G4_UNLOCK_DATA	

Return Values

Upon successful completion, a value of 0 is returned; otherwise, a value of -1 is returned, and the g4_control_t structure is set to indicate the error.

Status Codes 

Any one of the following status codes may be placed in the memory pointed to by the ostatus field of the g4_control_t structure.

G4E_ILLEGAL_FLAG�An illegal control flag was specified.��G4E_RW_VALUE_NULL�A NULL field_value or tag_field_value entry was specified.��G4E_RW_START_PAST_END�The start_tag entry is greater than the end_tag entry.��G4E_RW_END_PAST_VALID�The end_tag entry is greater than the valid_tags entry.��G4E_RW_END_PAST_MAX�The end_tag entry is greater than the max_tags entry.��G4E_RW_NO_FIELDS�The fields entry is zero.��G4E_RW_ISTATUS_NULL�The istatus pointer is NULL.��G4E_RW_OSTATUS_NULL�The ostatus pointer is NULL, and one of the field_status pointers is NULL.��G4E_RW_NAME_RESOLUTION�Name resolution is bypassed (a field_name pointer is NULL), and one of the physadrs pointers is also NULL.��G4E_RW_NAME_NUL�A field name is a zero length string.��G4E_NO_MEMORY�Memory could not be allocated for temporary status or name resolution results.��G4E_SELECT_NO_EQUATION�No select equation was specified, and G4_STORE_SELECTION_LIST was specified.��G4E_SELECT_EQUATION�A format error was found in the selection equation.��G4E_ILLEGAL_NAME_ENTRY�A format error was found in the name resolution process.��G4E_NAME_NOT_FOUND�A name matching the selection equation was not found.��G4E_NAME_ADRS_ERROR�An illegal value was detected for the address associated with the name.��G4E_NAME_SIZE_ERROR�An illegal value was detected for the size associated with the name.��G4E_NAME_TYPE_ERROR�An illegal value was detected for the type associated with the name.��G4E_EMPTY_SELECT_LIST_INTERR �The interrogator select list was empty.��G4E_INVALID_SELECT_LIST�An invalid interrogator select list number was specified.��G4E_ID_LIST_FULL_INTERR�The interrogator ID list holding tags failing the write multiple is full.��G4E_COMMAND_REJECT�The command was rejected by the interrogator. ��G4E_READ_BAD_ACCESS_ID�Read attempt failed due to bad access ID.��G4_READ_ACCESS_ID_NOT_NEEDED �Access ID specified but not needed for read operation.��Files and Related Information

The G4GetControl() and G4Identify() subroutines. 

The g4rfid.h file, which contains the g4_control_t structures and values.

SUBROUTINE G4Write() 

Purpose

Write RFID tags.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4Write(InterrogatorDescriptor, ControlPointer)

g4_interr_t *InterrogatorDescriptor;

g4_control_t *ControlPointer;

Description

The G4Write() subroutine writes RFID tags in the field of view of the interrogator referred to by the InterrogatorDescriptor parameter using rules in the g4_control_t structure and stores results in the g4_control_t structure referenced by the ControlPointer parameter.  Calls to G4Write() for read-only tags (or for read/write tags in a read-only interrogator system) will fail, with the error status code G4E_WRITE_ERROR_RD_ONLY.  

Note that if an access ID is specified by the application for a write operation but is not needed (i.e., there is no access ID protection on the field(s)), the write will succeed, but a status code of G4_READ_ACCESS_ID_NOT_NEEDED will be returned.

Parameters

InterrogatorDescriptor	Specifies an open interrogator descriptor.

ControlPointer			Points to a g4_control_t structure.

Control Structure Checklist

The following is the checklist for G4Write() non-multiple:

flag�require��istatus�require��ostatus�require��fields�require��field_name[n]�require��tag_field_value[n]�require (array data)��field_value[n]�require (constant data)��taglist�once��max_tags�once��field_name�once��tag_field_value�once (array data)��field_value�once (constant data)��timeout_msec�default��start_tag�default��field_status�default��field_status[n]�default��physadrs�default��physadrs[n]�default��valid_tags�previous��end_tag�previous��status�output��select_equation�not used��select_list_number�not used��

The following is the checklist for G4Write() with Multiple Tags. 

flag�require��istatus�require��ostatus�require��select_equation�require��fields�require��field_name[n]�require��field_value[n]�require��taglist�once��max_tags�once��field_name�once��field_value�once��timeout_msec�default��start_tag�default��select_list_number�default��field_status�not used��field_status[n]�not used��physadrs�not used��physadrs[n]�not used��tag_field_value�not used��tag_field_value[n]�not used��valid_tags�output��end_tag�output��status�output��Applicable Control Flags

The following control flags can be bit-wise OR’ed together and are placed in the flag field of the g4_control_t structure.

G4_STORE_SELECTION_LIST�G4Write() multiple tags��G4_RW_CONSTANT�G4Write() non-multiple,  G4Write() multiple��G4_RW_ARRAY�G4Write() non-multiple��G4_LOCK_DATA�G4Write() non-multiple��G4_UNLOCK_DATA�G4Write() non-multiple��G4_WRITE_TAGLIST�G4Write() non-multiple��G4_WRITE_MULTIPLE�G4Write() multiple��G4_WRITE_MULTIPLE_START�G4Write() multiple��Return Values

Upon successful completion, a value of 0 is returned; otherwise a value of -1 is returned, and the g4_control_t structure is set to indicate the error.

Status Codes 

Any one of the following status codes may be placed in the memory pointed to by the ostatus field of the g4_control_t structure.

G4E_ILLEGAL_FLAG�An illegal control flag was specified.��G4E_RW_VALUE_NULL�A NULL field_value or tag_field_value entry was specified.��G4E_RW_START_PAST_END�The start_tag entry is greater than the end_tag entry.��G4E_RW_END_PAST_VALID�The end_tag entry is greater than the valid_tags entry.��G4E_RW_END_PAST_MAX�The end_tag entry is greater than the max_tags entry.��G4E_RW_NO_FIELDS�The fields entry is zero.��G4E_RW_ISTATUS_NULL�The input status pointer is NULL.��G4E_RW_OSTATUS_NULL�The output status pointer is NULL, and one of the field_status pointers is NULL.��G4E_RW_NAME_RESOLUTION�Name resolution is bypassed (a field_name pointer is null), and one of the physadrs pointers is also NULL.��G4E_RW_NAME_NUL�A field name is a zero-length string.��G4E_NO_MEMORY�Memory could not be allocated for temporary status or name resolution results.��G4E_SELECT_NO_EQUATION�No select equation was specified, and G4_STORE_SELECTION_LIST was specified.��G4E_SELECT_EQUATION�A format error was found in the selection equation.��G4E_ILLEGAL_NAME_ENTRY�A format error was found in the name resolution process.��G4E_NAME_NOT_FOUND�A name matching the selection equation was not found.��G4E_NAME_ADRS_ERROR�An illegal value was detected for the address associated with the name.��G4E_NAME_SIZE_ERROR�An illegal value was detected for the size associated with the name.��G4E_NAME_TYPE_ERROR�An illegal value was detected for the type associated with the name.��G4E_EMPTY_SELECT_LIST_INTERR �The interrogator select list was empty.��G4E_INVALID_SELECT_LIST�An invalid interrogator select list number was specified.��G4E_ID_LIST_FULL_INTERR�The interrogator ID list holding tags failing the write multiple is full.��G4E_COMMAND_REJECT�The command was rejected by the interrogator. ��G4E_WRITE_ERROR_RD_ONLY�Attempt to write a read-only tag or to write a read/write tag with a read-only interrogator.��G4E_WRITE_BAD_ACCESS_ID�Write attempt failed due to bad access ID.��G4_READ_ACCESS_ID_NOT_NEEDED �Access ID specified but not needed for write operation.��

Files and Related Information

The G4GetControl(), G4Read() and G4Identify() subroutines.

The g4rfid.h file, which contains the g4_control_t structures and values.

SUBROUTINE G4SetAttr()

Purpose

Sets interrogator state or parameters.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4SetAttr(InterrogatorDescriptor, AttributePointer, Status)

g4_interr_t *InterrogatorDescriptor;

g4_attr_t *AttributePointer;

signed long *Status;

Description

The G4SetAttr() subroutine sets attributes that are associated with the interrogator that is identified by the InterrogatorDescriptor parameter.  The G4SetAttr() subroutine uses the g4_attr_t structure referenced by the AttributePointer parameter to determine the number of attributes to set, the names of each attribute(s) to set, and the value or list of values to set for each attribute.  

The num_attributes structure member of the AttributePointer parameter identifies the number of attributes that the subroutine should attempt to set.  

The attr_name structure member of the AttributePointer parameter is a list of null-terminated ASCII strings containing the names of each of the attributes that the subroutine should attempt to set.

For each attribute name in the attr_name list, the attr_value structure member of the AttributePointer parameter contains a list of one or more attribute values that the subroutine should attempt to set for the corresponding attribute name. 

 Most attributes are non-volatile.  Once set, they are never altered by the interrogator.  Therefore, only attributes that are being changed need to be transmitted to the interrogator.

Parameters

InterrogatorDescriptor	Specifies an open interrogator descriptor.

AttributePointer		Points to a g4_attr_t structure.

Return Values

Upon successful completion, a value of 0 is returned; otherwise, a value of -1 is returned, and the status is set to indicate the error.

Status Codes

G4E_INTERR_ATTRIBUTE_REJECT	An attribute was rejected by the interrogator.

G4E_ATTRIBUTE_REJECT			An attribute was rejected by the driver.

File

g4rfid.h		Contains the g4_attr_t structure.

Related Information

The G4Open() subroutine and G4GetAttr() subroutine.

SUBROUTINE G4GetAttr()

Purpose

Retrieves state information or parameters from the interrogator.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4GetAttr(InterrogatorDescriptor, AttributePointer, Status)

g4_interr_t *InterrogatorDescriptor;

g4_attr_t *AttributePointer;

signed long *Status;

Description

The G4GetAttr() subroutine gets the current values of attributes that are associated with the interrogator that is identified by the InterrogatorDescriptor parameter.  The G4GetAttr() subroutine gets a list of the current attribute values for each of the attribute names identified in the attr_name list member of the g4_attr_t structure.

Parameters

InterrogatorDescriptor	Specifies an open interrogator descriptor.

AttributePointer		Points to a g4_attr_t structure.

Return Values

Upon successful completion, a value of 0 is returned; otherwise, a value of -1 is returned, and the status is set to indicate the error.

Status Codes

G4E_INTERR_ATTRIBUTE_UNKNOWN�An attribute was unknown by the interrogator.��G4E_ATTRIBUTE_UNKNOWN�An attribute was unknown by the driver.��Related Information and File

The G4Open() subroutine, and G4SetAttr() subroutine.

g4rfid.h		Contains the g4_attr_t structure.

SUBROUTINE G4GetControl() 

Purpose

This routine initializes the g4_control_t structure with default values.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4GetControl(ControlPointer)

g4_control_t *ControlPointer;    

Description

The G4GetControl() subroutine initializes the g4_control_t structure referenced by the ControlPointer parameter.  This subroutine may be used to initialize the structures to default values before setting members to application-specific values, which ensures source code compatibility with future software releases.

Parameters

ControlPointer		Points to a g4_control_t structure.

Return Values

Upon successful completion, a value of 0 is returned; otherwise, a value of -1 is returned.

Status Codes

No error codes have been defined for this routine at this time.

Related Information and File

The G4Identify(), G4Read(), and G4Write() subroutines.

The g4rfid.h file, which contains the g4_control_t structure and values.

SUBROUTINE G4GetFieldNames() 

Purpose

This routine returns a list of names of the fields that are available for a given tag or tags.

Synopsis

#include <stdio.h>

#include <g4rfid.h>

signed long G4Identify(ControlPointer)

g4_control_t *ControlPointer;

Description

The G4GetFieldNames() subroutine fills in the control structure's "field_names" member with lists of the tag fields that are available for each tag listed in the control structure's "taglist" member.

Parameters

ControlPointer		Points to a g4_control_t structure.

Control Structure Checklist

flag�not used��ostatus�not used��select_equation�not used��taglist�required��max_tags�once��timeout_msec�not used��start_tag�default��select_list_number�not used��valid_tags�output/previous��end_tag�output��status�output��istatus�not used��fields�not used��field_status�not used��field_status[n]�not used��field_name�not used��field_name[n]�not used��tag_field_value�not used��tag_field_value[n]�not used��field_value�not used��field_value[n]�not used��physadrs�not used��physadrs[n]�not used��Return Values

Upon successful completion, this function will return a value of 0.  All other return values are defined by the manufacturer of the underlying driver.

Status Codes

The error codes for this routine are defined by the manufacturer of the underlying driver and may be any value between -110000 and -110050.  Please consult the vendor manuals for specific values and their associated meanings.

Related Information and File

The g4rfid.h file.

�DATA STRUCTURES AND DATA TYPES

DATA STRUCTURE AND DATA TYPES OVERVIEW

Arguments are generally passed to functions in the form of API-specific structure pointers rather than as a list of values or value pointers.  Advantages to this approach include: 

Backward compatibility as the API evolves.  By including helper functions in the API that set the structures to default values, members can be added to support new features without breaking existing application code.

Performance is improved by passing one pointer to a structure rather than a long parameter list.

Since fields are referenced by name, the application code is more self-commenting and less error prone. With a long parameter list, it would be easy to reverse the order of or omit a parameter.

The same main control structure is used for the routines G4Identify(), G4Read(), G4Write(), and so forth.  Once the application programmer understands the structure, all routines that employ the structure should be easy to use.

Depending on driver implementation, the same structures may be passed down through the layers of API and driver code.  Each layer uses input fields and updates output fields as appropriate.   This can lead to simpler maintenance of the API and driver.

STRUCTURE g4_interr_t

The g4_interr_t structure is used to maintain a handle between the application and the driver/interrogator.  It also indicates the version of the API supported by the driver.

The structure is defined as follows:

#ifdef WIN32

  #define g4_portid_t  HANDLE

#else

  #define g4_portid_t  int

#endif



typedef struct {

unsigned long version_major;	/* API Major Version Number*/

unsigned long version_minor;	/* API Minor Version Number*/

void     *current_attribute;	/*current attribs for the interrogator */

unsigned long  port_type;	/* port type */

char           port_name[G4_PORT_NAME_MAX];	/* ascii port name */

unsigned short port_number;	/* socket  port number */

unsigned short port_connection_tries; 	/* sckt cntct tries before fail */

g4_portfd_t    port_fd;	/* open port file descriptor */

#ifdef WIN32 

SOCKET         port_socket;   /* WinSock uses different type from com port */

#endif

int            receive_block;	/* boolean, blocking read on or off */

char           debug_name[G4_DEBUG_NAME_MAX];	/* ascii debug file name */

FILE           *debug_log;	/* debug log file pointer */

unsigned char  wsdebug;  /* workstation debug level */

char           error_string[G4_ERROR_STRING_MAX];  /* descript.of err code */

} g4_inter_t;

Structure Member version_major

The member version_major contains the major version number of the API specification supported by the driver (e.g., if the version is 1.2, version_major is 1) and is set by the driver during the G4Open() call.

Structure Member version_minor

The member version_minor contains the minor version number of the API specification supported by the driver (e.g., if the version is 1.2, version_minor is 2) and is set by the driver during the G4Open() call.

Structure Member current_attribute

The member current_attribute is a pointer to a void and is used to hold attribute information for an open interrogator.  The type is void (to permit flexibility in implementation of the driver by each manufacturer).

Structure Member port_type

The member port_type is used to numerically indicate the type of port to which the associated basestation is connected.  This member may have a value of either G4_PORT_TYPE_SERIAL in the case of  a serial port connection, or G4_PORT_TYPE_TCPIP in the case of a TCP/IP port connection. 

Structure Member port_name

The member port_name contains the name of the specific “port_type” port to which the associated basestation is connected.  For example, a connection to a port of type G4_PORT_TYPE_SERIAL might have a port_name value of “/dev/tty0” or “COM1”.

Structure Member port_number

The member port_number identifies the specific port number for connections of type G4_PORT_TYPE_TCPIP.

Structure Member port_connection_tries

The member port_connection_tries identifies the number of times connections to a port will be attempted before a failure condition is declared.

Structure Member port_fd

The member port_fd contains the file descriptor for the interrogator connection when the connection is of port_type G4_PORT_TYPE_SERIAL.

Structure Member port_socket

The member port_socket contains the socket descriptor for the interrogator connection when connection is of port_type G4_PORT_TYPE_TCPIP.

Structure Member receive_block

The member receive_block indicates whether read operations are blocking or non-blocking for the associated interrogator.  A value of ON indicates that read operations will be blocking, and OFF indicates that read operations will be non-blocking.

Structure Member debug_name

The member debug_name contains the name of a file to which debug information will be written.  If this member is NULL, debug information will not be logged to disk.

Structure Member debug_log

The member debug_log contains a file descriptor of the file to which debug information will be logged.  If the debug_name member is NULL or contained the name of a file that could not be opened, the debug_log member will be set to NULL.

Structure Member wsdebug

The member wsdebug is a numeric value that indicates the level of workstation debug logging that will be recorded for the associated interrogator connection.  Valid values for this member include any number from the set of positive integers.

 Structure Member error_string

The member error_string contains a null-terminated text string message pertaining to the last workstation error condition that was detected.  This string has a maximum length of G4_ERROR_STRING_MAX including the terminating NULL character.

STRUCTURE g4_control_t

The structure g4_control_t is the main control structure that the application uses with the G4Identify(), G4Read(), and G4Write() functions.  The structure is defined as follows:

typedef struct {

unsigned long flag;	/* function rules */

unsigned long timeout_msec;	/* maximum allowed time */

unsigned long version_major;	/* API Major Version Number*/

unsigned long version_minor;	/* API Minor Version Number*/

g4_tag_list_t *taglist;	/* pointer to tag list */

size_t      start_tag;	/* first tag to be processed */

size_t      end_tag;	/* last tag to be processed */

size_t      valid_tags;	/* number of valid taglist entries */

size_t      max_tags;	/* maximum size of taglist */

signed long status;	/* overall function status */

g4_status_t   *istatus;	/* pointer to input status list */

g4_status_t   *ostatus;	/* pointer to output status list */

g4_status_t   **field_status;	/* pointer to array of arrays of status */

g4_status_t   **field_status_save;	/* to saved field_status */

unsigned long select_list_number;	/* the selection list number */

char          *select_equation;	/* pointer to select list */

size_t       fields;	/* number of fields names */

char         **field_name;	/* pointer to arrays of names */

void         **tag_field_value;	/* pointer to array of arrays of values*/

void         **field_value;	/* pointer to array of constant values */

g4_physadrs_t  **physadrs;	/* pointer to array of arrays of address*/

g4_physadrs_t  **physadrs_save;	/* to saved physadrs */

g4_access_id_t  **access_ids;	/* ptr to array of lists of (access IDs)*/

void          *custom_table;	/* ptr to vendor-specific config data */

char          *cust_file_name;	/* ptr to name of vendor-specific cfg file */

} g4_control_t;



The g4_control_t structure is used to pass identification, read, or write rules to their functions and to return results.  The structure members are described in the following sections.  

�Structure Member flag

The member flag describes the rules to be followed by G4Identify(), G4Read(), and G4Write().  It is unchanged by the API or driver.

The values for flag are as follows:

G4_STORE_SELECTION_LIST �Indicates that a new selection list should be stored in the interrogator.  If used in combination with an identification operation or with a write multiple operation, the new list is stored before the identification operation or write operation is performed.  This value should not be used in conjunction with G4_IDENTIFY_INCREMENTAL.���When a write multiple is issued, name resolution determines the physical addresses (write address and possibly selection address) of the fields determined by the selection equation.  The result is downloaded to the interrogator.  This downloaded result can be used multiple times by issuing a write multiple without storing a selection list.���Since the write data size and type is tied criteria determined by the selection equation, the equation must be present even if it is not being stored.��The following G4Identify() flags are mutually exclusive.		��G4_IDENTIFY _NO_OP �No identification is performed, but the select list may be stored.��G4_IDENTIFY _AFTER_ALL_TRIES �Runs all identification tries.  ��G4_IDENTIFY _AFTER_ONE_IDENTIFIED �Skips unused tries after at least one tag is identified. ��G4_IDENTIFY _AFTER_ONE_DETECTED �Stops after a tag is detected without actually identifying it.��The following G4Identify() flags are mutually exclusive and are active when G4_IDENTIFY_STOP_AFTER_ALL_TRIES is set.	��G4_IDENTIFY_ALL�Identifies and reports all selected tags in the field-of-view.��G4_IDENTIFY_INCREMENTAL �Reports only tags not previously reported.�����The following G4Read() flags are mutually exclusive.  ��G4_READ_DATA�Performs reads and fills in the tag_field_value arrays.��G4_READ_AND_VERIFY �Performs reads and verifies the data against one of two sources.��These G4Read() and G4Write() flags are mutually exclusive.��G4_RW_CONSTANT (for G4Read() )�Verifies read data against constants in the field_value member.  G4_RW_ARRAY verifies read data against values in the tag_field_value array.��G4_RW_CONSTANT (for G4Write()  ) �Writes constant data specified in the field_value member.  G4_RW_ARRAY writes data specified in the tag_field_value array.��The following G4Read() and G4Write() flags are mutually exclusive and are active for G4Write() or G4Read() if G4_READ_AND_VERIFY is set. ��G4_LOCK_DATA�Locks a data field that has been verified correctly. Fields that are not verified are not locked.��G4_UNLOCK_DATA �Unlocks a data field.  The unlock function may be disabled by hardware or software for security reasons.  In these cases, when a lock is irreversible, an error status will be returned.��The following G4Write() flags are mutually exclusive.  ��G4_WRITE_TAGLIST (non-multiple) �writes to tags based on taglist. ��G4_WRITE_MULTIPLE �writes to tags based on selection criteria. G4_WRITE_MULTIPLE requires the fields member to be 1 and the G4_RW_CONSTANT flag to be set.  If G4_STORE_SELECTION_LIST is set, the write is based on the specified selection criteria and field name.  If G4_STORE_SELECTION_LIST is clear, the write is based on the previously set up selection criteria and field name.��G4_WRITE_MULTIPLE_START �This G4Write() flag is active when G4_WRITE_MULTIPLE is set.  If set, the write multiple is started.  If clear, the write multiple is not started, but the selection list may be loaded.��G4_SET_ACCESS_ID �This G4Read() and G4Write() flag is used to indicate that access IDs for specified tag fields are to be set to the new values provided in the access_ids member of the g4_control_t structure.��Structure Member timeout_msec

The member timeout_msec holds the maximum allowed time (in milliseconds) for the command.  A value of zero disables the timeout.  Zero should typically be used unless the application wants to abort infinite identification tries after a specified time.  It is unchanged by the API or driver.

Application programmers and system integrators may use the timeout mechanism for non-blocking implementations. Further discussion of non-blocking implementations will be addressed as either a release or as an errata to this standard. 

Structure Member taglist

The member taglist is initialized to point to the array of g4_tag_list_t structures.  The pointer is unchanged by the API or driver.

For calls to G4Identify(), the array is filled with the tag identification data.  The array size should be at least equal to max_tags. For G4Read() or G4Write() (non-multiple), it points to the array of target tags for the G4Read() or G4Write().  The array elements are unchanged by the API or driver. For write multiple, the array is filled with failing tag identifiers.

Structure Member start_tag

The member start_tag indexes the first g4_tag_list_t entry to be processed.  It is unchanged by the API or driver.  

For non-incremental G4Identify() or G4Write() multiple, it is initialized to the next taglist element to be written.  It is typically initialized to zero.  For incremental G4Identify(), it is not used. For G4Read() and G4Write() (non-multiple), it is initialized to the first taglist element to be processed.  To read or write the entire list, it is typically zero.

Structure Member end_tag

The member end_tag is initialized to index the last g4_tag_list_t entry to be processed plus 1.

For G4Identify() or G4Write() (multiple), it is not initialized.  It is written by the API or driver to valid_tags. For G4Read() and G4Write() (non-multiple), it is initialized to the last taglist element to be processed plus 1.  To read or write the entire list, it is typically valid_tags.  It must be less than or equal to valid_tags.  It is unchanged by the API or driver.

Structure Member valid_tags

The member valid_tags is an index to the last valid taglist element plus 1 (assuming that taglist is a zero-based array).  Equivalently, it holds the number of valid entries in taglist, assuming that the application started at element 0.

For calls to non-incremental G4Identify() and G4Write() (multiple), valid_tags is not initialized.  For incremental G4Identify(), it indicates the next taglist element to be written.  It is updated by the API/driver. For G4Read() and G4Write() (non-multiple), it is initialized to provide a check against end_tag.  It is typically the valid_tags output of the G4Identify().  It is unchanged by the API/driver.

Structure Member max_tags

The member max_tags is initialized to the maximum number of elements in taglist.  It is also related to istatus and ostatus, so the length of those arrays must match.  It is unchanged by the API/driver.

For the routines G4Identify() or G4Write() (multiple), max_tags determines the last tag to be returned from the identification process, which should be no greater than the size of the space allocated for taglist.  A zero value indicates that only overall status is returned.

Structure Member status

The member status, written by the API, holds the overall status of the G4Identify(), G4Read(), or G4Write() process.  These routines return a value of 0 to indicate overall success.

For functions using the flag G4_IDENTIFY_STOP_AFTER_ONE_DETECTED, status describes the result.  Zero indicates none detected, and one indicates at least one detected. A function return code of -1 indicates an overall error.  The status describes the error.

Error status includes the following:

G4E_BADF�The InterrogatorDescriptor parameter does not specify a valid interrogator descriptor.��G4E_NO_MEMORY�Temporary memory cannot be allocated.��G4E_ILLEGAL_FLAG�An illegal flag or combination of flags was specified.��G4E_COMMAND_REJECT�A command to the interrogator was rejected.  This may occur if the interrogator is not ready to accept commands.��G4E_NO_SELECT_LIST �The select_list member is NULL, and the G4_STORE_SELECT_LIST flag is set.��G4E_ID_INVALID_SELECT�The selection string cannot be parsed.��G4E_INVALID_SELECT_LIST�The interrogator cannot support the specified selection list number.��G4E_ILLEGAL_BYTE_COUNT�The interrogator cannot support the specified number of read or write bytes.��G4E_ID_EMPTY_SELECT_LIST_INTERR�The interrogator select list is empty. It must be stored before it is used.��G4E_ID_NO_TAGLIST�The taglist member is NULL, and the identified tags are to be returned.  There is no place to store the returning tag data.��G4E_ID_NO_OSTATUS�The ostatus member is NULL, and the identified tags are to be returned.  There is no place to store the returning status.��G4E_ID_FULL_TAGLIST�The value of the start_tag member is not less than the value of the max_tags member.��G4E_ID_LIST_FULL�The interrogator memory allocated for identification became full before all tags were identified.  This error is most likely the result of multiple incremental identifications.��G4E_RW_END_PAST_VALID�The end_tag member is greater than the valid_tags member.��G4E_RW_END_PAST_MAX�The value of the end_tag member is greater than the value of the max_tags member.��G4E_RW_NO_FIELDS�The fields member is zero.��G4E_RW_NAME_RESOLUTION�Neither absolute tag field information nor field name resolution members are provided.��G4E_RW_NAME_NUL�A field name provided for name resolution is a zero-length string.��G4E_RW_ISTATUS_NULL�The input status pointer istatus is NULL.  For G4Read() and G4Write(), input status must be available.��G4E_RW_OSTATUS_NULL�For G4Read() and G4Write(), output status must be reported for each field.  If the summary status pointer ostatus is NULL and one element of field_status is NULL, there is no array allocated to hold the status.��G4E_WRITE_NOT_CONSTANT �The G4_WRITE_MULTIPLE flag requires the G4_RW_CONSTANT flag, since write multiple requires constant data.��G4E_WRITE_FIELDS�For a write multiple, fields must be one.  The API does not support write multiple to more than one field at a time.��Structure Member istatus

For G4Read() and G4Write() (non-multiple), the member istatus holds the input status array.  Input status is not altered by the API.  A zero in istatus indicates that the target tag should be processed.  A non-zero value inhibits processing.  When processing is inhibited, the input status is copied to the output status.

Structure Member ostatus

The member ostatus points to the array of g4_status_t entries that will be filled in with the status of the G4Identify(), G4Read(), or G4Write() for each tag.  A zero value indicates normal completion.

Errors include:

G4E_ID_READ _ERROR�The tag was identified, but associated data may be incorrect.��G4E_FIELD_NOT_FOUND�One of the field names could not be resolved into a physical address, length, and type.��G4E_FIELD_ADRS_ERROR �The field address determined by name resolution is beyond the range handled by the interrogator.��G4E_FIELD_SIZE_ERROR�The field size determined by name resolution is beyond the range handled by the interrogator.��G4E_FIELD_TYPE_ERROR �The field type determined by name resolution is not one of the types handled by the API (integer or string).��G4E_READ_ERROR �One of the fields could not be successfully read.��G4E_VERIFY_ERROR�One of the fields did not data verify correctly.��G4E_WRITE_ERROR �One of the fields could not be successfully written.��G4E_WRITE_TAG_ERROR �One of the fields had the write rejected by the tag.  For example, the field might be locked.��G4E_LOCK_ERROR �One of the fields could not be locked successfully.��G4E_LOCK_VERIFY_ERROR �One of the fields did not lock verify correctly.��G4E_WRITE_LOCKED �One of the fields is locked.��G4E_ACCESS_ID_MISSING �One of the fields identified in the operation is access ID protected but no access ID was provided for the field.  Whether the missing access ID was a read access ID or a write access ID depends on the operation that resulted in this condition.��G4E_ACCESS_ID_INCORRECT�One of the fields identified in the operation was access ID protected but the access ID provided the field was incorrect. Whether the incorrect access ID was a read access ID or a write access ID depends on the operation that resulted in this condition.��G4E_READ_BAD_ACCESS_ID�Read attempt failed due to bad access ID.��G4E_WRITE_BAD_ACCESS_ID�Write attempt failed due to bad access ID.��G4_READ_ACCESS_ID_NOT_NEEDED �Access ID specified but not needed for read  or write operation.��

Structure Member field_status

The member field_status is a pointer to an array.  Each array element corresponds to one field and holds a pointer to an array.  Each element of this final array of g4_status_t  entries corresponds to one tag.  The entries are filled with the status of the G4Read() or G4Write() for each field of each tag.  A zero value indicates normal completion.  For other status codes, see ostatus.

Output status can be obtained for each tag (ostatus) or each field of each tag (field_status).

If the ostatus entry is a non-NULL pointer, its array 	is filled in with tag summary status.  If the ostatus entry is NULL (G4Read() or G4Write()), all elements of field_status must be non-NULL, i.e., status for a field cannot be completely ignored.

If the field_status pointer is non-NULL, its elements are examined.  If an element is non-NULL, its array is filled with status for the field.

Structure Member field_status_save

The member field_status_save is used internally by the API or driver.  It does not need to be initialized, and its value on exit is unspecified.

Structure Member select_list_number

The member select_list_number holds the select list number.  On the interrogator, select lists hold the tag selection criteria.  A select list can be used multiple times if the selection criteria are not changed.

Selection criteria are applicable to G4Identify() and G4Write() multiple.

The API supports select lists 0-255.  A given interrogator will typically support fewer.

Structure Member select_equation

The member select_equation points to the selection criteria character string.  An empty string indicates that all tags should be selected.

Section � REF _Ref442612337 \r \h ��SELECTION EQUATION� of this document describes the select equation format.

Structure Member fields

The member fields contains the number of data fields to be processed for each tag by G4Read() and G4Write() (non-multiple) calls.  It is not changed by the API/ driver.

One function call can process multiple data fields.

This member is used by the API or driver in accessing the field_name, tag_field_value, field_value, field_status, and physadrs structure members.  Therefore, the size of those arrays must match.

For write multiple, fields must be set to 1.

Structure Member field_name

A field name is the textual name for a tag data field.  The API resolves the textual name into a physical tag address, size, and type. 

When used as a parameter to G4Read() and G4Write(), the field_name member contains a pointer to an array.  Each array element is a pointer to a null-terminated character string.  The string describes a field name.  Neither the pointers nor the names are altered by the API or driver

A zero length string is considered an error.

Structure Member field_value

A constant data value for each field can be used for a G4Read() verify or a G4Write() call.  It must be used for write multiple, where the data written to each tag must be the same. 

The member field_value contains a pointer to an array.  Each element of that array (one for each field) is a pointer to a memory location holding a data value.  Neither the pointers nor the values are altered by the API or driver.

The size of the data value in memory must match or be smaller than the size of the tag data field allocated for the field_value entry.  For integers, sizes of 1, 2, 3, and 4 bytes are supported.  The API assumes the following array element size based on the size of the data field.

	  1: byte

	  2: short

	  3: long

	  4: long

For short and long elements, unused bytes are ignored on write and verify, but a warning is issued to the debug log if ignored bytes have non-zero bits.

Structure Member tag_field_value

The member tag_field_value is used as an input to G4Read() and holds data to be verified against data read from the tag.  The data is not altered by the API or driver.  

The member tag_field_value, when used as an input to G4Write(), holds data to be written to the tag.  It is only used for non-multiple writes, where the data written to each tag may be different.  It is not altered by the API or driver.

The member tag_field_value is a pointer to an array.  Each array element corresponds to one field and holds a pointer to an array.  Each element of this final array corresponds to one tag.  The pointers are not altered by the API or driver.

Since the array type varies with the data type, it cannot be passed to the API.  It is determined from the name resolution size and type.

Integer type	Sizes of 1, 2, 3, and 4 bytes are supported.  The API assumes the following array element size based on the size of the data field:

	1: byte

		2: short

		3: long

		4: long

For short and long elements, unused bytes are set to zero on read. Unused bytes are ignored on write and verify, but a warning is issued to the debug log if ignored bytes have non-zero bits.

String type	To support null terminated strings, the size of each element must be the size of the data field plus 1.  

For operations in which the array is an input to the API (e.g. write), bytes are read by the API up to the size of the data field.  The extra byte (typically a NUL character, but not checked) is ignored.  NUL bytes within the string are also ignored.

For operations in which the array is an output from the API (e.g. read), bytes are written by the API up to the size of the data field, and a NUL character is written to the extra byte.

Structure Member access_ids

The member access_ids is a pointer to an array.  Each element in the array corresponds to one tag field and holds a pointer to an array of g4_access_id_t structures.  Each element of this final array corresponds to one tag.

The g4_access_id_t structure holds a pointer to a current access ID and a pointer to a new access ID.  These two pointers are void pointers that point to an appropriate access ID type for the tag being addressed.

Whether the access IDs contained in the access_ids member of the g4_control_t structure are read access IDs or write access IDs depends on the tag operation being performed.

The current_access_id element of the g4_access_id_t structure contains a pointer to the current access ID for the specific tag field being referenced.  The current_access_id field should be supplied for reads to and writes from tag fields that have been access ID protected.

The new_access_id element of the g4_access_id_t structure contains a pointer to the new access ID for a specific tag field.  If new_access_id points to a data value equal to the data value pointed to by current_access_id, then the access ID is not changed.  If new_access_id field points to a data value different from the one pointed to by current_access_id, the driver will attempt to change the access ID to the new value (if the G4_SET_ACCESS_ID flag is set for the read or write operation).

The new_access_id element of the g4_access_id_t structure is also used to remove access ID protection from a specific tag field.  This is accomplished by setting the new_access_id element equal to NULL for the desired tag field.

Note that if an access ID is specified by the application for a read operation but is not needed (i.e., there is no access ID protection on the field(s)), the read will succeed, but a status code of G4_READ_ACCESS_ID_NOT_NEEDED will be returned.

Structure Member physadrs

The member physadrs is a pointer to an array of structures of type g4_physadrs_t.  Each element of physadrs corresponds to one field of a tag.  The g4_physadrs_t structure holds the field address, size, and type that result from name resolution.  The element phys_address of the g4_physadrs_t structure is the byte address of the field in tag memory.  The element phys_bit_offset of the g4_physadrs_t structure is the offset in bits (from the beginning of the byte) of the start of the field.  (For tags in which all fields are placed on byte boundaries, phys_bit_offset will always be 0.)  The element phys_size of the structure is the size in bits of the field.  The element phys_type describes the data format.

If fields are accessed through the field_name member, the API translates this name into an absolute tag address, size, and type.  This process is called name resolution and requires processing in the driver.  

There are times that the application may wish to bypass name resolution, possibly to improve performance.  One example might be a captive application in which the implementation details of the tag and interrogator are known to the application.  Another example is a read-modify-write operation in which the name resolution during the read can be reused during the write. 

If the field_name pointer is NULL, name resolution is bypassed.  If field_name is non-NULL, but one of the pointer entries in the array (for one field) is NULL, name resolution is bypassed for that field. 

If both field_name and the field_name array entry are non-NULL, name resolution is performed for that field.  If not, the physadrs member is checked.  If the physadrs pointer is NULL, the API must perform name resolution for all fields.  If name resolution is bypassed for any field, an error is reported.

If the physadrs pointer is non-NULL, the array is checked.  If an element of the array (one element for each field) is NULL, the API or driver cannot use that field.  If name resolution is bypassed for that field, an error is reported.

If all elements for a field are non-NULL, the API can use the physadrs array for that field.  The API uses the array in one of two ways:

If name resolution is enabled for that field, the contents of the array (the physadrs_t structures) are ignored by the API.  Instead, they are written with the results of the name resolution.

If name resolution is bypassed for that field, the address, offset, size, and type are used for that field.  If an individual tag element is invalid, an error is reported for that tag only.

Structure Member cust_table

The member cust_table is a pointer to a table that contains vendor-specific configuration data.  This member is a void pointer, that allows applications to pass through to the driver pointers to vendor-specific (and vendor-defined) data structures, without altering the definition of the API for each vendor.

Structure Member cust_file_name

The member cust_file_name is a pointer to a string containing the name of a file that contains custom (manufacturer-specific) configuration data.

STRUCTURE g4_physadrs_t

The structure g4_physadrs_t contains name resolution information, as described in the synopsis of the physadrs member of the g4_control_t structure.  The g4_physadrs_t structure is defined as follows:

typedef struct {

unsigned long phys_address;

unsigned long phys_bit_offset;

unsigned long phys_size;

unsigned long phys_type;

} g4_physadrs_t;

Structure Member phys_address

The member phys_address is the byte address of the field in tag memory. 

Structure Member phys_bit_offset

The member phys_bit_offset is the offset in bits (from the beginning of the byte) of the start of the field.  (For tags in which all fields are placed on byte boundaries, phys_bit_offset will always be 0.)

Structure Member phys_size

The member phys_size describes the number of bits of tag memory required to store the tag field.

Structure Member phys_type

The member phys_type describes the data format.

STRUCTURE g4_access_id_t

The structure type g4_access_id_t is described in the synopsis of the access_ids member of the g4_control_t structure type.  The definition of the g4_access_id_t structures type is as follows:

typedef struct{

void *current_access_id;

void *new_access_id;

} g4_access_ids_t;

Structure Member current_access_id

The member current_access_id contains a pointer to the current access ID for the specific tag field being referenced.  It is defined as a pointer to the type void, permitting the API to accept different data types for different manufacturers’ access ID mechanisms.  The current_access_id field should be supplied for reads to and writes from tag fields that have been access ID protected.

Structure Member new_access_id

The member new_access_id structure contains a pointer to the new access ID for the specific tag field being referenced.  It is defined as a pointer to the type void, permitting the API to accept different data types for different manufacturer’s access ID mechanisms.  The new_access_id element of the g4_access_id_t structure contains a pointer to the new access ID for a specific tag field.  If new_access_id points to a data value equal to the data value pointed to by current_access_id, then the access ID is not changed.  If the new_access_id field points to a data value different from the one pointed to by current_access_id, then the driver will attempt to change the access ID to the new value (if the G4_SET_ACCESS_ID flag is set for the read or write operation).

The new_access_id element of the g4_access_id_t structure is also used to remove access ID protection from a specific tag field.  This is accomplished by setting the new_access_id element equal to NULL for the desired tag field.

STRUCTURE g4_attr_t

The structure type g4_attr_t is used as a parameter to the functions G4SetAttr() and G4GetAttr() functions.   Each driver is responsible for internally initializing and maintaining the data passed to it via structures of g4_attr_t.

The definition of the g4_attr_t structure is as follows:

typedef struct {

long       num_attributes	/* number of attributes in the list */

char       **attr_name;	/* pointer to arrays of names */

void       **attr_value;	/* pointer to array of arrays of values*/

} g4_attr_t;

Structure Member attr_name

The member attr_name is a pointer to a table that contains a pointer to an array.  Each array element is a pointer to a null-terminated character string.  The string describes an interrogator or driver attribute to be set or retrieved. Neither the pointers nor the names are altered by the API or driver.  A zero-length string is considered an error.

Structure Member attr_value

The member attr_name is a pointer to a table that contains a pointer to an array.  Each array element is a pointer to a null-terminated character string.  The string describes an interrogator/driver attribute to be set or retrieved. Neither the pointers nor the names are altered by the API or driver.  A zero-length string is considered an error.

TYPE g4_status_t 

The type g4_status_t  is used for reporting function status, and is defined as follows:

typedef signed long g4_status_t ;

Negative numbers are reserved for error conditions set by the API or driver.  Positive numbers are used to indicate non-error status. In addition to the status and error codes define by this standard, a block of vendor-specific codes for both error and non-error conditions is reserved.  This range of codes is defined in the header file, and is bounded by the constants: G4_VENDOR_FIRST_CODE, G4_VENDOR_LAST_CODE, G4E_VENDOR_FIRST_ERROR_CODE and G4E_VENDOR_LAST_ERROR_CODE.

STRUCTURE g4_tag_list_t

The structure type g4_attr_t is used as a parameter to the G4SetAttr() and G4GetAttr() functions.   Each driver is responsible for internally initializing and maintaining the data passed to it via structures of g4_attr_t.

The definition of the g4_attr_t structure is as follows:

typedef struct {

unsigned char id[G4_TAG_ID_SIZE]; /* tag id */

void          *adjunct; /* for use by vendor */

} g4_tag_list_t;

Structure Member id

The member id is a pointer to an array of characters.  The maximum size of this character array is defined as G4_TAG_ID_SIZE.  The data contained in this field is used to uniquely identify a specific tag and is the hexadecimal representation of the MfrTagID as described in section � REF _Ref442612506 \r \h ��NOMENCLATURE AND CONVENTIONS� of this standard. 

Structure Member adjunct

The member adjunct is a void pointer and is provided to allow vendors to associate additional information with a tag.  An example of information would be a value that identifies a tag type or class.

SELECTION EQUATION

The selection equation is used by the identification and write (multiple) processes.  The equation is a null terminated string.

Selection Equation Forms

Currently, two forms are supported.

Form 1:

"" (a NULL string).  

This form causes all tags in the field of view to be selected.

Form 2:

"TAGID == 0303xxxxxxxx"  

This form causes all  tags with a unique tag ID (expressed in hexadecimal) equal to the value stated to be selected (xx indicates a don't care hexadecimal digit).  The value must begin with a decimal digit.

Additional selection equation forms may be defined in future revisions of this specification.

Tag selection is based on software tag type and one arithmetic operation on one field which exists for the software tag type.

Tokens

The forms described in Section � REF _Ref441040259 \r \h ��Selection Equation Forms� are made of tokens.  Equation tokens (name, logical and arithmetic operator, values) are separated by white space (space, tab).

Tokens 1 and 2:

For Form 2, the first token must be TAGID and the second token must be ==.  That is, for all but Form 1, part of the expression indicate a must be a selection based on a unique tag ID.

Token 3:

For Form 2, Token 3 must be a unique tag ID in hexadecimal.  The number is a hexadecimal number (lowercase), where xx indicates a don't care byte.

Select List Number

The interrogator retains selection criteria, which can be referred to by a structure member called select_list_number.  If the selection criteria have not changed, they can be specified by number, avoiding reforming and storing the selection list.

For a new equation, it can be stored in the interrogator prior to or as part of an identification or write multiple process.

NORMATIVE ANNEX A:  API HEADER FILE

This Annex contains the g4rfid.h header file.



/* General-purpose constants */

/* Maximum length of textual error strings */

#define G4_ERROR_STRING_MAX  80  

/* Maximum length of a port name ASCII string */

#define G4_PORT_NAME_MAX  256



/* Maximum length of a debug file name ASCII string */

#define G4_DEBUG_NAME_MAX  256



/* length of the “id” field in the g4_tag_list_t structure */

#define G4_TAG_ID_SIZE         0X00400000



/* Status constants */



/* The driver does not support logging. */

#define G4_LOGGING_NOT_SUPPORTED 	1

/* Access ID specified but not needed for read or write operation. */

#define G4_READ_ACCESS_ID_NOT_NEEDED 	2



/* Vendor-specific status codes, used for reporting vendor-specific */

/* status not addressed by the standard (but not treated as errors */

#define G4_VENDOR_FIRST_CODE 	1000

#define G4_VENDOR_LAST_CODE 	1999

/* Vendor-specific error codes, used for reporting internal driver */

/* or interrogator problems */

#define G4E_VENDOR_FIRST_ERROR CODE 	-1001

#define G4E_VENDOR_LAST_ERROR_CODE	-1999



/* The InterrogatorDescriptor parameter does not specify */

/* a valid interrogator descriptor. */

#define G4E_BADF	-2000

/* An attribute was rejected by the driver. */

#define G4E_ATTRIBUTE_REJECT	-2001

/* An attribute was unknown by the driver. */

#define G4E_ATTRIBUTE_UNKNOWN	-2002

/* The command was rejected by the interrogator.  */

#define G4E_COMMAND_REJECT	-2003

/* The configuration file could not be closed. */

#define G4E_CONFIG_CLOSE	-2004

/* The configuration file format is incorrect. */

#define G4E_CONFIG_FORMAT	-2005

/* The configuration file could not be opened. */

#define G4E_CONFIG_OPEN	-2006

/* No memory could be allocated for the g4_attr_t descriptor structure. */

#define G4E_DESC_NO_ATTR_MEMORY		-2007

/* No memory could be allocated for the g4_interr_t descriptor structure */

#define G4E_DESC_NO_INTERR_MEMORY	-2008

/* An identification was started with an empty interrogator select list. */

#define G4E_EMPTY_SELECT_LIST_INTERR 	-2009

#define G4E_FIELD_ADRS_ERROR -2010

#define G4E_FIELD_NOT_FOUND -2011

#define G4E_FIELD_SIZE_ERROR -2012

#define G4E_FIELD_TYPE_ERROR –2013



/* The API tag list is already full. */

#define G4E_ID_FULL_TAGLIST	-2014

/* An invalid interr select list number was specified during the id */

#define G4E_ID_ILLEGAL_LIST	-2015

/* The interrogator ID list holding identified tags is full.  */

#define G4E_ID_LIST_FULL_INTERR	 -2016

/* No ostatus array was specified. */

#define G4E_ID_NO_OSTATUS	-2017

/* No tag list array was specified. */

#define G4E_ID_NO_TAGLIST	-2018

#define G4E_ID_READ_ERROR	-2019

/* An illegal byte count was specified to the interrogator.  */

#define G4E_ILLEGAL_BYTE_COUNT	-2020

/* An illegal control flag was specified. */

#define G4E_ILLEGAL_FLAG	-2021

/* A format error was found in the name resolution process */

#define G4E_ILLEGAL_NAME_ENTRY	-2022

/* An attribute was rejected by the interrogator. */

#define G4E_INTERR_ATTRIBUTE_REJECT	-2023

/* An attribute was unknown by the interrogator */

#define G4E_INTERR_ATTRIBUTE_UNKNOWN	-2024

/* The interrogator baud rate could not be set. */

#define G4E_INTERR_BAUD	-2025

/* The interrogator name was not found in the configuration file. */

#define G4E_INTERR_NAME_NOT_FOUND	-2026

/* Initial contact could not be made with the interrogator. */

#define G4E_INTERR_NOSYNC	-2027

/* The interrogator application did not start or is not running */

#define G4E_INTERR_START	-2028

/* An invalid interrogator select list number was specified. */

#define G4E_INVALID_SELECT_LIST	2029

#define G4E_LOCK_ERROR -2030

#define G4E_LOCK_VERIFY_ERROR -2031

/* The logging level specified by the application is out of range */

#define G4E_LOGGING_LEVEL_ERROR	-2032

/* Log media is full or otherwise not writable. */

#define G4E_LOGGING_MEDIA FULL	-2033

/* An illegal value was detected for the address associated with the name. */

#define G4E_NAME_ADRS_ERROR 	-2034

/* A name matching the selection equation was not found */

#define G4E_NAME_NOT_FOUND	-2035

/* An illegal value was detected for the size, associated with the name. */

#define G4E_NAME_SIZE_ERROR	-2036

/* An illegal value was detected for the type associated with the name. */

#define G4E_NAME_TYPE_ERROR	-2037

/* Memory couldn’t be allocated for temp status or name resolution results. */

#define G4E_NO_MEMORY	-2038

/* The debug log file could not be opened. */

#define G4E_OPEN_DEBUG_LOG	-2039

/* The I/O port baud rate could not be set. */

#define G4E_PORT_BAUD	-2040

/* I/O port read blocking could not be changed for the port. */

#define G4E_PORT_BLOCK_ERROR	-2041

/* A serial line break could not be processed for the I/O port. */

#define G4E_PORT_BREAK_ERROR	-2042

/* The I/O port could not be closed. */

#define G4E_PORT_CLOSE	-2043

/* Hardware RTS/CTS flow control could not be set for the I/O port. */

#define G4E_PORT_FLOW	-2044

/* The I/O port could not be flushed. */

#define G4E_PORT_FLUSH	-2045

/* Old attributes could not be obtained for the I/O port. */

#define G4E_PORT_GETATTR	-2046

/* The I/O port is already open by another process. */

#define G4E_PORT_LOCKED	-2047

/* The I/O port could not be opened. */

#define G4E_PORT_OPEN	-2048

/* New attributes could not be set for the I/O port. */

#define G4E_PORT_SETATTR	-2049

/* The I/O port could not be unlocked. */

#define G4E_PORT_UNLOCK	-2050

#define G4E_PSWD_INCORRECT	-2051

#define G4E_PSWD_MISSING 	-2052

#define G4E_READ_ERROR 	-2053

/* The end_tag entry is greater than the max_tags entry. */

#define G4E_RW_END_PAST_MAX	-2054

/* The end_tag entry is greater than the valid_tags entry. */

#define G4E_RW_END_PAST_VALID	-2055

/* The input status pointer is null. */

#define G4E_RW_ISTATUS_NULL	-2056

/* field name is a zero length string. */

#define G4E_RW_NAME_NUL	-2057

/* Name resolution is bypassed (a field_name pointer is null)  */

/* and one of the physadrs pointers is also null. */

#define G4E_RW_NAME_RESOLUTION	-2058

/* The fields entry is zero. */

#define G4E_RW_NO_FIELDS	-2059

/* The ostatus pointer is null && 1 of the field_status pointers is null. */

#define G4E_RW_OSTATUS_NULL	-2060

/* The start_tag entry is greater than the end_tag entry. */

#define G4E_RW_START_PAST_END	-2061

/* A null field_value or tag_field_value entry was specified. */

#define G4E_RW_VALUE_NULL	-2062

/* A format error was found in the selection equation. */

#define G4E_SELECT_EQUATION	-2063

/* An attempt was made to add an illegal cmd to an interr select list. */

#define G4E_SELECT_ILLEGAL_COMMAND	-2064

/* An invalid interr select list number was specified during the selection. */

#define G4E_SELECT_ILLEGAL_LIST	-2065

/* An attempt was made to add a selection command to a */

/* full interrogator select list.  */

#define G4E_SELECT_LIST_FULL	-2066

/* No select equation was specified */

#define G4E_SELECT_NO_EQUATION	-2067

/* An attempt was made to alter an interr select list which is in use. */

#define G4E_SELECT_REJECT	-2068

/* The interrogator attribute could not be set. */

#define G4E_SET_ATTR	-2069

#define G4E_SET_DEBUG_LOG	-2070

#define G4E_VERIFY_ERROR	-2071

#define G4E_WRITE_ERROR 	-2072

#define G4E_WRITE_LOCKED 	-2073

#define G4E_WRITE_TAG_ERROR 	-2074

/* Attempt to write a read-only tag (or to write a read/write tag with a */

/* read-only interrogator). */

#define G4E_WRITE_ERROR_RD_ONLY	-2075

/* bad access ID on write attempt */

#define G4E_WRITE_BAD_ACCESS_ID	-2076

/* bad access ID on read attempt */

#define G4E_READ_BAD_ACCESS_ID	-2077

#define G4E_ID_INVALID_SELECT 	-2078

#define G4E_LIST_FULL 	-2080

#define G4E_WRITE_NOT_CONSTANT 	-2081

#define G4E_WRITE_FIELDS 	-2082

#define G4E_ACCESS_ID_MISSING 	-2083

#define G4E_ACCESS_ID_INCORREST 	-2084



/* Control flags */

#define G4_IDENTIFY_NO_OP	0x0000001

#define G4_IDENTIFY_ALL_TAGS	0x0000002

#define G4_IDENTIFY_INCREMENTAL 0x00000004

#define G4_IDENTIFY_STOP_AFTER_ALL_TRIES	0x00000008

#define G4_IDENTIFY_STOP_AFTER_ONE_IDENTIFIED	0x00000010

#define G4_IDENTIFY_STOP_AFTER_ONE_DETECTED 0x00000020

#define G4_LOCK_DATA	0x00000040

#define G4_READ_AND_VERIFY	0x00000080

#define G4_READ_DATA	0x00000100

#define G4_RW_ARRAY	0x00000200

#define G4_RW_CONSTANT	0x00000400

#define G4_STORE_SELECTION_LIST	0x00000800

#define G4_UNLOCK_DATA	0x00001000

#define G4_WRITE_MULTIPLE	0x00002000

#define G4_WRITE_MULTIPLE_START	0x00004000

#define G4_WRITE_TAGLIST	0x00008000

#define G4_PORT_TYPE_SERIAL    0x00010000

#define G4_PORT_TYPE_TCPIP     0x00020000

#define G4_IDENTIFY_AFTER_ALL_TRIES  0x00040000

#define G4_IDENTIFY_AFTER_ONE_IDENTIFIED 0x00080000

#define G4_IDENFITY_AFTER_ONE_DETECTED   0x00100000

#define G4_SET_ACCESS_ID       0x00200000

typedef signed long g4_status_t ;



typedef struct{

void *current_access_id;

void *new_access_id;

} g4_access_ids_t;



typedef struct {

long         num_attributes	/* number of attributes in the list */

char         **attr_name;	/* pointer to arrays of names */

void         **attr_value;	/* pointer to array of arrays of values*/

} g4_attr_t;



typedef struct {

unsigned char id[G4_TAG_ID_SIZE];  /* tag id */

void          *adjunct;            /* for use by vendor */

} g4_tag_list_t;



typedef struct {

unsigned long phys_address;

unsigned long phys_bit_offset;

unsigned long phys_size;

unsigned long phys_type;

} g4_physadrs_t;



#ifdef WIN32

  #define g4_portid_t  HANDLE

#else

  #define g4_portid_t  int

#endif



typedef struct {

unsigned long version_major;	/* API Major Version Number*/

unsigned long version_minor;	/* API Minor Version Number*/

void     *current_attribute;	/*current attribs for the interrogator */

unsigned long  port_type;	/* port type */

char           port_name[G4_PORT_NAME_MAX];	/* ascii port name */

unsigned short port_number;	/* socket  port number */

unsigned short port_connection_tries; 	/* sckt cntct tries before fail */

g4_portfd_t    port_fd;	/* open port file descriptor */

#ifdef WIN32 

SOCKET         port_socket;   /* WinSock uses different type from com port */

#endif

int            receive_block;	/* boolean, blocking read on or off */

char           debug_name[G4_DEBUG_NAME_MAX];	/* ascii debug file name */

FILE           *debug_log;	/* debug log file pointer */

unsigned char  wsdebug;  /* workstation debug level */

char           error_string[G4_ERROR_STRING_MAX];	/* descript.of error code */

} g4_inter_t;





typedef struct {

unsigned long flag;	/* function rules */

unsigned long timeout_msec;	/* maximum allowed time */

g4_tag_list_t *taglist;	/* pointer to tag list */

size_t      start_tag;	/* first tag to be processed */

size_t      end_tag;	/* last tag to be processed */

size_t      valid_tags;	/* number of valid taglist entries */

size_t      max_tags;	/* maximum size of taglist */

signed long status;	/* overall function status */

g4_status_t   *istatus;	/* pointer to input status list */

g4_status_t   *ostatus;	/* pointer to output status list */

g4_status_t   **field_status;	/* pointer to array of arrays of status */

g4_status_t   **field_status_save;	/* to saved field_status */

unsigned long select_list_number;	/* the selection list number */

char          *select_equation;	/* pointer to select list */

size_t       fields;	/* number of fields names */

char         **field_name;	/* pointer to arrays of names */

void         **tag_field_value;	/* pointer to array of arrays of values*/

void         **field_value;	/* pointer to array of constant values */

g4_physadrs_t  **physadrs;	/* pointer to array of arrays of address*/

g4_physadrs_t  **physadrs_save;	/* to saved physadrs */

g4_access_id_t  **access_ids;	/* ptr to array of lists of (access IDs)*/

void          *custom_table;	/* ptr to vendor-specific config data */

char          *cust_file_name;	/* ptr to name of vendor-specific cfg file */

} g4_control_t;



INFORMATIVE ANNEX B:  API CODE EXAMPLES

These examples show the fundamental features of the API.  They omit more advanced features and error checking for clarity.  In the examples, 

The application never needs to manipulate the tag list.

Incremental identification is simple.

Identification status (failing tags) are passed to the read and write operations effortlessly.  Following read and write operations are skipped with no user code required.

It is not much harder to read or write three fields than one.  Just specify how many to read, what the names are, and where the results should go.  (See example 5).

Data is returned in the application’s natural format (char, short, long, string).

Nearly all the structure members can be set up once at the top of the program. They never change through the life of the application.

The pointer-to-pointer  code is simple boilerplate which is set up once.

Each read/write operation returns status per tag. This array is indexed identically with the data.

The read and write operations process all identified tags with no user coding.

The advanced features are available, but invisible if not used.  Features can be added while maintaining backward-compatibility with existing user code.

�The following code is the initial setup used for the eight examples.



#include "g4rfid.h"

#define MAX_TAGS   100

#define MAX_FIELDS   3



int main()

{

signed long status;           /* return status */

g4_interr_t *Interrogator;    /* interrogator control structure */

g4_attr_t Attribute;          /* interrogator attribute structure */

g4_control_t Control;             /* function control structure */

g4_tag_list_t Taglist[MAX_TAGS];  /* the tag list */

g4_status_t  id_status[MAX_TAGS]; /* id results */

g4_status_t  rw_status[MAX_TAGS]; /* read/write results */

unsigned char color[MAX_TAGS];    /* char array to hold */

                                  /* returning color */

unsigned short size[MAX_TAGS];    /* short array to hold */

                                  /* returning size */

unsigned long model[MAX_TAGS];   /* long array to hold */

                                 /*returning model */

unsigned char paid;              /* write data */

char attr_names[3][60];

int #attr_values[3];

int level;

int stat2;

/*  The following is the pointer to pointer setup, done once */

/*  per program instance.  It is boilerplate code which can be */ 

/*  copied from program to program intact. */

char *field_name[MAX_FIELDS];

void *field_value[MAX_FIELDS];

void *tag_field_value[MAX_FIELDS];

G4GetControl(&Control);

Control.field_name = field_name;

Control.field_value = field_value;

Control.tag_field_value = tag_field_value;

�Example 1

This example opens an interrogator for Doorway 1.

Interrogator = G4Open("Doorway 1",&status, NULL, NULL, NULL);



Example 2

This example changes an interrogator attribute.

/* Setup*/

attr_values[0] = &level;

attr_values[1] = $stat2;

strcpy (attr_names[0], “level”);

strcpy (attr_names[1], “stat2”);

Attribute.num_attributes = 2;

Attribute.attr_names = attr_names;

Attribute.attr_value = attr_values;

G4GetAttr(Interrogator,&Attribute,&status); /* Get attributes */

Level = 7;   /* set new level */

G4SetAttr(Interrogator,&Attribute,&status); /* store attrs */



Example 3

This example identifies the tags in the field-of-view.

Control.flag = (G4_STORE_SELECTION_LIST | G4_IDENTIFY_ALL_TAGS);     Control.select_equation = "";		  /* select all */

Control.taglist = Taglist;

Control.max_tags = MAX_TAGS;

Control.ostatus = id_status;

G4Identify(Interrogator,&Control);



Example 4

This example reads model numbers from all tags that were identified in Example 3.

Control.flag = G4_READ_DATA;      /* read command */

Control.istatus = id_status;      /* input status from identify */

Control.ostatus = rw_status;      /* resulting status per tag */

Control.fields = 1;     /* read one field */

field_name[0] = "MODEL";      /* name of the field to read */

tag_field_value[0] = model;      /* data appears here */

G4Read(Interrogator,&Control);



Example 5

This example reads 3 fields at once.

Control.fields = 3;

field_name[1] = "SIZE";      

tag_field_value[1] = size;

field_name[2] = "COLOR";      

tag_field_value[2] = color;

G4Read(Interrogator,&Control);



Example 6

This example indicates to all tags that something has been "paid."

Control.flag = G4_RW_CONSTANT; /* write same value to all tags */

field_name[0] = "PAID";      /* name of the field to write */

field_value[0] = &paid;

paid = 1;                   /* 1 means paid */

G4Write(Interrogator,&Control);



Example 7

This example incrementally identifies tags.

Control.flag = G4_IDENTIFY_INCREMENTAL;

G4Identify(Interrogator,&Control);



Example 8

This example closes the interrogator interface.

G4Close(Interrogator,&status);

return(0);

}  /* end of example program */

�PART III: 2.45 GHz RFID Protocols that support part ii

This part defines the T6 2.45 GHz RFID command/data level communication protocols. These protocols facilitate communication between an option 1 compliant tag and an option 1 compliant interrogator. The timing parameters and signal characteristics for the protocols are defined in the physical link specifications in each sub-part. 

Passive backscatter RFID system

This portion of the standard describes a passive backscatter RFID system that supports the following system capabilities:

System protocol

Identify and communicate with multiple tags in the field

Select a subgroup of tags to identify or communicate with based on information that the user has stored in the tag

Read from and write or rewrite data many times to individual tags

User controlled permanent lock memory

Data integrity protection

Manchester bit-wise encoding and CRC�16 packet-level protection is applied to the forward link (reader to tag) data.

FM0 bit-wise encoding and CRC-16 packet-level protection is applied to the return link (tag to reader) data.

In this RFID system, readers both power and communicate with the tags that are within their range. Tags receive data as On-Off key amplitude modulation of the power/data signal from the reader. During the period of time that the tag communicates back to the reader, the reader broadcasts a steady RF power level, and the tag modulates the impedance of its RF load attached to the tag antenna terminals. The reader then receives the data back from the tag as a variation in a reflection of its transmitted power. 

�FUNCTIONAL DESCRIPTION

This section is divided into two parts: 

Introduction - Provides a general overview of the FHSS backscatter option 1 RFID system functions

RFID Tag Command Set – lists the tag command definitions, both high level descriptions and the bit patterns assigned to each command

The details of the communication protocol itself, such as start delimiters, preambles, data encoding techniques, and so forth, are discussed in section � REF _Ref442616562 \r \h ��RFID Tag Interface Definition�.

Introduction

The FHSS backscatter option 1 RFID system includes a base station (interrogator) that runs the FHSS backscatter option 1 RFID protocol, as well as one or more tags. The tag itself includes a chip, an antenna tuned to the carrier frequency of the interrogator, and a package to hold the chip and antenna together.

When placed in the RF field of an interrogator, the tag will begin to power up. If the field is strong enough (see section � REF _Ref442616594 \r \h ��RFID Tag Interface Definition�), the tag IC will execute a power�on reset and will be ready to receive commands Each command begins with a preamble and start delimiter that, taken together, enable the tag to perform clock and data recovery on the incoming signal. Data to and from the tag is checked for errors using a Cyclic Redundancy Code (CRC), therefore, CRC fields are present in all base station interrogations and in all tag responses. Additional data protection is provided by Manchester encoding on the forward (reader to tag link) and FM0 encoding on the return (tag to reader) link.

By using the FHSS backscatter option 1 RFID command set, the interrogator can execute a number of functions on tags in its field. For example, the interrogator can send a command sequence which allows it to identify multiple tags simultaneously in its RF field. Alternately, it can select a subset of the tags in the field based on tag memory contents. It can also read data stored on a tag in its field, as well as write or lock data to such a tag. 

RFID Tag Command Set

A given command must include, at minimum, the following elements (see � REF _Ref446914526 \* MERGEFORMAT �Figure 3-1�): reader to tag preamble detect field; reader to tag preamble; reader to tag start delimiter; command field;  and CRC�16 field. It may also include subsets of the following, depending on the command: a tag identification field; a byte mask; an address; byte data; and 8�byte word data. Tags may respond to commands, where all responses include a quiet time, a return preamble, either return data or an acknowledgment code, and CRC�16. These fields are described in detail in section � REF _Ref442618054 \r �RFID Tag Interface Definition�.

The description of the RFID tag command set in the following sections provides detail regarding the command field and return data/acknowledgment fields, if any. In addition, it covers additional high�level elements of the FHSS backscatter option 1 RFID protocol, including how the multiple item identification algorithm works and byte ordering requirements. The more general aspects of the protocol (preambles, CRC�16, etc.) are covered in detail in section � REF _Ref442618026 \r �RFID Tag Interface Definition�. 

�

�



Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC \r 1 �1�. Elements of Tag Command Packet



Command Types

Tag commands can be functionally divided into six groups.

Selection commands define a subset of tags in the field to be identified or written to

INITIALIZE

GROUP_SELECT_EQ

GROUP_SELECT_NE

GROUP_SELECT_GT

GROUP_SELECT_LT

GROUP_UNSELECT_EQ

GROUP_UNSELECT_NE

GROUP_UNSELECT_GT

GROUP_UNSELECT_LT



Identification commands to run the multiple tag identification protocol

	FAIL

	SUCCESS

	RESEND

	DATA_READ



Data Transfer commands read, write, and verify EEPROM data

	READ

	WRITE

	READ_VERIFY

	LOCK

	QLOCK



�Summary of Commands (Base Station to Tag)

GROUP_SELECT_EQ�ADDRESS �BYTE_MASK�WORD_DATA��GROUP_SELECT_NE�ADDRESS�BYTE_MASK�WORD_DATA��GROUP_SELECT_GT�ADDRESS�BYTE_MASK�WORD_DATA��GROUP_SELECT_LT�ADDRESS�BYTE_MASK�WORD_DATA��GROUP_UNSELECT_EQ�ADDRESS�BYTE_MASK�WORD_DATA��GROUP_UNSELECT_NE�ADDRESS�BYTE_MASK�WORD_DATA��GROUP_UNSELECT_GT�ADDRESS�BYTE_MASK�WORD_DATA��GROUP_UNSELECT_LT�ADDRESS�BYTE_MASK�WORD_DATA��FAIL�����SUCCESS�����RESEND�����INITIALIZE�����READ �ID�ADDRESS���DATA_READ�ID�ADDRESS� ��READ_VERIFY�ID�ADDRESS���WRITE�ID�ADDRESS�BYTE_DATA��LOCK�ID�ADDRESS���QLOCK�ID�ADDRESS���

Summary of Responses (Tag to Base Station) 

ACKNOWLEDGE		(write, lock)

ERROR				(write, lock)

ACKNOWLEDGE_OK		(qlock)

ACKNOWLEDGE_NOK		(qlock)

ERROR_OK			(qlock)

ERROR_NOK			(qlock)

WORD_DATA			(selects, fail, success, resend, read, data_read)

BYTE_DATA			(read_verify)

Field Lengths 

	command	1 byte

	address		1 byte

	byte_mask	1 byte

	id		8 bytes

	word_data	8 bytes

	byte_data	1 byte

	acknowledge	1 byte

	error		1 byte

	error_ok		1 byte

	error_nok	1 byte

Address Map 

There are 128 addressable locations, each containing one 8 bit data byte and an associated lock bit. The only hard coded addresses are 0�7, which contain the tag ID.  In addition, bytes 8-15 are intended for information on tag capabilities, manufacturer ID number, and memory organization.

Tag Major States 

The tag has three major states:

READY:		The reset state when the tag is first powered up.

ID:			The tag is trying to identify itself to the base station.

DATA_EXCHANGE:	The tag is known to the base station.

Command Description (Basic) 

GROUP_SELECT/GROUP_UNSELECT

GROUP_SELECT_EQ:

GROUP_SELECT_NE:

GROUP_SELECT_GT:

GROUP_SELECT_LT:

GROUP_UNSELECT_EQ:

GROUP_UNSELECT_NE:

GROUP_UNSELECT_GT:

GROUP_UNSELECT_LT:

GROUP_SELECT_xx is used to select a class of tags in the field to participate in the identification process. It moves a subset of tags from READY to ID. The counters are set to 0 and the tags transmit. Those tags already in the ID state reset their counters to 0 and transmit.

GROUP_UNSELECT_xx is used to unselect a class of tags in the field from participating in the identification process. It moves a subset of tags from ID to READY. Those tags left in the ID state reset their counters to 0 and transmit.

The subset is determined by comparing the data at the specified memory address to the data received. The compare operation is based on the actual group select command. Bytes whose byte mask is 0 are ignored in the comparison.

� _EQ: tag data EQUAL TO received data

� _NE: tag data NOT EQUAL TO received data

� _GT: tag data GREATER THAN received data

� _LT: tag data LESS THAN received data

Note that, if the byte mask is zero, GROUP_SELECT_EQ selects all tags and GROUP_UNSELECT_EQ unselects all tags.

FAIL

FAIL is used by the identification algorithm when more than one tag tried to identify itself at the same time. Some tags back off and some tags retransmit according to an algorithm described in section � REF _Ref442617044 \r \h ��Identification Algorithm Application Note�. 

SUCCESS

SUCCESS initiates identification of the next set of tags. It is used in two cases:

When all tags receiving FAIL backed off and did not transmit, SUCCESS causes those same tags to transmit again. 

After a DATA_READ moves an identified tag to DATA_EXCHANGE, SUCCESS causes the next subset of selected but unidentified tags to transmit.

RESEND

RESEND is used by the identification algorithm when only one tag transmitted but the ID was received in error. The tag which transmitted resends its ID.

INITIALIZE

From any state, INITIALIZE moves all tags in the field back to READY.

READ

From any state, READ reads the specified address of the specified tag and moves the tag to the DATA_EXCHANGE state.

DATA_READ

From the ID or DATA_EXCHANGE state, DATA_READ reads the specified address of the specified tag and moves the tag to the DATA_EXCHANGE state. It is typically used during the ID protocol.

READ_VERIFY

From any state, if the most recent write was successful, READ_VERIFY reads the specified address of the specified tag and moves the tag to DATA_EXCHANGE.

WRITE

From any state, WRITE writes to the specified address of the specified tag with the specified data byte and moves the tag to the DATA_EXCHANGE state.

LOCK

From the DATA_EXCHANGE state, LOCK write locks the specified byte of the specified tag. When locked, the byte can no longer be written.

QLOCK

From any state, QLOCK queries the state of the write lock and previous write status of the specified tag. The tag stores the byte address and makes it lockable.

Response Description (Basic) 

ACKNOWLEDGE

ACKNOWLEDGE indicates a successful WRITE or LOCK. 

ERROR

ERROR indicates an error in the WRITE.

ACKNOWLEDGE_OK

ACKNOWLEDGE_OK is the unlocked and successful write response to a QLOCK.

ACKNOWLEDGE_NOK

ACKNOWLEDGE_NOK is the unlocked and unsuccessful write response to a QLOCK.

ERROR_OK

ERROR_OK is the locked and successful write response to a QLOCK.

ERROR_NOK

ERROR_NOK is the locked and unsuccessful write response to a QLOCK.

WORD_DATA

WORD_DATA is 8 bytes returned in response to a GROUP_SELECT, GROUP_UNSELECT, FAIL, SUCCESS, RESEND, READ, or DATA_READ command.

BYTE_DATA

BYTE_DATA is 1 byte returned in response to the READ_VERIFY command.

Transmission Errors 

There are two types of transmission errors: modulation coding errors (detectable per bit) and CRC errors (detectable per command). Both errors cause any command to be aborted. The tag does not respond. For all CRC errors, the tag returns to the READY state. For all coding errors, the tag returns to the READY state if a valid start delimiter had been detected. Otherwise, it maintains its current state. 

Identification Algorithm Application Note 

The algorithm uses the selection commands to define all or a subset of tags in the field to participate in the identification protocol. It then uses the identification commands to run the algorithm.  

This algorithm uses two pieces of hardware on the tag: an 8 bit counter and a random 1 or 0 generator.  In the beginning, a group of tags are moved to the ID state and their counters are set to 0. Subsets of the group can be unselected back to the READY state. Other groups can be selected before the identification process begins. Simulation results show no advantage in identifying one large group or a few smaller groups.

After selection, the following loop is performed:

All tags in the ID state with the counter at 0 transmit their ID. This set initially includes all the selected tags.

If more than one tag transmitted, the base station receives an erroneous response. The FAIL command is sent.	

FAIL causes all tags with a count not equal to 0 to increment their counter. That is, they move further away from being able to transmit.

FAIL causes all tags with a count of 0 (those who just transmitted) to generate a random number. Those who roll a 1 increment their counter and do not transmit. Those who roll a zero keep the counter at zero and try again.

�One of four possibilities now occurs.

If more than one tag transmits, the FAIL step 2 repeats.

If all tags roll a 1, none transmits. The base station receives nothing. It sends the SUCCESS command. All the counters decrement, and the tags with a count of 0 transmit. Typically, this returns to step 2. 

If only one tag transmitted and the ID is received correctly, the base station sends the DATA_READ command with the ID. If the DATA_READ command is received correctly, that tag moves to the DATA_EXCHANGE state and transmits its data.

The base station next sends SUCCESS, causing all other tags to decrement their counter.

If only one tag had a count of 1 and so transmits, step 5 or 6 repeats. If more than one transmits, step 2 repeats.

If only one tag transmitted and the ID is received with an error, the base station sends the RESEND command. If the ID is received correctly, step 5 repeats. If the ID is again received in error (some TBD number of times), it is assumed that more than one tag is transmitting and step 2 repeats.

Bit and Byte Ordering 

In all byte fields, the most significant bit (MSB) is transmitted first, proceeding to the least significant bit (LSB). In all word (8 byte) data fields, the most significant byte is transmitted first.

The most significant byte is the byte at the specified address. The least significant byte is the byte at the specified address plus 7, that is, bytes are transmitted in incrementing address order.

The byte significance is relevant to data transmission and the GROUP_SELECT and GROUP_UNSELECT greater than and less than comparisons.

The MSB of the byte mask corresponds to the most significant data byte, the byte at the specified address.

There is no requirement that word (8 byte) addresses must be on an 8 word boundary.

Command and Response Codes (hex) 

	Commands

	GROUP_SELECT_EQ		0x00

	GROUP_SELECT_NE		0x01

	GROUP_SELECT_GT		0x02

	GROUP_SELECT_LT		0x03

	GROUP_UNSELECT_EQ	0x04

	GROUP_UNSELECT_NE	0x05

	GROUP_UNSELECT_GT	0x06

	GROUP_UNSELECT_LT		0x07

	FAIL						0x08

	SUCCESS					0x09

	INITIALIZE					0x0a

	DATA_READ				0x0b	

	READ						0x0c

	WRITE						0x0d

	LOCK						0x0e

	QLOCK						0x11

	READ_VERIFY				0x12

	Responses

	ACKNOWLEDGE			0x00

	ACKNOWLEDGE_OK		0x01

	ACKNOWLEDGE_NOK		0x00

	ERROR						0xff

	ERROR_OK					0xff

	ERROR_NOK				0xfe

RFID Tag Interface Definition

Introduction 

This section discusses lower level details of tag operation:

The framing information which must accompany command data and tag responses, including preambles, start delimiters, and CRC definitions. 

The bit�level specifications for the device, including data encoding techniques and timing constraints. 

More general specifications, including carrier frequency ranges and appropriate data rates for the RFID chip.

Field Sequences For Tag Commands 

Each tag command and tag response is composed of several fields. For example, the tag functional specification described four of the fields required in sending the command GROUP_SELECT_EQ to a tag: command (where the code corresponding to GROUP_SELECT_EQ belongs), ADDRESS, BYTE_MASK, and WORD_DATA. This section discusses the framing fields for commands sent from base station to tag, as well as the structure of the tag response, if any.

The framing fields for base station to tag commands enable the tag to properly decode the signal it receives and to validate the data it recovers from that signal. There are three framing fields that precede the COMMAND field: PREAMBLE_DETECT, PREAMBLE, and START_DELIMITER. An additional framing field, CRC, is always present as the last data sent from the base station to the tag.  A complete base station to tag command, then, follows the following sequence (see � REF _Ref446914526 \* MERGEFORMAT �Figure 3-1�):

	PREAMBLE_DETECT

	PREAMBLE

	START_DELIMITER

	COMMAND

	(ID) (ADDRESS) (BYTE_MASK) (BYTE_DATA) (WORD_DATA)

	CRC

The items in parentheses are not included in all commands. 

There are also framing fields which accompany responses from the tag to the base station. All tag responses include two framing fields, QUIET and RETURN_PREAMBLE, which precede the data or acknowledgment signal being sent from the tag.  As in the forward (base station to tag) link, a CRC field is always present as the last field in the communication. A complete tag to base station response has the following field sequence:

	QUIET

	RETURN_PREAMBLE

	(ACKNOWLEDGE) (ERROR) (WORD_DATA) (BYTE_DATA)

	CRC

The items in parentheses are not included in all responses; in fact, exactly one of these items will be included). The RETURN_PREAMBLE includes both bit synchronization and frame synchronization components.

�Example: In the case where a GROUP_SELECT_EQ command was sent and a tag responded to that command, the complete field sequence (including forward and return link fields) would be as follows (see � REF _Ref446914691 \* MERGEFORMAT �Figure 3-2�):

	Field						Link direction



	PREAMBLE_DETECT      			forward

	PREAMBLE          				forward

	START_DELIMITER     				forward

	COMMAND           				forward

	ADDRESS             				forward

	BYTE_MASK         				forward

	WORD_DATA       				forward

	CRC                 					forward



	QUIET               					return

	RETURN_PREAMBLE     			return

	WORD_DATA      				return

	CRC                 					return



The tag uses a backscatter technique to communicate data to the reader. The reader must thus be steadily powering the tag as well as listening to the tag response throughout the tag-to-reader (backscatter) communication. This applies to all fields in the return link.

When a tag receives a write command, it may execute a write operation. (The details of the conditions under which a write will occur are described in section � REF _Ref442616426 \r �Physical Link Specifications�). If a write operation is executed, the final field in the overall field sequence will always be WAIT. 
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Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �2�. Sample Command/Response Packets (Write and group_select)

During the WAIT field, when the tag is writing data into the EEPROM, the reader must steadily power the tag.  On�off key data should not be sent during this time.

For example, a successful WRITE command would include the following fields:

	field						link direction



	PREAMBLE_DETECT      			forward

	PREAMBLE             				forward

	START_DELIMITER     				forward

	COMMAND             				forward

	ID						forward

	ADDRESS            			 	forward

	CRC                 					forward

	

	QUIET               					return

	RETURN_PREAMBLE     			return

	ACKNOWLEDGE				return

	CRC                 					return

	WAIT                 					(powering during write)

Data Encoding/Bit Pattern Definitions For All Fields 

Data is encoded and presented in slightly different ways in the different fields. This subsection provides specifications for the component fields.

For reader to tag communication (forward link), data is sent using an on�off key format. The RF field being on corresponds to a 1, while the RF field being off corresponds to a 0. The on�off ratio specification is 40dBc.

For tag-to-reader communication (return link), data is sent using backscatter techniques. This requires that the reader provide steady power to the tag during the return link. While the reader powers the tag, the tag alternately opens and shorts its antenna connection, changing the effective impedance of the tag front end and thus changing the overall RF reflectivity of the tag as seen by the base station. No on�off key modulation data may be sent during this time. During the WAIT field (when tags write data into their memory), the reader must also provide steady power to the tag. No on�off key modulation data may be sent during this time.

	PREAMBLE DETECT field:

	Minimum of two bytes of field on.

PREAMBLE (in NRZ format; equivalent to 9 bits of Manchester 0)

010101010101010101

	START DELIMITER (in NRZ format; includes Manchester errors; spaces ignored)

		11 00 11 10 10

COMMAND, ID, ADDRESS, BYTE_DATA, BYTE_MASK, WORD_DATA (forward link fields)

Data is Manchester encoded as follows:

	01 = field off/field on = logic 0

		10 = field on /field off = logic 1

�	CRC (forward and return link):

Command and response packets include a trailing 16 bit CRC. The CRC is generated and checked on the command and response bytes. The preamble and start delimiter are not included in calculations.  The CRC uses the CRC�CCITT polynomial X16 + X12 + x5 + 1. The accumulator is initialized to all ones (ffff hex). The 16 bit calculated CRC is transmitted inverted over the RF link. It is uninverted at the receiver before being used. The result of the CRC check is all zeroes (0000) if there is no error.

	QUIET (return link):

Tag does not modulate impedance for two bytes. Antenna is left open.

RETURN_PREAMBLE:

		00 00 01 01 01 01 01 01         01 01 00 01 10 11 00 01

When the tag executes backscatter, a half�bit 0 and half�bit 1 sent by the tag are defined as follows: 

0 = antenna open

1 = antenna short

ACKNOWLEDGE, ERROR, WORD_DATA, BYTE_DATA (valid tag responses):

For the return link, FM0 data encoding is used. In FM0 encoding, data transitions occur at all bit boundaries. In addition, data transitions occur at the midbit of logic 0 being sent. Thus, the logic sequence 0 1 1 0 would be transmitted as follows:

	10 11 00 10      (FM0 encoding)

			  0  1  1  0       (logic sequence)

Note that the starting output half�bit must be known to define the FM0 sequence (the sequence 01 00 11 01 is a valid FM0 encoding of 0 1 1 0 as well). We know that the return preamble ends with a 1, however, which resolves this ambiguity: the first FM0 half�bit is always 0.

	CRC:

The CRC algorithm used is defined in the previous forward link CRC section. Encoding of the return CRC data follows the same rules as the encoding for the valid tag responses.

	WAIT:

During the WAIT field, the base station provides steady power to the tag. No on�off key data may be sent during the write operation.

Communication Sequences At Packet Level 

� REF _Ref446914758 \* MERGEFORMAT �Figure 3-3� shows several examples of communication sequences at the packet level. Sequence 1 depicts a packet sequence that includes a write command. The sequence includes a wait for write time, which provides the necessary time for the chip to complete its write operation. In addition, following the wait for write time, the base station issues a tag resync signal. This signal is composed of 10 consecutive 01 signals. The purpose of the tag resync signal is to initialize the tag data recovery circuitry. It is required after a write because the base station may output spurious edges during the wait for write time. Without the tag resync, tags may miscalibrate as a result of the spurious signals that may be generated. 

Sequence 2 depicts a packet sequence in which a frequency hop between commands is included. The tag resync signal is again required after the hop because spurious signals may be generated during the hop time. 

Sequence 3 depicts a packet sequence in which a frequency hop occurs between the base station command and the tag’s response to that command. A tag resync signal is again required after the hop because spurious signals may be generated during the hop time. Although, this does not matter to any tags that are responding, any tags that don’t respond may miscalibrate as a result of the spurious signals that may be generated during the hop time.
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Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �3�. Examples of communication sequences at the packet level

Physical Link Specifications

� REF _Ref445006952 \* MERGEFORMAT �Table 3-1� lists the physical link specifications from the reader to the tag (forward link).

Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC \r 1 �1�. Physical Link Specifications - Forward Link

ITEM �PARAMETER�VALUE��F1�Default Operating Frequencies�2450 MHz��F 1b�Operating Channels�79 channels from 2422.5 to 2461.5 in 0.5 MHz increments. ��F 1c�Operating Frequency Accuracy�( 25 ppm maximum��F 1d�Frequency Hop Rate�The hop rate is variable up to a maximum of 0.4 s. 

The hop rate is regulated by reference document 2.1.2, section 15.247. ��F 1e�Frequency Hop Sequences�See section � REF _Ref442617684 \r �Frequency Hopping Sequence Definition���F 2�Occupied Channel Bandwidth�0.5 MHz. 

The 20 dB bandwidth is regulated by reference document 2.1.2, section 15.247.��F 3�Interrogator Transmit Maximum EIRP �The maximum output power is regulated by reference document 2.1.2, section 15.247. 

At the time of drafting of this standard, this maximum is 30 dBm output from the interrogator, and 4W (36 dBm) EIRP from the interrogator transmit antenna.��F 4b�Interrogator Transmit Spurious Emissions, Out of Band�The interrogator shall transmit in conformance with spurious emissions requirements defined in reference 2.1.2, sections 15.205 and 15.209. 

At the time of drafting of this document, this level is�500 (V/m @ 3 m ��F 5a�Receive to Transmit Turn Around Time�< 1 ms ��F 5c�Interrogator Transmit �Power-On Ramp �< 5 % of bit period  ��F 5d�Interrogator Transmit        Power-Down Ramp�< 5 % of bit period ��F 6�Modulation�On-Off Keying (OOK) ��F 6d�On/Off Ratio�> 40 dBc��F 6e�Duty Cycle�50% ± 5%��F 7�Data Coding�Manchester��F 8 �Bit Rate�20 – 40 kbps��F 10 �Tag Receiver Non-Destructive Input RF Level�( +13 dBm, in band��F 11�Preamble�See section � REF _Ref442617713 \r �Data Encoding/Bit Pattern Definitions For All Fields ���

�� REF _Ref445006978 \* MERGEFORMAT �Table 3-2� lists the physical link specifications from the tag to the reader (backscatter return link).

Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC �2�. Physical link specifications – backscatter return link

ITEM �PARAMETER�VALUE��R 1b�Operating Channels�79 channels from 2422.5 to 2461.5 MHz in 0.5 MHz increments.  ��R 1c�Operating Frequency Accuracy�± 25 ppm maximum��R 1d�Frequency Hop Rate�The hop rate is variable up to a maximum of 0.4 s.

The hop rate is regulated by reference document 2.1.2, section 15.247. ��R 1e�Frequency Hop Sequence�See section � REF _Ref442616426 \r �Physical Link Specifications���R 2�Occupied Channel Bandwidth�0.5 MHz 

The 20 dB bandwidth is regulated by reference document 2.1.2, section 15.247.��R 3�Transmit Maximum EIRP �The maximum output power transmitted by the interrogator during backscatter operation is regulated by reference document 2.1.2, section 15.247. 

At the time of drafting of this standard, this maximum is 30 dBm output from the interrogator and 4W (36 dBm) EIRP from the interrogator transmit antenna.��R 4b�Transmit Spurious Emissions, Out of Band�During backscatter return link operation, the interrogator shall transmit in conformance with spurious emissions requirements defined in reference 2.1.2, sections 15.205 and 15.209. 

At the time of drafting of this document, this level is�500 (V/m @ 3 m ��R 5a �Receive-Transmit Turn Around Time�< 1 ms ��R 6�Modulation�On-Off Keying (OOK) – antenna impedance modulation��R 6e�Duty Cycle�50% ± 5%��R 7�Data Coding�FM0��R 8 �Bit Rate�20 – 40 kbps and matching the transmitter data rate to with 15%��R 11�Preamble�See section 3.3��

Frequency Hopping Sequence Definition

In order to minimize interference and to avoid prolonged collision periods with wireless LAN systems and co-located RFID readers, the FHSS backscatter option 1 RFID reader uses the hopping sequences adopted by the IEEE Wireless LAN draft standard (P802.11D5, July 1996) as follows:

A frequency hopping pattern, Fx, consists of a permutation of all frequency channels defined in � REF _Ref445007029 \* MERGEFORMAT �Table 3-3�, in which the channel center frequency is defined in sequential 0.5 MHz steps beginning with the first channel at 2422.5 MHz and ending with the last channel at 2461.5 MHz.

Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC �3�. Frequency Channels

Channel number�Frequency in MHz�Channel number�Frequency in MHz�Channel number �Frequency in MHz��0�2422.5�27�2436.0�54�2449.5��1�2423.0�28�2436.5�55�2450.0��2�2423.5�29�2437.0�56�2450.5��3�2424.0�30�2437.5�57�2451.0��4�2424.5�31�2438.0�58�2451.5��5�2424.0�32�2438.5�59�2452.0��6�2424.5�33�2439.0�60�2452.5��7�2426.0�34�2439.5�61�2453.0��8�2426.5�35�2440.0�62�2453.5��9�2427.0�36�2440.5�63�2454.0��10�2427.5�37�2441.0�64�2454.5��11�2428.0�38�2441.5�65�2455.0��12�2428.5�39�2442.0�66�2455.5��13�2429.0�40�2442.5�67�2456.0��14�2429.5�41�2443.0�68�2456.5��15�2430.0�42�2443.5�69�2457.0��16�2430.5�43�2444.0�70�2457.5��17�2431.0�44�2444.5�71�2458.0��18�2431.5�45�2445.0�72�2458.5��19�2432.0�46�2445.5�73�2459.0��20�2432.5�47�2446.0�74�2459.5��21�2433.0�48�2446.5�75�2460.0��22�2433.5�49�2447.0�76�2460.5��23�2434.0�50�2447.5�77�2461.0��24�2434.5�51�2448.0�78�2461.5��24�2435.0�52�2448.5����26�2435.5�53�2449.0����

The IEEE hopping sequences are used to create pseudo-random hopping patterns uniformly utilizing the designated frequency band. For a given pattern number, x, the hopping sequence can be written as:

Fx = {fx(1), fx(2), ...fx(p)}

where

fx(i) = channel number for ith frequency in xth hopping pattern

p = number of frequency channels in hopping pattern (79 for FHSS backscatter option 1 RFID reader)

Given the hopping pattern number, x, and the index for the next frequency, i (in the range from 1 to p), the channel number is defined to be:

fx(i) = [(b(i) + x] mod (79)

where b(i) is defined in � REF _Ref445007186 \* MERGEFORMAT �Table 3-4�.

Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC �4�. Reader Hopping Sequence b(i)

i�b(i)�i�b(i)�i�b(i)�i�b(i)�i�b(i)�i�b(i)�i�b(i)�i�b(i)��1�0�11�76�21�18�31�34�41�14�51�20�61�48�71�55��2�23�12�29�22�11�32�66�42�57�52�73�62�15�72�35��3�62�13�59�23�36�33�7�43�41�53�64�63�5�73�53��4�8�14�22�24�72�34�68�44�74�54�39�64�17�74�24��5�43�15�52�24�54�35�75�45�32�55�13�65�6�75�44��6�16�16�63�26�69�36�4�46�70�56�33�66�67�76�51��7�71�17�26�27�21�37�60�47�9�57�65�67�49�77�38��8�47�18�77�28�3�38�27�48�58�58�50�68�40�78�3��9�19�19�31�29�37�39�12�49�78�59�56�69�1�79�46��10�61�20�2�30�10�40�24�50�45�60�42�70�28����

The reader uses the second set listed in the IEEE P802.11D5.0 draft standard, where x is defined as:

x = {1,4,7,10,13,16,19,22,24,28,31,34,37,40,43,46,49,52,55,58,61,64,67,70,73,76}

This set is designed to avoid prolonged collision periods between different hopping sequences in a set. The hopping sequence generated by using x = 1 is illustrated as follows:

F1 = {1, 24, 63, 9, 44, 17, 72, 48, 20, 62, 77, 30, 60, 23, 53, 64, 27, 78, 32, 3, 19, 12, 37, 73, 55, 70, 22, 4, 38, 11, 35, 67, 8, 69, 76, 5, 61, 28, 13, 26, 15, 58, 42, 75, 33, 71, 10, 59, 0, 46, 21, 74, 65, 40, 14, 34, 66, 51, 57, 43, 49, 16, 6, 18, 7, 68, 50, 41, 2, 29, 56, 36, 54, 24, 45, 52, 39, 31, 47}

reader starts to execute a programmed operation when it receives a trigger signal from an external device or is called by other application level programs. It randomly selects a hopping sequence Fj from the set described previously and controls the radio module to continuously hop to the frequency channels in the selected hopping sequence at fixed time intervals less than 400 ms. After the operation is completed, the reader ceases transmission, starts a timer to record the time period that it does not transmit, and stores the frequency channel fj(i) that it is currently using. 

If another trigger event occurs and the timer is less than 30 seconds, it will resume normal operation from the next frequency channel fj(i+1) in the same hopping sequence Fj. Should the trigger event occur after the timer exceeds 30 seconds, the reader randomly selects a new hopping sequence Fk and begins operations as previously described. This hopping procedure ensures that the reader pseudo-randomly hops through all the frequency channels and equally uses each frequency the same amount on the average.

�read/write backscatter rfid system

INTRODUCTION

This Part defines the T6 part IV-option 2 compliant command/data level communication protocol. This protocol facilitates communication between an option 2 compliant tag and an option 2 compliant interrogator. The timing parameters and signal characteristics for the protocol are defined in the corresponding Physical Layer definition.

THEORY OF OPERATION

The tag is illuminated with a radio frequency signal from an i2 compatible interrogator.  This signal provides power to the tag and allows the interrogator to transmit commands to the tag.  By changing the load of its antenna while in the interrogator radio field, the tag can also transmit data back to the interrogator.

The tag contains memory that is organized as a number of  words containing 17 bits, 16 data bits and one write protect bit.  Unless the Write Protect bit is set, any data “0” can be written to a “1”, but not vice versa. If the Write Protect bit is set, the data bits cannot be changed. 

� REF _Ref446907791 \* MERGEFORMAT �Figure 3-4� is a high level block diagram of the tag. 
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�Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �4�. Tag block diagram



Data1, Data2, Mask and Address are registers that can be loaded and read by the interrogator.

The type of commands issued by the interrogator will be discussed in detail in section � REF _Ref442619529 \r �Command Descriptions�.  For now, assume that the interrogator can issue commands to, and read data from, the tag.

The tag includes six flags: sleep, isolated, compared, write_err, write_prot, and interested.  To respond to the interrogator, a tag must not be asleep.  To perform a write operation, a tag must be isolated and not asleep. When the interrogator illuminates a set of tags, it will first perform an isolation routine to uniquely identify each tag. The Isolated flag may be used in conjunction with Sleep for this.  The Compared flag enables the interrogator to put one tag to sleep if its “serial number” is a specific value.  

Several safety measures are used to make sure that no tags remain awake when they should not be.  First, all tags power up with sleep = 1 and isolated = 0.  When a new tag enters the interrogator’s field, it will be asleep and cannot interfere until a wake command is issued.  Second, all commands (and optional data words) include parity bits.  If a tag receives a command that does not have a correct parity entry, it will go to sleep.

COMMAND STRUCTURE

Commands are received serially from the interrogator.  The commands are packetized in a 17 bit communications frame with an optional 22 bit data word following them.   Both the command and the data word include six parity bits. � REF _Ref446914824 \* MERGEFORMAT �Figure 3-5� illustrates the communications frame.



CMD�OPERAND�PARITY��4 bits�7 bits�6 bits��

OPTIONAL DATA WORD�PARITY��16 bits�6 bits��Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �5�: Communications frame

� REF _Ref445007209 \* MERGEFORMAT �Table 3-5� lists the commands that the tag can respond to.  The Sleep and Isol. columns indicate how those flags must be set for the command to work (an “X” implies that it does not matter how the flag is set).

Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC �5�. Tag Response Commands

�Command�CMD�OPERAND�Sleep�Isol.�Command Description��Load�0000�000XXXX�X�X�Load Data1 with the following input data word����001XXXX�X�X�Load Mask with the following input data word����010XXXX�X�X�Load Address with the 6 LSBs of the following input data word����011XXXX�X�X�Load Data2 with the following input data word����100XXXX�X�X�Load Data2 with Memory(Address)����101XXXX�X�X�Load Data2 with Memory(Address) and autoincrement Address��Sleep�0001�000XXXX�X�X�Sleep if Data2(Operand(3:0)) = 1����001XXXX�X�X�Sleep if Data2(Operand(3:0)) = 0����010XXXX�X�X�Sleep if Masked bits of Data1 and Data2 are equal and compared = 1����011XXXX�X�X�Sleep if Masked bits of Data1 and Data2 are not equal����100XXXX�X�1�Sleep if isolated = 1����101XXXX�X�0�Sleep if isolated = 0����110XXXX�X�X�Sleep if interested = 1����111XXXX�X�X�Sleep if interested = 0��Send 1�0010�000XXXX�0�X�Send 1 if Data2(Operand(3:0)) = 1����001XXXX�0�X�Send 1 if Data2(Operand(3:0)) = 0����010XXXX�0�X�Send 1 if Masked bits of Data1 and Data2 are equal����011XXXX�0�X�Send 1 if Masked bits of Data1 and Data2 are not equal����100XXXX�0�1�Send 1 if isolated = 1����101XXXX�0�0�Send 1 if isolated = 0����110XXXX�0�X�Send 1 if interested = 1����111XXXX�0�X�Send 1 if interested = 0��Read�0011�000XXXX�0�X�Read Data1����001XXXX�0�X�Read Mask����010XXXX�0�X�Read Address����011XXXX�0�X�Read Data2����100XXXX�0�X�Read Status��Set Isolated/�0101�001XXXX�0�X�Set Isolated to 1��Set Interested��000XXXX�0�X�Set Isolated to 0����011XXXX�0�X�Set Interested to 1����010XXXX�0�X�Set Interested to 0��Set�0110�001XXXX�0�X�Set compared = 1��Compared��000XXXX�0�X�Set compared = 0 if Masked bits of Data1 and Data2 are not equal��Write�0111�000XXXX�0�1�Write Data1 to Memory(Address)����001XXXX�0�1�Write protect Memory(Address)��Wake New�1000�000XXXX�X�X�Unconditional Wake����001XXXX�X�X�Wake if optional data word = memory(0)����010XXXX�X�X�Wake if optional data word <> memory(0)����011XXXX�X�X�Revision 1 & 2 wake��Standby�1001�000XXXX�0�1�Turn yourself off��

�Error Detection

The tag uses a cyclic BCH (31,26) code for error detection ((31,26) means that a codeword is 31 bits long, 26 bits of which are information, or non-parity, bits).  The generator polynomial for this code is x5+x2+1, and the minimum distance is 3.

Depending on whether a command or an optional data word is sent, the (31,26) code is shortened to a (16,11) code or a (21,16) code.  The shortening process is very simple.  For example, in the case of a command, 11 information bits is sent through the encoder instead of 26.  In both cases, the encoder appends 5 parity bits after all of the information bits have passed through.

Finally, the shortened code is extended by adding an overall parity check bit, resulting in a (17,11) code or a (22,16) code.  This extension increases the minimum distance of the code to 4, allowing up to three errors to be detected.

The encoding and decoding of these codewords is most easily understood in the context of a simple circuit.  The algorithm is easily transferred to software, and will probably be done in software by the interrogator. � REF _Ref446907821 \* MERGEFORMAT �Figure 3-6� is a schematic of this circuit.

�

Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �6�: Encoder/Decoder

To output a message with N information bits:

Set RESET = 1, then 0

Set A = 1, B = 1

For I = 1 TO N

IN = INPUT_BIT(I)

OUTPUT_BIT(I) = OUT

Toggle CLK

End

Set A = 0

For I = N+1 TO N+5

OUTPUT_BIT(I) = OUT

Toggle CLK

End

Set B = 0

OUTPUT_BIT(N+6) = OUT

To verify a message with N information (and N+6 total) bits:

Set RESET = 1, then 0

Set A = 1, B = Don't care

For I = 1 TO N+5

IN = INPUT_BIT(I)

Toggle CLK

End

If ALL_ZERO_BAR = 1, declare an error

IN = INPUT_BIT(N+6)

Toggle CLK

If P = 1, declare an error

Command Descriptions

All of the following command descriptions contain an entry for "Required Frame Pulses After Last Parity Bit.”  This is the number of frame marker pulses that must precede the first data bit of the next command.

Load Commands

Load commands are used to load the internal registers with input data or with the contents of memory.  Commands that load registers with input data are followed by the Optional Data Word shown in � REF _Ref446914824 \* MERGEFORMAT �Figure 3-5�.  Both commands that load Data2 with memory data also load the write_prot flag with the write protect bit for Memory(Address).

Load Data1

Required Frame Pulses After Last Parity Bit: 1

This command loads the Data1 register with the Optional Data Word.

Load Mask

Required Frame Pulses After Last Parity Bit: 1

This command loads the Mask register with the Optional Data Word.

Load Address

Required Frame Pulses After Last Parity Bit: 1

This command loads the Address register with the six least significant bits of the Optional Data Word.

Load Data2

Required Frame Pulses After Last Parity Bit: 1

This command loads the Data2 register with the Optional Data Word.

Load Data2 from memory

Required Frame Pulses After Last Parity Bit: 19

This command loads the Data2 register from the memory location specified by the Address register.  It also loads the write protect register with the write protect bit for this memory location.

Load Data2 from memory & increment address

Required Frame Pulses After Last Parity Bit: 19

This command loads the Data2 register from the memory location specified by the Address register.  It also loads the write protect register with the write protect bit for this memory location.  This command causes the Address register to be incremented after Data2 has been loaded.  This allows sequential words in memory to be read without having to reload the Address register.

Sleep Commands

Sleep commands are used to set the tag’s sleep flag.  As discussed in section � REF _Ref442619830 \r �THEORY OF OPERATION�, tags are put to sleep as part of the isolation process and when the interrogator wishes to read data from, or program, another tag.

Sleep if Data2(Operand(3:0)) = 1

Required Frame Pulses After Last Parity Bit: 2

This command causes the sleep flag to be set if the bit in register Data2 denoted by bits 3:0 of the Operand field is equal to 1.

Sleep if Data2(Operand(3:0)) = 0

Required Frame Pulses After Last Parity Bit: 2

This command causes the sleep flag to be set if the bit in register Data2 denoted by bits 3:0 of the Operand field is equal to 0.

Sleep if Data1 = Data2 & compared = 1

Required Frame Pulses After Last Parity Bit: 2

This command compares the contents of Data1 and Data2.  If they are equal, the tag will go to sleep (set the sleep flag).  The Mask register selects which bits of the comparison are actually used.  If Mask(0) = 1, then bit 0 of the comparison is significant, otherwise it is ignored.  The compared flag is also significant for this sleep command.  If the compared flag is 0, the tag will not go to sleep regardless of the results of the comparison.  This is to allow a series of  equality comparisons, each affecting the compared flag, to lead up to the final sleep command.

Sleep if Data1 <> Data2

Required Frame Pulses After Last Parity Bit: 2

This command compares the contents of Data1 and Data2.  If they are not equal, the tag will go to sleep (set the sleep flag).  The Mask register selects which bits of the comparison are actually used.  If Mask(0) = 1, then bit 0 of the comparison is significant, otherwise it is ignored.

Sleep if isolated = 1

Required Frame Pulses After Last Parity Bit: 2

If the isolated flag is set, the tag will go to sleep.

Sleep if isolated = 0

Required Frame Pulses After Last Parity Bit: 2

If the isolated flag is not set, the tag will go to sleep.

Sleep if interested = 1

Required Frame Pulses After Last Parity Bit: 2

If the interested flag is set, the tag will go to sleep.

Sleep if interested = 0

Required Frame Pulses After Last Parity Bit: 2

If the interested flag is not set, the tag will go to sleep.

Send 1 Commands

These commands are used to cause the tag to transmit a ‘1’ to the interrogator.  They are used during isolation and are useful to let the interrogator know if there are any tags out there that are (for example) not isolated yet.  The Send 1 commands are analogous to the Sleep commands: i.e., anything that can be used to put the tag to sleep can also be used to make it transmit a ‘1’.  The only difference is the Data1 = Data2 comparison.  For the “Send 1” version of this, it is not necessary to have the compared flag set.  To send a ‘1’,  the tag's sleep flag must be ‘0’.

� REF _Ref446907841 \* MERGEFORMAT �Figure 3-7� is a functional timing diagram of a Send 1 command.  The interrogator must issue three frame pulses after the command's parity bits.  It searches for the tag's response after the first frame pulse.  If there was no response, a '1' was not sent.

�

Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �7�: A Send 1 Command

Send 1 if Data2(Operand(3:0)) = 1

Required Frame Pulses After Last Parity Bit: 3

This command sends a 1 if the bit in register Data2 denoted by bits 3:0 of the Operand field is equal to 1.

Send 1 if Data2(Operand(3:0)) = 0

Required Frame Pulses After Last Parity Bit: 3

This command sends a 1 if the bit in register Data2 denoted by bits 3:0 of the Operand field is equal to 0.

Send 1 if Data1 = Data2

Required Frame Pulses After Last Parity Bit: 3

This command compares the contents of Data1 and Data2.  If they are equal, the tag will send a 1.  The Mask register selects which bits of the comparison are actually used.  If Mask(0) = 1, then bit 0 of the comparison is significant, otherwise it is ignored.

Send 1 if Data1 <> Data2

Required Frame Pulses After Last Parity Bit: 3

This command compares the contents of Data1 and Data2.  If they are not equal, the tag will send a 1.  The Mask register selects which bits of the comparison are actually used.  If Mask(0) = 1, then bit 0 of the comparison is significant, otherwise it is ignored.

Send 1 if isolated = 1

Required Frame Pulses After Last Parity Bit: 3

If the isolated flag is set, the tag will send a 1.

Send 1 if isolated = 0

Required Frame Pulses After Last Parity Bit: 3

If the isolated flag is not set, the tag will send a 1.

Send 1 if interested = 1

Required Frame Pulses After Last Parity Bit: 3

If the interested flag is set, the tag will send a 1.

Send 1 if interested = 0

Required Frame Pulses After Last Parity Bit: 3

If the interested flag is not set, the tag will send a 1.

Read Commands

The read commands are used by the interrogator to query the contents of the tag’s internal registers.  Presumably, all other tags will be asleep when the interrogator issues one of these commands to a tag.  Register contents are transmitted MSB first, and have a 6 bit parity value appended (see section � REF _Ref442619889 \r �Load Commands�).

Each bit of the tag's response to a read command is coded in the same way as the "response" referred to in � REF _Ref446907841 \* MERGEFORMAT �Figure 3-7�.  That is, each bit of data is encoded in two frame pulses.  If  the bit is a '1', there will be an ldantenna pulse generated during the first half of the response.  If the bit is a '0', there will be a ldantenna pulse generated during the second half of the response.  It is illegal for the tag to send either a) no ldantenna pulses, or b) two ldantenna pulses.  If the interrogator detects either of these cases, the response was corrupted.

Like the Send 1 command, the read command finishes up with 1 padding frame.  Since the response consists of 22 bits of data (16 information, 6 parity), the total number of frame pulses sent by the interrogator during a read command is 45 (2 x 22 + 1).

Read Data1

Required Frame Pulses After Last Parity Bit: 45

This command reads the Data1 register.

Read Mask

Required Frame Pulses After Last Parity Bit: 45

This command reads the Mask register.

Read Address

Required Frame Pulses After Last Parity Bit: 45

This command reads the Address register.  Note that the address occupies the 6 LSB of the returned 16 bit information word.

Read Data2

Required Frame Pulses After Last Parity Bit: 45

This command reads the Data2 register.

Read Status

Required Frame Pulses After Last Parity Bit: 45

This command reads the "Status" register.  This register is composed of various flags in the tag.  The 16 bit information word is coded as follows:

Bits	15:5	All zero

Bit	4	Interested flag

Bit	3	Isolated flag

Bit	2	Compared flag

Bit	1	Write Error flag

Bit	0	Write Protect flag

Set Isolated/Interested Commands

These commands can set the tag's isolated and interested flags to '1' or '0'.

Set Isolated to 0

Required Frame Pulses After Last Parity Bit: 2

Set Isolated to 1

Required Frame Pulses After Last Parity Bit: 2

Set Interested to 0

Required Frame Pulses After Last Parity Bit: 2

Set Interested to 1

Required Frame Pulses After Last Parity Bit: 2

Set Compared Commands

These commands can set the tag's compared flag to '1' or '0'.

Set Compared to 0 if Data1 <> Data2

Required Frame Pulses After Last Parity Bit: 2

This command compares the masked bits of Data1 to Data2.  If they are not equal, it sets the compared flag to '0'.

Set Compared to 1

Required Frame Pulses After Last Parity Bit: 2

Write Commands

These commands are used to write the contents of Data1 to the address of memory specified by the Address register and to set the write protect bit in memory for Memory(Address).

Write Data1 to Memory(Address)

Required Frame Pulses After Last Parity Bit: 70

This command also causes the write_err flag to be set if the tag was unable to program any bits due to low voltage.  The write_err flag will remain set until the next write command occurs, when it will be set appropriately for that write.

Write protect Memory(Address)

Required Frame Pulses After Last Parity Bit: 9

This command sets the memory write protect bit for the word designated by the Address registers.  When this bit is set, additional writes are not allowed to that address.

Wake Commands

The Wake commands cause tags to set their sleep flags to '0'.  There are four flavors of Wake command.

Unconditional Wake

Required Frame Pulses After Last Parity Bit: 2

This command causes all Revision 1 (and higher) tags to wake up.

Wake if ODW = Memory(0)

Required Frame Pulses After Last Parity Bit: 19

This command causes all Revision 1 (and higher) tags to wake up if the optional data word is equal to the contents of word 0 of the memory array.  As a side effect of this command, the optional data word is loaded into Data1 and Memory(0) is loaded into Data2.

Wake if ODW <> Memory(0)

Required Frame Pulses After Last Parity Bit: 19

This command causes all Revision 1 (and higher) tags to wake up if the optional data word is NOT equal to the contents of word 0 of the memory array.  As a side effect of this command, the optional data word is loaded into Data1 and Memory(0) is loaded into Data2.

Revision 1 & 2 Wake

Required Frame Pulses After Last Parity Bit: 2

This command causes all Revision 1 & 2 tags to wake up. 

Standby Command

Required Frame Pulses After Last Parity Bit: 2

If a tag is isolated and awake (i.e. the isolated flag = 1 and the sleep flag = 0), this command will cause the tag to enter the "standby" mode. During this mode, the tag does not accept any commands. After a certain time, the tag will exit this state. The standard does not impose any restrictions for the duration of the “standby” mode.

TAG/INTERROGATOR COMMUNICATION

This discussion is included only to aid the understanding of this document and to provide some “hints” as to how an i2 tag and interrogator can be designed.

The interrogator sends data to the tag by periodically shutting off the RF illumination.  This is shown in � REF _Ref446907877 \* MERGEFORMAT �Figure 3-8� as RawData.
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Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �8�: Interrogator to tag communication



To send a frame marker, the interrogator generates one pulse.   To send a “0”, it generates 2 pulses, and to send a “1” it generates three.

The timing parameters outlined in � REF _Ref446907877 \* MERGEFORMAT �Figure 3-8� are defined in the physical layer specification.

When the tag sends data back to the interrogator, it will send one bit of information every 2 clocks.  During a clock period, the tag will either load its antenna or it won’t, as determined by the Data_Tx signal.  To send a 0, the tag transmits the two clock sequence (unloaded, loaded).  To send a 1, the tag transmits the sequence (loaded, unloaded).  In this way, if two tags are responding at the same time, one sending a 0, and one sending a 1, the interrogator should receive the illegal sequence (loaded, loaded).

� REF _Ref446915251 \* MERGEFORMAT �Figure 3-9� illustrates transmission of 0’s and 1’s.  The top waveform is a representation of field strength, with a long dip representing a frame marker from the interrogator and a short dip representing the tag loading its own antenna.



�

Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �9�: Tag Transmission of 0 and 1

�TAG MEMORY LAYOUT

The i2 tag has 1024 bits of programmable data space organized into 64 16-bit words, however, the standard does not prescribe an upper limit for the number of words in memory. The lower limit is seven 16-bit words. For each word there is one write protect bit. The contents of the first six words (words 0-5) of the memory is programmed by the manufacturer. � REF _Ref446915319 \* MERGEFORMAT �Figure 3-10� illustrates the layout of the tag memory, where

Reserved		Manufacturer specific information

Industry Code		NAICS code for the Industry in which tag is used

Serial Number		Unique serial number (assigned by Manufacturer)

Customer Number	Identity of tag customer



Word�15�14�13�12�11�10�9�8�7�6�5�4�3�2�1�0��0�Reserved�����������������1�Industry Code�����������������2�Serial Number (16 bits) - LSBs �����������������3�Serial Number (16 bits) - ISBs�����������������4�Serial Number (16 bits) – MSBs�����������������5�Customer Number�����������������6�User Defined�����������������…������������������n�User Memory�����������������Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �10�. Tag Memory Layout



The manufacturer will program words 0 through 4. Word 5 (customer number) may be programmed by manufacturer, distributor, or end customer; however, its use is defined by this standard.

The remaining data space is available for the end customer to program.  It is recommended that this data area be used in accordance with industry group standards.

� REF _Ref445007228 \* MERGEFORMAT �Table 3-6� lists the frequency hopping spread spectrum (forward link).

Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC �6�. Frequency Hopping Spread Spectrum - Forward Link

ITEM �PARAMETER�VALUE��F 1b�Operating Channels�2400-2483.5 MHz��F 1c

�Operating Frequency Accuracy�± 50 ppm maximum. ��F 1d�Frequency  Hop Rate�The hop rate is variable up to a maximum of 0.4 s.

The hop rate is regulated by reference document 2.1.2, section 15.247.��F 1e�Frequency Hop Sequences�The system shall hop to channel frequencies that are selected at the system hopping rate from a pseudorandomly ordered list of hopping frequencies.  Specific hopping sequence TBD.  ��F 2�Occupied Channel Bandwidth�The 20 dB bandwidth is regulated by reference document 2.1.2, section 15.247.��F 3�Interrogator Transmit Maximum EIRP �The maximum output power transmitted by the interrogator during backscatter operation is regulated by reference document 2.1.2, section 15.247.  

At the time of drafting of this standard, this maximum is 30 dBm output from the interrogator and 36 dBm EIRP from the interrogator transmit antenna.��F 4b�Interrogator Transmit Spurious Emissions, Out of Band�The interrogator shall transmit in conformance with spurious emissions requirements defined in reference 2.1.2, sections 15.205 and 15.209. 

��F 5a�Receive to Transmit Turn Around  Time�Not required.  ��F 5c�Interrogator Transmit         Power-On Ramp �< 5 microseconds��F 5d�Interrogator Transmit        Power-Down Ramp�< 5 microseconds��F 6�Modulation�On-Off Keying (OOK)��F 6d�On/Off Ratio�> 30 dBc��F 7�Data Coding�Data Coding is depicted in Figures 4-4 through 4-8.��F 8 �Bit Rate�> 10 kbps��F 8a�Bit Rate Accuracy�TBD��F 11�Preamble�Not required.��

� REF _Ref445007238 \* MERGEFORMAT �Table 3-7� lists the frequency hopping spread spectrum (return link).

Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC �7�. Frequency Hopping Spread Spectrum - Return Link

ITEM �PARAMETER�VALUE��R 1b�Operating Channels�2400-2483.5 MHz��R 1c�Operating Frequency Accuracy�± 50 ppm maximum.  ��R 1d�Frequency Hop Rate�The hop rate is variable up to a maximum of 0.4 s.

The hop rate is regulated by reference document 2.1.2, section 15.247.��R 1e�Frequency Hop Sequence�The system shall hop to channel frequencies that are selected at the system hopping rate from a pseudorandomly ordered list of hopping frequencies.  Specific hopping sequence TBD.  ��R 2�Occupied Channel Bandwidth�The 20 dB bandwidth is regulated by reference document 2.1.2, section 15.247.��R 3�Interrogator Transmit Maximum EIRP �The maximum output power transmitted by the interrogator during backscatter operation is regulated by reference document 2.1.2, section 15.247.  

At the time of drafting of this standard, this maximum is 30 dBm output from the interrogator and 36 dBm EIRP from the interrogator transmit antenna.��R 4b�Transmit Spurious Emissions, Out of Band�During backscatter return link operation, the interrogator shall transmit in conformance with spurious emissions requirements defined in reference 2.1.2, sections 15.205 and 15.209. 

��R 5c�Transmit         Power-On Ramp �< 5 microseconds��R 5d�Transmit        Power-Down Ramp�< 5 microseconds��R 6�Modulation�On-Off Keying (OOK)��R 6e�Duty Cycle ���R 7 �Data Coding�Data Coding is depicted in Figures 4-4 through 4-8.��R 8 �Bit Rate�> 10 kbps��R 10 �Tag Receiver Non-Destructive Input RF Level�Tag must be able to withstand power delivered from the interrogator at any distance.  ��

SIGNAL SPECIFICATION 

The purpose of this section is to specify the parameters of an RFID tag. The timing of the tag (envelope of the RF signal) described in � REF _Ref446915367 \* MERGEFORMAT �Figure 3-11� illustrates an input pulse (IN) and the output pulse (MODLOAD).  These signals are illustrated in � REF _Ref446907791 \* MERGEFORMAT �Figure 3-4�, and the timing parameters are specified in � REF _Ref445007275 \* MERGEFORMAT �Table 3-8� and � REF _Ref445007284 \* MERGEFORMAT �Table 3-9�. 
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Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �11�. Timing Diagram

Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC �8�.  Input Specifications

Specification�Minimum�Typical�Maximum�Units�Conditions��Vin_drop�-20�-40�--�dB�Note 1��Tin_fall�270�300�330�ns���Tin_rise�270�300�330�ns���Tin_gap�0.8�1.0�1.2�(s���Tin_width�1.0�1.2�1.4�(s���Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC �9�. Output Specifications

� Vin_drop=-20 to -40dB, T=-20 to +80 oC���Specification�Minimum�Typical�Maximum�Units�Conditions��Tml�9.0�14.0�21.0�(s���Tml_width�.65�1.0�1.5�(s���Tml_fall�--�100�500�ns���Tml_rise�--�100�500�ns���

� REF _Ref446907938 \* MERGEFORMAT �Figure 3-12� illustrates the transmitted and reflected logic codes.
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Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �12�. Transmitted and Reflected Logic Code

Note that these are defined as a fraction of the input voltage.  For example, with an  input voltage of 3V and Vin_drop of -30 dB, Vin would be 3*10^(-30/20) = 0.095.

�hybrid spread rfid system

INTRODUCTION

This Part describes the implementation of a hybrid spread spectrum system. The first section describes the data link between interrogator and tag.  Data link characteristics include tag wake-up, packet structure, access to the communications channel and error control.  The second section describes physical link parameters of the communications channel between tag and interrogator.  It includes tables for forward and return link parameters, using the definitions for forward and return link physical parameters provided in Part I of this standard.  

The generic structure of the packet transferred over the air interface is shown in � REF _Ref446907953 \* MERGEFORMAT �Figure 3-13�.

 

 

Preamble/Bit Sync

�

Frame Sync

�

Data Frame

��Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �13�. Generic Packet Structure

Bit sync and frame sync are physical layer attributes, and are described in the tables in section � REF _Ref442623173 \r �PHYSICAL LAYER:  BACKSCATTER HYBRID SPREAD SPECTRUM SYSTEMS�.  The data frame portion of the packet is described in section � REF _Ref442623172 \r �DATA LINK LAYER: BACKSCATTER HYBRID SPREAD SPECTRUM SYSTEMS�.  

DATA LINK LAYER: BACKSCATTER HYBRID SPREAD SPECTRUM SYSTEMS

The data link layer addresses tag wake-up process, data packet structure (data frame), error control, and access to the communications link. 

Tag Wake-Up

Tags compliant to this implementation wake-up according to a preset wake-up interval. If the tag senses a valid function command preamble upon wake-up, it will activate, perform the function and send a function reply.  If no valid signal is present, the tag will return to sleep mode for the duration of the wake-up period.  In this implementation, the wake-up interval is programmable to specific time intervals. 

The tag wake-up period is programmable to 0.5, 4, 16 and 256 milliseconds.  Tag wake-up period is controlled by bits 6 and 7 of the tag control register (TagControlReg). The value of these bits may be modified using the WriteTagRegs, WriteTagRegsRandIdRange or WriteTagRegsTagIdRange functions, provided that the corresponding update flag bit is set. 

Packet Format 

The data frame portion of the packet is defined by the data link layer, shown in � REF _Ref446907966 \* MERGEFORMAT �Figure 3-14�. 
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��Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �14�. Data Link Layer

 Each function provided by Part V is implemented through command and reply data packets as described below.  Function command packets are transferred from interrogator to tag, and reply packets are transferred back from tag to interrogator.  Because there are normally many parameters passed to and from a �xe "host computer"�tag, this implementation uses �xe "nested structures"�nested structures to contain the necessary buffers for each command.   Each function uses a unique nested data structure.   This document defines each structure.  

The generic data frame structure is shown in � REF _Ref446908001 \* MERGEFORMAT �Figure 3-15�.  
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�

MsgCRC��Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �15�. Generic Data Frame Structure

Command and reply headers are described in Sections � REF _Ref442623252 \r �Command Header� and � REF _Ref442623265 \r �Reply Header�, respectively.  The frame check sequence field (MsgCRC) is described in Section � REF _Ref442623277 \r �Packet Error Detection�.   Parameter fields are specific to each function.  Function commands and replies are described in Section � REF _Ref442623290 \r �Command and Reply Parameter Fields�. 

Data Transmission Order

The most significant byte of multi-byte (SHORT, LONG, VAR) variables is sent first.  The most significant bit of each byte is sent first.  

Packet Length

The length of the packet depends on the function command or reply transmitted.  Different functions transfer different parameter fields, so the packet length may differ from function to function.  Function commands and replies, their parameter fields and lengths are described in Section � REF _Ref442625881 \r �Tag Function Commands and Replies�.   Most packet commands or replies are of fixed length, except for commands which read from or write to tag memory or tag digital ports.   The maximum amount of user data transmitted in a WriteTagMemory or WriteDigitalPort command or a ReadTagMemory or ReadDigitalPort reply is determined by the read-write buffer size of the tag.  This buffer size may be obtained using the ReadTagStatus reply parameter RwDataSize.   

Command Header

Each command packet for a function begins with a command header, as shown in � REF _Ref446908013 \* MERGEFORMAT �Figure 3-16�.

. 
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MsgCRC��Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �16�. Command Packet Structure

The command header is 17 bytes long and contains information needed in every command, such as the command Token and the number of bytes in the command that follows the header.  

The structure of the command header is shown in � REF _Ref446908022 \* MERGEFORMAT �Figure 3-17�.  
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Rsrvd��0�1�2�3�4�5�6�7�8�9�10�11�12�13�14�15�16��Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �17�. Command Header Structure

Command Header Parameters

� REF _Ref445007314 \* MERGEFORMAT �Table 3-10� lists the command header parameters.

Table � STYLEREF 1 \n �3�-� SEQ Table \* ARABIC �10�. Command Header Parameters 

Parameter�Bytes�Description��Token�1�The Token instructs the tag which command to execute.  Two hundred fifty six (256) tag commands are possible.  Defined tokens are provided in Section � REF _Ref442623323 \r �Assigned Token Values�.  ��SubCmnd�4�The SubCmnd may be used to provide additional functionality to a tag command.  Subcommand bit assignments are defined in Section � REF _Ref442623340 \r ��SubCmnd Bit Assignments�.   Some bits may not be valid for all commands.  ��Rsrvd�4�Reserved��InterrID�4�The InterrID may be used to reference a specific interrogator. Tags may be configured to respond to a specific InterrID or all InterrIDs (ignore this field). ��Rsrvd�4�Reserved��Total Bytes �17���

Assigned Token Values

Defined Tokens include: 

Token�Command��0x01�Identify   ��0x02�Rsrvd��0x03�ReadDigitalPort��0x04�ReadTagMemory   ��0x05�ReadTagStatus��0x06...0x08�Rsrvd ��0x09�SetMemoryPartition��0x0A�WriteAccessID��0x0B�WriteDigitalPort��0x0C�WriteTagId��0x0D�WriteTagMemory��0x0E�WriteTagRegs��0x0F�WriteTagRegsRandIdRange��0x10�WriteTagRegsTagIdRange��0x11...0xFF�Rsrvd for Expansion, Manufacturer-Specific���SubCmnd Bit Assignments

Bit assignments for the subcommand field (SubCmnd) are as shown: 

Bit #�SubCmnd Parameters�SubCmnd Parameter Options��0�Rsrvd�Reserved��1 �USE-CONVOL_ENCODING�1 – Use convolutional encoding in tag reply��2-4�Rsrvd�Reserved��5�SET_IDENTIFY_LOCKOUT�1 – Set IDENTIFY_LOCKOUT bit of a tag's control register, TagControlReg.  Prevents a tag from responding to an Identify command.  Not available for WriteTagRegsTagIdRange, Identify, or WriteTagRegsRandIdRange commands.  ��6�Rsrvd�Reserved��7�INVERT_RANGE_TEST�1 – Invert the range test on broadcast commands (WriteTagRegsTagIdRange, WriteTagRegsRandIdRange).  

During a primary sort a TagId or RandomValueId is compared against a range to determine validity.  This bit inverts the comparison range.  ��8�USE_SECONDARY_SORT�1 – Use secondary sort capability in Identify, WriteTagRegsTagIdRange, WriteTagRegsRandIdRange commands.  

Enables a secondary sort method if a tag's secondary sort capability is enabled (bit 9, SECONDARY_SORT_ENABLE of TagControlReg.)��9�SELECT_RANDOM_ VALUE�1 – Generate a new RandomValueId prior to processing an Identify command.  ��10�CLR_IDENTIFY_LOCKOUT�1 – Clear the IDENTIFY_LOCKOUT bit or TagControlReg.  Used only in Identify command.  ��11-31�Rsrvd�Reserved��

Reply Header

Each reply packet for a function begins with a reply header. 
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The reply header is twenty-four (24) bytes long and contains information needed in every reply.   The reply header structure is as shown: 



Rsrvd

�

Rsrvd�

TagId�

RcvdInterrID�

TagStatusReg�

Rsrvd��0�1�2�3�4�5�6�7�8�9�10�11�12�13�14�15�16�17�18�19�20�21�22�23��

Reply Header Parameters

The reply header parameters are: 

Parameter�Bytes�Description��Reserved�6�Reserved��TagId�10�Confirmation of received TagId ��RcvdInterrID�4�Confirmation of received InteRrID  ��TagStatusReg�2�TagStatusReg communicates the status of the tag. ��Reserved�2�Reserved��Total Bytes �24���

Tag Status Register (TagStatusReg) Bit Assignments



Bits�TagStatusReg Parameters�TagStatusReg Parameter Indication��0�CORRECTABLE_ERROR_ DETECTED�1 – Forward link data error received by tag was detected and corrected.��1 �PROTECTED_ADDRESS�1 – Attempt to write to a protected area��2�INVALID_ADDRESS�1 – Attempt to access an invalid address��3�Rsrvd�Reserved��4�LOW_BATTERY�0 – Battery voltage okay��5�INVALID_ACCESSID�0 – AccessID valid��6-15�Rsrvd����Packet Error Detection  
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Each packet includes a 16-bit CRC (Cyclic Redundancy Check) frame check sequence (MsgCRC) for packet error detection.  The MsgCRC is calculated over the packet header and packet body field, called the calculation fields.  
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The CCITT CRC-16 is the ones complement of the remainder generated by the modulo 2 division of the calculation fields by the polynomial: G(x)   =   x16  +  x12  +  x5  +  1.    

The calculation field is processed in order of transmission.  The remainder is preset to all ones. 

�Tag Function Commands and Replies   

This implementation supports several tag functions.  Each function requires the interrogator to transmit a command packet to the tag,  and the tag to respond to the interrogator with a reply packet.   Each command and reply packet includes certain parameter fields (data) specific to the  function command or reply.    The section describes functions supported by Part V compliant systems, their associated command and reply structures, and respective parameter fields.  

Identify Function   

The Identify function is used to determine an unknown TagId in the current RF space (interrogator field of view).   Upon receiving an Identify command, all tags that satisfy the criteria 

�xe "Tag Arbitration:Identify function"�((�xe "ArbitrationMask"�ArbitrationMask & �xe "ArbitrationValue"�ArbitrationValue) == (ArbitrationMask & �xe "RandomValueId"�RandomValueId))

--where "&" is a bit-wise logical AND, and "==" is the equality sign--will respond.   If replies from multiple tags are received, a tag arbitration scheme must be employed. 

Determining Tag Response

The command initiates when a tag detects a valid preamble and reads the Token designating the  Identify command.   If a tag is currently in a �xe "timed lockout sequence"�timed lockout sequence (i.e., the �xe "TimedLockoutCounter"�TimedLockoutCounter is non-zero), no further processing of the command occurs. 

Otherwise, the tag checks for a valid �xe "TagStoredInterrId"�TagStoredInterrId.   A TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the �xe "TagControlReg"�TagControlReg is NOT set, 

the TagStoredInterrId is equal to zero, or

the TagStoredInterrId is equal to the �xe "InterrId"�InterrID received in the command's parameter list.

If the TagStoredInterrId is invalid, no further processing of the command occurs. 

The tag then checks to ensure that the IDENTIFY_LOCKOUT bit of the �xe "TagControlReg"�TagControlReg (is not set.  If this bit is set, processing terminates.  

�xe "CLR_IDENTIFY_LOCKOUT bit"�CLR_IDENTIFY_LOCKOUT bit and/or the �xe "SELECT_RANDOM_VALUE"�SELECT_RANDOM_VALUE bit in the �xe "SubCmnd"�SubCmnd may be used to allow for variations in the Identify command. The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit in the �xe "TagControlReg"�TagControlReg is used to prevent a tag from responding to an Identify command. If the �xe "CLR_IDENTIFY_LOCKOUT bit"�CLR_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd, the �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit is cleared before the check to determine if the tag is locked out. 

A �xe "RandomValueId"�RandomValueId, stored on a tag, is used along with an arbitration mask (�xe "ArbitrationMask"�ArbitrationMask) and an arbitration value (�xe "ArbitrationValue"�ArbitrationValue) to determine if a tag responds to an �xe "Identify"�Identify command. If the �xe "SELECT_RANDOM_VALUE"�SELECT_RANDOM_VALUE bit is set in the SubCmnd, a new �xe "RandomValueId"�RandomValueId is generated before the bit-wise AND is initiated.

The �xe "ArbitrationMask"�ArbitrationMask is bit-wise AND’ed with both the �xe "ArbitrationValue"�ArbitrationValue and the tag’s RandomValueId.  If the two masked values are equal, the tag will reply.  All tags that satisfy the criteria 

	�xe "Tag Arbitration:Identify function"�((�xe "ArbitrationMask"�ArbitrationMask & �xe "ArbitrationValue"�ArbitrationValue) == (ArbitrationMask & �xe "RandomValueId"�RandomValueId))

where "&" is a bit-wise AND, and "==" is the equality sign--will respond.

An interrogator will receive one, zero or multiple replies to an Identify command.  If a single tag responds, then the �xe "interrogator"�interrogator should receive a valid single reply.  If no tags reply, the �xe "interrogator"�interrogator will receive no replies.  In the event of multiple tag replies, the interrogator should detect a collision.  In the event of a collision, the application software may employ a default or custom arbitration algorithm.  Arbitration is discussed in Section � REF _Ref442623440 \r �Medium Access Control�.  

In addition to the �xe "RandomValueId"�RandomValueId sorting, the �xe "Secondary Sort"�secondary sort algorithm can be used if the �xe "SECONDARY_SORT_ENABLE"�SECONDARY_SORT_ENABLE bit is previously set in the TagControlReg. To use this algorithm, the �xe "SecondarySortValue"�SecondarySortValue and �xe "SecondarySortMask"�SecondarySortMask must be initialized before using this command. The LswTagId value is used for secondary sorting.  The use of the secondary sort is selectively enabled for each Identify command by setting or clearing the �xe "USE_SECONDARY_SORT"�USE_SECONDARY_SORT bit in the SubCmnd before calling the function. When this bit is set, the secondary sort algorithm is used in addition to the RandomValueId. The �xe "INVERT_RANGE_TEST"�INVERT_RANGE_TEST bit in the SubCmnd does not affect the secondary sort algorithm. 

Identify Function Packet Structures

The Identify command packet is configured as follows: 

Command Header Field�ArbitrationMask�ArbitrationValue�SecondarySort Mask�SecondarySort Value�MsgCRC��

The Identify reply packet is configured as follows:   

Reply Header

Field�TagControlReg�RandomValueId�FeatureRevision�MsgCRC��Command and Reply Parameter Fields

Identify Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��ArbitrationMask�2�Mask used for multiple �xe "Tag Arbitration"�tag arbitration��ArbitrationValue�2�Value used for multiple �xe "Tag Arbitration"�tag arbitration��SecondarySortMask�2�Mask used for multiple tag secondary sorting��SecondarySortValue�2�Value used for multiple tag secondary sorting��

Identify Reply Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagControlReg�4�Tag's control register value��RandomValueId�2�Tag's RandomValueId  ��FeatureRevision�4�Tag's revision information��

Command and Reply Packet Lengths

Identify command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�8��MsgCRC�2��Total Bytes�27��

Identify reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�10��MsgCRC�2��Total Bytes�36��

Read TagMemory Function

The ReadTagMemory function reads data from the user memory of a specific tag (referenced by its TagId).  

Determining Tag Response

The following parameters must be valid for the tag to reply with the requested data.  First, the �xe "TagId"�TagId of the tag must match the �xe "TagId"�TagId of the received parameters.  Next, the tag checks for a valid �xe "TagStoredInterrId"�TagStoredInterrId. A TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the �xe "TagControlReg"�TagControlReg is NOT set, 

the TagStoredInterrId is equal to zero, or 

the TagStoredInterrId is equal to the �xe "InterrId"�InterrID received in the command's parameter list.

If either the TagId or the TagStoredInterrId is invalid, no further processing of the command occurs. 

If the command includes a valid TagId and TagStoredInterrId, the ReadTagMemory command will return the requested data from the user memory �xe "Partition"�Partition on a tag provided the following conditions are met: 	 

�xe "ByteCnt"�ByteCnt must be greater than zero, 

the �xe "Offset"�last data byte requested (Offset+�xe "ByteCnt"�ByteCnt-1) must be less than or equal to the last UserMemory location and within the requested memory partition, 

the received partition number (Partition) must be a valid partition number, and 

the �xe "AccessId"�AccessId for the requested partition must be a valid AccessId.

Up to a maximum of �xe "RwDataSize"� RwDataSize bytes may be read from a tag’s UserMemory in a packet.  The read-write data size (RwDataSize) indicates the maximum number of bytes that may be read or written during a tag transaction, and is a reply parameters of the �xe "ReadTagStatus"�ReadTagStatus function. 

The �xe "INVALID_ADDRESS"�INVALID_ADDRESS bit is set in the �xe "TagStatusReg"�TagStatusReg if:

the Offset + �xe "ByteCnt"�ByteCnt - 1 bytes of data exceeds the limits of Partition, 

the �xe "ByteCnt"�ByteCnt is equal to zero, or	 

the received partition number is invalid. 

If the INVALID_ADDRESS bit is set, the data buffer is not updated.

If the �xe "msb"�most significant bit of the �xe "AccessId"�AccessId for the selected partition is zero, a valid �xe "AccessId"�AccessId is not needed. If the bit is a one, the current �xe "AccessId"�AccessId for the partition must be sent to read a partition's memory. The �xe "INVALID_ACCESSID"�INVALID_ACCESSID bit is set in the �xe "TagStatusReg"�TagStatusReg if the received �xe "AccessId"�AccessId is not valid. If the �xe "INVALID_ACCESSID"�INVALID_ACCESSID bit is set, only the reply header is returned.

The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit of the TagControlReg is set if both: 

the �xe "SET_IDENTIFY_LOCKOUT"�SET_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd of the received command, and

the tag sends a reply to the interrogator.

ReadTagMemory Function Packet Structures

The ReadTagMemory command packet is configured as follows: 

Command Header Field�TagId�Partition�AccessId�Offset�ByteCnt�MsgCRC��

The ReadTagMemory reply packet is configured as follows: 

Reply Header

Field�Application Data from Tag Memory�MsgCRC��Command and Reply Parameter Fields

ReadTagMemory Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagId�10�TagId of tag to execute command��Partition�1�Memory partition to read.

��AccessId�4�Valid password for Partition��Offset�4�Offset within Partition where data is to be read. ��ByteCnt�2�Number of bytes to read.  Must be greater than zero and less than or equal to the tag data buffer, provided by RwDataSize  reply parameter in the ReadTagStatus function reply.  ��

ReadTagMemory Reply Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��Application Data�ByteCnt �Application data read from the requested tag partition, at the location specified by Partition and Offset.��Command and Reply Packet Lengths

ReadTagMemory command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�21��MsgCRC�2��Total Bytes�40��

ReadTagMemory reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�ByteCnt��MsgCRC�2��Total Bytes�26 + ByteCnt��

WriteTagMemory Function

The WriteTagMemory function is a data transfer function used to write data to the user memory of a specific tag (referenced by TagId).  

Determining Tag Response

Certain conditions must be met before a tag will respond to this command.  First, the TagId of the tag must match the TagId of the received parameters. Next, the command checks for a valid �xe "TagStoredInterrId"�TagStoredInterrId.  A TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the �xe "TagControlReg"�TagControlReg  is NOT set, 

the �xe "TagStoredInterrId"�TagStoredInterrId is equal to zero, or 

the TagStoredInterrId is equal to the �xe "InterrId"�InterrID received in the command's parameter list.

If the �xe "TagId"�TagId or the TagStoredInterrId is invalid, no further processing of the command occurs. 

Up to a maximum of �xe "RwDataSize"� RwDataSize bytes may be read from a tag’s UserMemory in a packet.  The read-write data size (RwDataSize) indicates the maximum number of bytes that may be read or written during a tag transaction, and is a reply parameters of the �xe "ReadTagStatus"�ReadTagStatus function. 

If the �xe "ByteCnt"�ByteCnt in the command's parameter list is equal to zero, the �xe "INVALID_ADDRESS"�INVALID_ADDRESS bit in the �xe "TagStatusReg"�TagStatusReg is set. If the �xe "MEMORY_WR_PROTECT"�MEMORY_WR_PROTECT bit in the TagControlReg is set, the �xe "PROTECTED_ADDRESS"�PROTECTED_ADDRESS bit in the �xe "TagStatusReg"�TagStatusReg is set, and a reply is sent to the �xe "interrogator"�interrogator. 

Otherwise, a check is made for a valid �xe "AccessId"�AccessId for the �xe "Partition"�partition being written. An �xe "AccessId"�AccessId is valid if one of the following conditions is true:

the �xe "AccessId"�AccessId stored on the tag for the partition is equal to zero, or 

the �xe "AccessId"�AccessId on the tag for the partition equals the AccessId in the command's parameter list.

If the �xe "AccessId"�AccessId is not valid, the �xe "INVALID_ACCESSID"�INVALID_ACCESSID bit in the �xe "TagStatusReg"�TagStatusReg is set, and a reply returned. 

A check is made to ensure that the Partition boundaries are not violated.  If the write boundaries are invalid, the INVALID_ADDRESS bit in the TagStatusReg is set, and a reply is sent to the �xe "interrogator"�interrogator.  Otherwise, the requested amount of data (�xe "ByteCnt"�ByteCnt) is written to the tag's user memory starting at the �xe "Offset"�offset into the partition (Offset). If an invalid amount of data is sent, the �xe "CRC"�CRC check will probably fail. 

The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT  bit of TagControlReg is set if both:

the �xe "SET_IDENTIFY_LOCKOUT"�SET_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd, and

the tag sends a reply to the interrogator.

WriteTagMemory Function Packet Structures

The WriteTagMemory command packet is configured as follows: 

Command Header Field�TagId�Partition�AccessId�Offset�ByteCnt�Application Data to write to tag memory�MsgCRC��

The WriteTagMemory reply packet is configured as follows: 

Reply Header

Field�MsgCRC��

Command and Reply Parameter Fields

WriteTagMemory Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagId�10�TagId of tag to execute command��Partition�1�Memory partition to write information.

��AccessId�4�Valid password for Partition��Offset�4�Offset to store data within Partition. ��ByteCnt�2�Number of bytes to write.  Must be greater than zero and equal to or less than the tag's data buffer (this value is the  RwDataSize parameter of the ReadTagStatus function reply).  ��Application Data�ByteCnt�Application data to be written to Partition, at the location specified by Partition and Offset.  ��

WriteTagMemory Reply Parameter Fields: 

Parameter�Bytes�Description��none. �0�N/A��Command and Reply Packet Lengths

WriteTagMemory command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�21 + ByteCnt��MsgCRC�2��Total Bytes�40 + ByteCnt��

WriteTagMemory reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�0��MsgCRC�2��Total Bytes�26��ReadTagStatus Function

The �xe "ReadTagStatus"�ReadTagStatus function returns information about a tag.  

Determining Tag Response

The ReadTagStatus function returns information about a tag if the tag’s �xe "TagId"�TagId matches the TagId of the received parameters. If the TagId is invalid, no further processing of the command occurs. If the received �xe "Partition"�Partition is 0 and the received �xe "AccessId"�AccessId is valid, the �xe "TagStoredInterrId"�TagStoredInterrId reply parameter is updated and the �xe "VALID_TAG_STORED_INTERRID"�VALID_TAG_STORED_INTERRID bit (bit 0) is set in the �xe "InfoValid"�InfoValid reply parameter. Further, if the received Partition is a valid partition, the partition specific information is updated and the �xe "VALID_PARTITION_INFO"�VALID_PARTITION_INFO bit (bit 1) is set in the InfoValid reply parameter.

The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit of TagControlReg is set if both:

the �xe "SET_IDENTIFY_LOCKOUT"�SET_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd,  and 

the tag sends a reply to the interrogator.

ReadTagStatus Function Packet Structures

The ReadTagStatus command packet is configured as follows: 

Command Header Field�TagId�Partition�AccessId�MsgCRC��

The ReadTagStatus reply packet is configured as follows:   

Reply Header

Field�TagControlReg�RandomValueId�FeatureRevision�...��������UserMemoryType1�UserMemorySize1�UserMemoryType2�UserMemorySize2�RwDataSize��������NumOfPartitions�Partition�PartitionMemoryType�StartAddress�StopAddress��������PermissionMask�PermissionSetMask�PermissionClrMask�Rsrvd�TagStoredInterrId�����InfoValid�MsgCRC��

Command and Reply Parameter Fields

ReadTagStatus Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagId�10�TagId of tag to execute command��Partition�1�Memory partition requesting information.

��AccessId�4�Valid password for Partition��ReadTagStatus Reply Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagControlReg�4�Tag's control register��RandomValueId�2�Tag's RandomValueId (used for the �xe "Identify"�Identify and �xe "WriteTagRegsRandIdRange"�WriteTagRegsRandIdRange commands)��FeatureRevision�4�Tag's revision information��UserMemoryType1�1�Primary user memory type��UserMemorySize1�4�Primary memory size��UserMemoryType2�1�Secondary user memory type��UserMemorySize2�4�Secondary memory size��RwDataSize�2�Maximum number of bytes a tag can buffer during a �xe "ReadTagMemory"�ReadTagMemory, WriteTagMemory, �xe "ReadDigitalPort"�ReadDigitalPort, or �xe "WriteDigitalPort"�WriteDigitalPort functions.   This value may vary for different tag types.  ��NumOfPartitions�1�Number of memory partitions available in user memory. (Different tag families could have different values.)��Partition�1�Memory partition requesting information��PartitionMemoryType�1�Type of memory used for Partition��StartAddress�4�Absolute start location in user memory for �xe "Partition"�Partition ��StopAddress�4�Absolute end location in user memory for �xe "Partition"�Partition ��PermissionMask�4�Assigned PermissionMask for �xe "Partition"�Partition ��PermissionSetMask�4�Partition's hard-coded PermissionSetMask��PermissionClrMask	�4�Partition's hard-coded �xe "PermissionClrMask"�PermissionClrMask��Reserved �6�Reserved��TagStoredInterrId�4�Returns the InterrID stored on a tag if the Partition is partition 0 and the �xe "AccessId"�AccessId is a valid partition 0 �xe "AccessId"�AccessId. ��InfoValid�1�InfoValid Bit Definitions:

Bit 0 �xe "VALID_TAG_STORED_INTERRID"�VALID_TAG_STORED_INTERRID

Bit 1 �xe "VALID_PARTITION_INFO"�VALID_PARTITION_INFO 	

Bits 2-7 �xe "Reserved:ReadTagStatus"�Reserved��

Command and Reply Packet Lengths

ReadTagStatus command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�15��MsgCRC�2��Total Bytes�34��

ReadTagStatus reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�56��MsgCRC�2��Total Bytes�82��

WriteTagRegs Function

The �xe "WriteTagRegs"�WriteTagRegs function updates the following tag �xe "registers"�registers: �xe "TagControlReg"�TagControlReg, �xe "LswTagId"�LswTagId, �xe "TagStoredInterrId"�TagStoredInterrId, �xe "TimedLockoutCounter"�TimedLockoutCounter, and �xe "DormantCounter:WriteTagRegs"�DormantCounter.

Determining Tag Response

Upon receiving this command, a tag first checks for a matching �xe "TagId"�TagId.  Next, the command checks for a valid TagStoredInterrId. A TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the �xe "TagControlReg"�TagControlReg is NOT set, 

the TagStoredInterrId is equal to zero, or 

the TagStoredInterrId is equal to the received �xe "InterrId"�InterrID.

If the TagId or the TagStoredInterrId is invalid, no further processing of the command occurs. 

If the received �xe "Partition"�Partition is valid, the command checks for a valid �xe "AccessId"�AccessId.   An �xe "AccessId"�AccessId is valid if the �xe "AccessId"�AccessId for the received �xe "Partition"�Partition is zero, or the AccessId matches the received AccessId. If the �xe "AccessId"�AccessId is not valid, the �xe "INVALID_ACCESSID"�INVALID_ACCESSID bit is set in the �xe "TagStatusReg"�TagStatusReg and no further processing of the command occurs.

If the tag’s two �xe "KILL_TAG"�KILL_TAG_x bits (TagControlReg) were previously set (the tag has been disabled), the tag must be enabled (by clearing at least one of the �xe "KILL_TAG"�KILL_TAG_x bits in the TagControlReg) before the other bits (or registers) can be updated.  This method allows a tag to be revived to its former state. If the Partition has permission to update the KILL_TAG_x bits and at least one of the KILL_TAG_x bits is cleared, �xe "WriteTagRegs"�WriteTagRegs command processing continues. Otherwise, no further processing of the command occurs. 

While the bits of the TagControlReg can be updated individually, the other �xe "registers"�registers must be completely written. Each bit of the �xe "UpdateFlag"�UpdateFlag parameter determines which �xe "registers"�registers or bits of the TagControlReg are actually updated. If the bit is a one, the corresponding register is updated. The �xe "PermissionMask"�PermissionMask for the Partition must also have the appropriate bits set before the corresponding registers can be updated. 

A corresponding bit in the �xe "UpdateStatus"�UpdateStatus reply parameter is set if an attempt is made to write a register or bit without proper privileges. Bit and register update privileges are granted by selecting the appropriate bits in the �xe "PermissionMask"�PermissionMask for each �xe "AccessId"�AccessId. Permission masks are updated when assigning memory �xe "Partition"�partition information.  If these conditions are satisfied, the �xe "registers"�registers are updated and a reply is transmitted. 

The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit of TagControlReg is set if both:

the �xe "SET_IDENTIFY_LOCKOUT"�SET_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd, and 

the tag sends a reply to the interrogator.

WriteTagRegs Function Packet Structures

The WriteTagRegs command packet is configured as follows: 

Command Header Field�TagId�Partition�AccessId�UpdateFlag���������TagControlReg�LswTagId�TagStoredInterrId�TimedLockoutCounter���������DormantCounter�MsgCRC����

The WriteTagRegs reply packet is configured as follows:   

Reply Header

Field�TagControlReg�UpdateStatus�PermissionMask�PermissionSetMask���������PermissionClrMask�MsgCRC��Command and Reply Parameters

WriteTagRegs Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagId�10�Tag identification number��Partition�1�Partition requesting the register updates��AccessId�4�Valid password for Partition��UpdateFlag�4�Bit-defined parameter that indicates which �xe "registers"�registers and bits are to be updated. ��TagControlReg�4�New TagControlReg (Bits in the UpdateFlag indicate which corresponding bit in the TagControlReg is updated.)��LswTagId�2�New least significant word of the TagId .  To update a tag's LswTagId, the LSW_TAGID_WR_ENABLE bit in the tag's TagControlReg must be set and the WRITE_LSW_TAGID bit in the UpdateFlag must be set.  ��TagStoredInterrId�4�New TagStoredInterrId.  To update a tag's TagStoredInterrId  the TAG_STORED_INTERR_WR_ENABLE bit in the TagControlReg and the WRITE_TAG_STORED_INTERRID bit in the UpdateFlag must be set.  ��TimedLockoutCounter�2�New TimedLockoutCounter.  To update a tag's TimedLockoutCounter, the TIMED_LOCKOUT_COUNTER_WR_ENABLE bit in the tag's TagControlReg must be set and the WRITE_TIMED_LOCKOUT_COUNTER bit in the UpdateFlag must be set. Writing the TimedLockoutCounter prevents the tag from replying to Identify commands until the counter expires.��DormantCounter�2�New DormantCounter.  To update a tag's DormantCounter, the DORMANT_COUNTER_WR_ENABLE bit in the tag's TagControlReg must be set and the WRITE_DORMANT_COUNTER bit in the UpdateFlag must be set.   Writing the DormantCounter totally disables the tag until the counter expires.  ��

WriteTagRegs Reply Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagControlReg�4�Tag's control register ��UpdateStatus�4�If �xe "Partition"�Partition does not have permission to update a register, the corresponding bit in the UpdateStatus is set. A set bit in the UpdateStatus signifies that the update for that bit [or register] is not performed.    UpdateStatus bit definitions are identical to �xe "UpdateFlag"�UpdateFlag definitions.��PermissionMask�4�Current PermissionMask for Partition��PermissionSetMask�4�Partition's hard-coded PermissionSetMask��PermissionClrMask	�4�Partition's hard-coded �xe "PermissionClrMask"�PermissionClrMask��

UpdateFlag Bit Assignments

Bit assignments for the update flag field (UpdateFlag) are as shown: 

Bit #�UpdateFlag Parameters�UpdateFlag Parameter Options��0�TAGID_WR_PROTECT�1 – TAGID_WR_PROTECT bit of TagControlReg may be updated ��1 �MEMORY_WR_PROTECT�1 – MEMORY_WR_PROTECT bit of TagControlReg may be updated��2�KILL_TAG_0�1 – KILL_TAG_0 bit of TagControlReg may be updated��3�KILL_TAG_1�1 – KILL_TAG_1 bit of TagControlReg may be updated��4�MATCH_INTERRID�1 – MATCH_INTERRID bit of TagControlReg may be updated��5�Rsrvd�Reserved��6�RCV_PREAMBLE_SELECT_0�1 – RCV_PREAMBLE_SELECT_0 bit of TagControlReg may be updated��7�RCV_PREAMBLE_SELECT_1�1 – RCV_PREAMBLE_SELECT_1 bit of TagControlReg may be updated��8�Rsrvd�Reserved��9�SECONDARY_SORT_ENABLE�1 – SECONDARY_SORT_ENABLE bit of TagControlReg may be updated��10�PARTITION_CFG_ENABLE�1 – PARTITION_CFG_ENABLE bit of TagControlReg may be updated��11�LSW_TAGID_WR_ENABLE�1 – LSW_TAGID_WR_ENABLE bit of TagControlReg may be updated��12�TAG_STORED_INTERRID_WR_�ENABLE�1 – TAG_STORED_INTERRID_WR_ENABLE bit of TagControlReg may be updated��13�TIMED_LOCKOUT_COUNTER_WR_ENABLE�1 –TIMED_LOCKOUT_COUNTER_WR _ENABLE  bit of TagControlReg may be updated��14�IDENTIFY_LOCKOUT�1 – IDENTIFY_LOCKOUT bit of TagControlReg may be updated��15-22�Rsrvd�Reserved��23�DORMANT_COUNTER_WR�_ENABLE�1 – DORMANT_COUNTER_WR _ENABLE bit of TagControlReg may be updated��24-27�Rsrvd�Reserved��28�WRITE_DORMANT _COUNTER�1 – Use DormantCounter parameter to update a tag's DormantCounter register.   ��29�WRITE_LSW_TAGID�1 – Use LswTagId parameter to update a tag's LswTagId register.   ��30�WRITE_TAG_STORED_INTERRID�1 – Use TagStoredInterrId parameter to update a tag's TagStoredInterrId register.��31�WRITE_TIMED_LOCKOUT _COUNTER�1 – Use TimedLockoutCounter parameter to update a tag's TimedLockoutCounter register.��Command and Reply Packet Lengths

WriteTagRegs command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�33��MsgCRC�2��Total Bytes�52��

WriteTagRegs reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�20��MsgCRC�2��Total Bytes�46��

WriteTagRegsRandIdRange Function

The �xe "WriteTagRegsRandIdRange"�WriteTagRegsRandIdRange function updates the following �xe "registers"�registers on a group of tags: �xe "TagControlReg"�TagControlReg, �xe "LswTagId"�LswTagId, �xe "TagStoredInterrId"�TagStoredInterrId, �xe "TimedLockoutCounter"�TimedLockoutCounter, and �xe "DormantCounter:WriteTagRegsRandIdRange"�DormantCounter.

Determining Tag Response

The group is defined using the �xe "RandomValueId"�RandomValueId, �xe "ArbitrationMask"�ArbitrationMask, and �xe "ArbitrationValue"�ArbitrationValue. All tags that satisfy the criteria

	(�xe "ArbitrationMask"�ArbitrationMask & ArbitrationValue) == (ArbitrationMask & RandomValueId)

will respond to this command.  In addition the �xe "SecondarySortMask"�SecondarySortMask and �xe "SecondarySortValue"�SecondarySortValue can be used if desired.

In the process of updating �xe "registers"�registers, the command first checks for a valid TagStoredInterrId.   A TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the TagControlReg is NOT set, 

the �xe "TagStoredInterrId"�TagStoredInterrId is equal to zero, or 

the TagStoredInterrId is equal to the �xe "InterrId"�InterrId received in the command's parameter list.

Next, the command checks for a valid �xe "Partition"�Partition and �xe "AccessId"�AccessId for the received Partition. A partition number is valid if it exists on the tag. The received �xe "AccessId"�AccessId is valid if the AccessId for the partition is zero, or it matches the AccessId on the tag (for the received Partition).

Next, the command checks for a good �xe "RandomValueId"�RandomValueId. The �xe "ArbitrationMask"�ArbitrationMask is bit-wise AND’ed with both the �xe "ArbitrationValue"�ArbitrationValue and the tag’s RandomValueId. If the two masked values are equal, the tag will continue processing the command.

In addition to the �xe "RandomValueId"�RandomValueId sorting, the �xe "Secondary Sort"�secondary sort algorithm can be used if the �xe "SECONDARY_SORT_ENABLE"�SECONDARY_SORT_ENABLE bit is previously set in the TagControlReg. To use this algorithm, the SecondarySortValue and �xe "SecondarySortMask"�SecondarySortMask must be initialized when using this function. The use of the secondary sort is selectively enabled for each command by setting or clearing the �xe "USE_SECONDARY_SORT"�USE_SECONDARY_SORT bit in the �xe "SubCmnd"�SubCmnd.  When this bit is set, the secondary sort algorithm is used in addition to the �xe "RandomValueId"�RandomValueId. The �xe "INVERT_RANGE_TEST"�INVERT_RANGE_TEST bit in the �xe "SubCmnd"�SubCmnd does not affect the �xe "Secondary Sort"�secondary sort algorithm. If the received �xe "TagStoredInterrId"�TagStoredInterrId, �xe "ArbitrationMask"�ArbitrationMask, �xe "SecondarySortMask"�SecondarySortMask, �xe "Partition"�Partition, or �xe "AccessId"�AccessId is invalid, no further processing of the command occurs. 

While the individual bits of the TagControlReg can be updated separately, the other �xe "registers"�registers must be completely written. Each bit of the �xe "UpdateFlag"�UpdateFlag parameter determines which registers (or bits of the TagControlReg) are actually updated. If the bit is a one, the corresponding register is updated. The �xe "PermissionMask"�PermissionMask   for the partitions must also have the appropriate bits set so that the corresponding registers can be updated.  The �xe "KILL_TAG_x"�KILL_TAG_x bits (TagControlReg) may only be modified by the �xe "WriteTagRegs"�WriteTagRegs command.

Bit and register update privileges are granted by selecting the appropriate bits in the PermissionMask for each Partition. Permission masks are updated when assigning memory �xe "Partition"�partition information.  If these conditions are satisfied, the registers are updated. The command does not return a reply.

WriteTagRegsRandIdRange Function Packet Structures

The WriteTagRegsRandIdRange command packet is configured as follows: 

Command Header Field�ArbitrationMask�ArbitrationValue�SecondarySort Mask�SecondarySort Value��������Partition�AccessId�UpdateFlag�TagControlReg�LswTagId���������TagStoredInterrId�TimedLockoutCounter�DormantCounter�MsgCRC��

The WriteTagRegsRandIdRange function has no reply packet.

Command and Reply Parameter Fields

WriteTagRegsRandIdRange Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��ArbitrationMask�2�Mask used for multiple �xe "Tag Arbitration"�tag arbitration��ArbitrationValue�2�Value used for multiple �xe "Tag Arbitration"�tag arbitration��SecondarySortMask�2�Mask used for multiple tag secondary sorting��SecondarySortValue�2�Value used for multiple tag secondary sorting��Partition�1�Partition requesting register updates��AccessId�4�Valid password for Partition��UpdateFlag�4�Bit-defined parameter that indicates which �xe "registers"�registers and bits are to be updated.  ��TagControlReg�4�New TagControlReg (Bits in the UpdateFlag indicate which corresponding bit in the TagControlReg is updated.)��LswTagId�2�New least significant word of the TagId .  To update a tag's LswTagId, the LSW_TAGID_WR_ENABLE bit in the tag's TagControlReg must be set and the WRITE_LSW_TAGID bit in the UpdateFlag must be set.  ��TagStoredInterrId�4�New TagStoredInterrId.  To update a tag's TagStoredInterrId  the TAG_STORED_INTERR_WR_ENABLE bit in the TagControlReg and the WRITE_TAG_STORED_INTERRID bit in the UpdateFlag must be set.  ��TimedLockoutCounter�2�New TimedLockoutCounter.  To update a tag's TimedLockoutCounter, the TIMED_LOCKOUT_COUNTER_WR_ENABLE bit in the tag's TagControlReg must be set and the WRITE_TIMED_LOCKOUT_COUNTER bit in the UpdateFlag must be set. Writing the TimedLockoutCounter prevents the tag from replying to Identify commands until the counter expires.��DormantCounter�2�New DormantCounter.  To update a tag's DormantCounter, the DORMANT_COUNTER_WR_ENABLE bit in the tag's TagControlReg must be set and the WRITE_DORMANT_COUNTER bit in the UpdateFlag must be set.   Writing the DormantCounter totally disables the tag until the counter expires.  ��

The WriteTagRegsRandIdRange function has no reply packet.

Command and Reply Packet Lengths

WriteTagRegsRandIdRange command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�31��MsgCRC�2��Total Bytes�50��The WriteTagRegsRandIdRange function has no reply packet.

WriteTagRegsTagIdRange Function

The �xe "WriteTagRegsRandIdRange"�WriteTagRegsTagIdRange function updates the following �xe "registers"�registers on a group of tags: �xe "TagControlReg"�TagControlReg, �xe "LswTagId"�LswTagId, TagStoredInterrId, �xe "TimedLockoutCounter"�TimedLockoutCounter, and �xe "DormantCounter:WriteTagRegsRandIdRange"�DormantCounter.

Determining Tag Response

The group is defined using the �xe "TagId"�TagId (of each tag) and the received TagIdMask, TagIdLowerLimit, and TagIdUpperLimit.  A tag will respond if the

	TagIdLowerLimit <= (TagId & TagIdMask) <= TagIdUpperLimit,

where "&" is a bit-wise logical AND function and TagId is the tag ID on the tag.

First, the command checks for a valid TagStoredInterrId. A TagStoredInterrId is valid if one of the following conditions is true: 

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the TagControlReg is NOT set, 

the TagStoredInterrId is equal to zero, or 

the TagStoredInterrId is equal to the �xe "InterrId"�InterrId received in the command's parameter list.

Next, the command checks for a valid �xe "Partition"�Partition and �xe "AccessId"�AccessId for the received Partition.  A partition number is valid if it exists on the tag. The received �xe "AccessId"�AccessId is valid if the AccessId for the partition is zero or it matches the AccessId on the tag (for the received Partition). If the received �xe "TagStoredInterrId"�TagStoredInterrId, Partition, or the �xe "AccessId"�AccessId are invalid, no further processing of the command occurs. 

While the individual bits of the TagControlReg can be updated separately, the other �xe "registers"�registers must be completely written. Each bit of the �xe "UpdateFlag"�UpdateFlag parameter determines which registers (or bits of the TagControlReg) are actually updated. If the bit is a one, the corresponding register is updated. The PermissionMask  for the �xe "AccessId"�AccessId must also have the appropriate bits set so the corresponding registers can be updated. Only the WriteTagRegs function can update the �xe "KILL_TAG_x"�KILL_TAG_x bits.

Bit and register update privileges are granted by selecting the appropriate bits in the PermissionMask for each �xe "AccessId"�AccessId. Permission masks are updated when assigning memory partition information. If these conditions are satisfied, the �xe "registers"�registers are updated.  

The tag does not return a reply.

WriteTagRegsTagIdRange Function Packet Structures

The WriteTagRegsTagIdRange command packet is configured as follows: 

Command Header Field�TagIdMask�TagIdLowerLimit�TagIdUpperLimit���������Partition�AccessId�UpdateFlag�TagControlReg�LswTagId���������TagStorredInterrId�TimedLockoutCounter�DormantCounter�MsgCRC��

The WriteTagRegsTagIdRange function has no reply packet.

Command and Reply Parameter Fields

WriteTagRegsTagIdRange Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagIdMask�10�Bit-wise AND mask for TagIds of tags in field of view  ��TagIdLowerLimit�10�TagId lower limit��TagIdUpperLimit�10�TagId upper limit��Partition�1�Partition requesting register updates��AccessId�4�Valid password for Partition��UpdateFlag�4�Field which controls which �xe "registers"�registers are updated. ��TagControlReg�4�New TagControlReg (Bits in the UpdateFlag indicate which corresponding bit in the TagControlReg is updated.)��LswTagId�2�New least significant word of the TagId .  To update a tag's LswTagId, the LSW_TAGID_WR_ENABLE bit in the tag's TagControlReg must be set and the WRITE_LSW_TAGID bit in the UpdateFlag must be set.  ��TagStoredInterrId�4�New TagStoredInterrId.  To update a tag's TagStoredInterrId  the TAG_STORED_INTERR_WR_ENABLE bit in the TagControlReg and the WRITE_TAG_STORED_INTERRID bit in the UpdateFlag must be set.  ��TimedLockoutCounter�2�New TimedLockoutCounter.  To update a tag's TimedLockoutCounter, the TIMED_LOCKOUT_COUNTER_WR_ENABLE bit in the tag's TagControlReg must be set and the WRITE_TIMED_LOCKOUT_COUNTER bit in the UpdateFlag must be set. Writing the TimedLockoutCounter prevents the tag from replying to Identify commands until the counter expires.��DormantCounter�2�New DormantCounter.  To update a tag's DormantCounter, the DORMANT_COUNTER_WR_ENABLE bit in the tag's TagControlReg must be set and the WRITE_DORMANT_COUNTER bit in the UpdateFlag must be set.   Writing the DormantCounter totally disables the tag until the counter expires.  ��

The WriteTagRegsTagIdRange function has no reply packet.

Command and Reply Packet Lengths

WriteTagRegsTagIdRange command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�53��MsgCRC�2��Total Bytes�72��

The WriteTagRegsTagIdRange function has no reply packet.

�SetMemoryPartition Function

The �xe "SetMemoryPartition"�SetMemoryPartition function defines a block of user memory for a memory partition.  Once initialized, a �xe "Partition"�partition may be used to store data using the WriteTagMemory function.  Data can be read from the partition using the �xe "ReadTagMemory"�ReadTagMemory function.   Partitions may overlap.  The data link layer provides access to up to 256 partitions on a tag, although a specific tag may contain fewer partitions, and may not support 256 partitions.  The number of partitions on a tag can be determined using the �xe "ReadTagStatus"�ReadTagStatus function.  A new �xe "AccessId"�AccessId for the partition is sent with the command.

Determining Tag Response 

Certain information must be valid before the partition information is updated. First, the �xe "TagId"�TagId of the tag must match the �xe "TagId"�TagId of the received parameters.  Next, the command checks for a valid �xe "TagStoredInterrId"�TagStoredInterrId. A �xe "TagStoredInterrId"�TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the �xe "TagControlReg"�TagControlReg  is NOT set, 

the �xe "TagStoredInterrId"�TagStoredInterrId is equal to zero, or 

the �xe "TagStoredInterrId"�TagStoredInterrId is equal to the �xe "InterrId"�InterrId received in the command's parameter list.

If the TagId or the TagStoredInterrId is invalid, no further processing of the command occurs. 

A check is also made for a valid �xe "AccessId"�AccessId. An �xe "AccessId"�AccessId is valid if the �xe "AccessId"�AccessId for the Partition is zero, or the received �xe "AccessId"�AccessId matches the �xe "AccessId"�AccessId for the Partition. Otherwise, the �xe "INVALID_ACCESSID"�INVALID_ACCESSID bit is set in the �xe "TagStatusReg"�TagStatusReg, and the partition information will not be updated and a reply is sent to the interrogator.

Otherwise, a check is made to ensure that the Partition has permission to update the partition information. A partition has permission if the �xe "PARTITION_CFG_ENABLE"�PARTITION_CFG_ENABLE bit is set in its �xe "PermissionMask"�PermissionMask and the PARTITION_CFG_ENABLE bit is set in the �xe "TagControlReg"�TagControlReg.

If the received Partition does not have permission to modify memory partitions, the �xe "PROTECTED_ADDRESS"�PROTECTED_ADDRESS bit in the TagStatusReg is set and the partition information will not be updated.

The following �xe "UserMemory"�UserMemory conditions must also be met for the command to be successful:

the �xe "StartAddress"�StartAddress must be a valid UserMemory location, the �xe "StopAddress"�StopAddress must be greater than or equal to the StartAddress and must also be a valid �xe "UserMemory"�UserMemory location, and the received �xe "Partition"�partition number (�xe "UpdatePartition"�UpdatePartition) must be a valid partition.

If all of the conditions are satisfied, the tag will update the �xe "StartAddress"�StartAddress, �xe "StopAddress"�StopAddress, �xe "AccessId"�AccessId, and �xe "PermissionMask"�PermissionMask for the requested �xe "Partition"�partition (�xe "UpdatePartition"�UpdatePartition). If the StartAddress, StopAddress, or UpdatePartition results in an invalid memory location, the �xe "INVALID_ADDRESS"�INVALID_ADDRESS bit in the tag’s �xe "TagStatusReg"�TagStatusReg  is set, and no updates for that partition occur. Some bits in the �xe "PermissionMask"�PermissionMask may be altered by the partition's �xe "PermissionSetMask"�PermissionSetMask or �xe "PermissionClrMask"�PermissionClrMask.

The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit of TagControlReg is set if both:

the �xe "SET_IDENTIFY_LOCKOUT"�SET_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd, and 

the tag sends a reply to the interrogator.

SetMemoryPartition Function Packet Structures

The SetMemoryPartition command packet is configured as follows: 

Command Header Field�TagId�Partition�AccessId�UpdatePartition��������StartAddress�StopAddress�NewAccessId�PermissionMask�MsgCRC��

The SetMemoryPartition reply packet is configured as follows:   

Reply Header

Field�UpdatePartition�StartAddress�StopAddress�NewAccessId�������PermissionMask�PermissionSetMask�PermissionClrMask�MsgCRC��Command and Reply Parameter Fields

ReadTagStatus Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagId�10�TagId of tag to execute command��Partition�1�Memory partition requesting update.

��AccessId�4�Valid password for Partition��UpdatePartition�1�The partition being updated��StartAddress�4�New absolute starting address in �xe "UserMemory"�UserMemory for �xe "UpdatePartition"�UpdatePartition��StopAddress�4�New absolute end address in �xe "UserMemory"�UserMemory for �xe "UpdatePartition"�UpdatePartition��NewAccessId�4�New password for �xe "UpdatePartition"�UpdatePartition��PermissionMask�4�New PermissionMask for UpdatePartition��

SetMemoryPartition Reply Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��UpdatePartition�1�Confirmation of �xe "Partition"�partition updated ��StartAddress�4�Absolute start location in user memory for Update�xe "Partition"�Partition ��StopAddress�4�Absolute end location in user memory for Update�xe "Partition"�Partition  ��NewAccessId�4�New AccessId for Update�xe "Partition"�Partition��PermissionMask�4�Assigned PermissionMask for Update�xe "Partition"�Partition��PermissionSetMask�4�Partition's hard-coded PermissionSetMask��PermissionClrMask	�4�Partition's hard-coded �xe "PermissionClrMask"�PermissionClrMask��			

Command and Reply Packet Lengths

SetMemoryPartition command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�32��MsgCRC�2��Total Bytes�51��

SetMemoryPartition reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�25��MsgCRC�2��Total Bytes�51��

WriteAccessId Function

The �xe "WriteAccessId"�WriteAccessId function is used to update an �xe "AccessId"�AccessId for a defined memory partitions.

Determining Tag Response 

First, the �xe "TagId"�TagId of the tag must match the �xe "TagId"�TagId of the received parameters.  Next, the command checks for a valid �xe "TagStoredInterrId"�TagStoredInterrId. A TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the �xe "TagControlReg"�TagControlReg is NOT set, 

the �xe "TagStoredInterrId"�TagStoredInterrId is equal to zero, or 

the TagStoredInterrId is equal to the �xe "InterrId"�InterrId received in the command's parameter list.

If the TagId or the TagStoredInterrId is invalid, no further processing of the command occurs. 

Either a valid �xe "AccessId"�AccessId for �xe "Partition"�Partition or the partition 0 �xe "SuperUser"� �xe "AccessId"�AccessId must be sent to change a partition's �xe "AccessId"�AccessId.  A received �xe "AccessId"�AccessId is valid if an �xe "AccessId"�AccessId for a partition is zero or the received �xe "AccessId"�AccessId matches the AccessId for the received partition.  (An AccessId of zero signifies that the partition is unprotected.  Setting the most significant bit of the AccessId to zero allows the partition to be read by anyone.)   An invalid AccessId  or invalid partition sets the INVALID_ACCESSID bit in the TagStatusReg. 

The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit of TagControlReg  is set if both:

the �xe "SET_IDENTIFY_LOCKOUT"�SET_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd , and 

the �xe "RFID"�tag sends a reply to the interrogator.

WriteAccessId Function Packet Structures

The WriteAccessId command packet is configured as follows: 

Command Header Field�TagId�Partition�AccessId�NewAccessId�MsgCRC��

The WriteAccessId  reply packet is configured as follows:   

Reply Header

Field�Partition�NewAccessId�MsgCRC���

Command and Reply Parameter Fields

WriteAccessId Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagId�10�TagId of tag to execute command��Partition�1�Memory partition setting new AccessId.

��AccessId�4�Current password for Partition or AccessId for partition 0.  ��NewAccessId�4�New password for Partition��

WriteAccessId Reply Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��Partition�1�Partition with new AccessId��NewAccessId�4�Updated AccessId��

Command and Reply Packet Lengths

WriteAccessId command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�19��MsgCRC�2��Total Bytes�38��

WriteAccessId reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�5��MsgCRC�2��Total Bytes�31��

WriteTagId Function

The WriteTagId function is used to update a tag's TagId.  

Determining Tag Response

First, the �xe "TagId"�TagId of the tag must match the �xe "TagId"�TagId of the received parameters.  Next, the command checks for a valid �xe "TagStoredInterrId"�TagStoredInterrId. A TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the �xe "TagControlReg"�TagControlReg is NOT set, 

the �xe "TagStoredInterrId"�TagStoredInterrId is equal to zero, or 

the TagStoredInterrId is equal to the �xe "InterrId"�InterrId received in the command's parameter list.

If the TagId or the TagStoredInterrId is invalid, no further processing of the command occurs. 

A check is also made for a valid �xe "AccessId"�AccessId. An �xe "AccessId"�AccessId is valid for the received Partition if the �xe "AccessId"�AccessId for the Partition is zero, or the received �xe "AccessId"�AccessId matches the �xe "AccessId"�AccessId for the Partition. Otherwise, the �xe "INVALID_ACCESSID"�INVALID_ACCESSID bit is set in the �xe "TagStatusReg"�TagStatusReg, and a reply is sent to the interrogator.  

The TAGID_WR_PROTECT  bit in the TagControlReg must be cleared to change a TagId.  Otherwise, the PROTECTED_ADDRESS bit in the TagStatusReg is set, the TagId is not updated, and a reply is sent to the interrogator.   If all conditions are met, the tag is updated with a new TagId.  

The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit of the TagControlReg is set if both:

the �xe "SET_IDENTIFY_LOCKOUT"�SET_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd, and 

the tag sends a reply to the interrogator.

WriteTagId Function Packet Structures

The WriteTagId command packet is configured as follows: 

Command Header Field�TagId�Partition�AccessId�NewTagId�MsgCRC��

The WriteTagId  reply packet is configured as follows:   

Reply Header

Field�MsgCRC��

Command and Reply Parameter Fields

WriteTagId Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagId�10�Current TagId of tag to execute command��Partition�1�Memory partition requesting update.��AccessId�4�AccessId for Partition��NewTagId�10�New TagId ��

WriteTagId Reply Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��none.����

Command and Reply Packet Lengths

WriteTagId command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�25��MsgCRC�2��Total Bytes�44��

WriteTagId reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�0��MsgCRC�2��Total Bytes�26��

ReadDigitalPort Function

The �xe "ReadDigitalPort"�ReadDigitalPort function returns data from a tag’s serial port.

Determining Tag Response

The following parameters must be valid for the tag to reply with valid serial data. First, the �xe "TagId"�TagId of the tag must match the �xe "TagId"�TagId of the received parameters.  Next, the command checks for a valid �xe "TagStoredInterrId"�TagStoredInterrId. A TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the �xe "TagControlReg"�TagControlReg  is NOT set, 

the �xe "TagStoredInterrId"�TagStoredInterrId is equal to zero, or 

the TagStoredInterrId is equal to the �xe "InterrId"�InterrId received in the command's parameter list.

If the TagId or the TagStoredInterrId is invalid, no further processing of the command occurs. 

A number of bytes may be read from the digital port.  The maximum number transmitted in a single WriteDigitalPort function depends on the size of the tag buffer, which may be obtained from the RwDataSize reply parameter of the �xe "ReadTagStatus"�ReadTagStatus function.   If the received �xe "ByteCnt"�ByteCnt equals zero or is greater than �xe "RwDataSize"�RwDataSize,  the �xe "INVALID_ADDRESS"�INVALID_ADDRESS  bit in the TagStatusReg is set and a reply is sent to the interrogator, but no data is read.

The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit of the TagControlReg is set if both:

the �xe "SET_IDENTIFY_LOCKOUT"�SET_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd, and 

the tag sends a reply to the interrogator.

ReadDigitalPort Function Packet Structures

The ReadDigitalPort command packet is configured as follows: 

Command Header Field�TagId�Rsrvd�ByteCnt�MsgCRC��

The ReadDigitalPort reply packet is configured as follows:   

Reply Header

Field�ByteCnt�Application Data from Tag Digital Port�MsgCRC��

Command and Reply Parameter Fields

ReadDigitalPort Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagId�10�Tag ID of tag to execute command��Rsrvd�4�Reserved��ByteCnt�2�Number of bytes to be read.  Must be greater than zero and equal to or less than the tag data buffer (determined by  RwDataSize reply parameter of ReadTagStatus function.��

ReadDigitalPort Reply Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��ByteCnt�2�Confirmation of ByteCnt��Application Data�ByteCnt�ByteCnt  bytes of application data read ��

Command and Reply Packet Lengths

ReadDigitalPort command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�16��MsgCRC�2��Total Bytes�35��

ReadDigitalPort reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�2 + ByteCnt��MsgCRC�2��Total Bytes�28 + ByteCnt��

WriteDigitalPort Function

The �xe "ReadDigitalPort"�WriteDigitalPort function writes data to a tag’s serial port.

Determining Tag Response

First, the �xe "TagId"�TagId  of the tag must match the �xe "TagId"�TagId of the received parameters.  Next, the command checks for a valid �xe "TagStoredInterrId"�TagStoredInterrId.   A TagStoredInterrId is valid if one of the following conditions is true:

the �xe "MATCH_INTERRID"�MATCH_INTERRID bit in the �xe "TagControlReg"�TagControlReg is NOT set, 

the �xe "TagStoredInterrId"�TagStoredInterrId is equal to zero, or 

the TagStoredInterrId is equal to the �xe "InterrId"�InterrId received in the command's parameter list.

If the TagId or the TagStoredInterrId is invalid, no further processing of the command occurs. 

A number of bytes may be  written to the digital port.  The maximum number of bytes transmitted in a single WriteDigitalPort function depends on the size of the tag buffer, which may be obtained from the RwDataSize reply parameter of the �xe "ReadTagStatus"�ReadTagStatus function.

The �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit of the TagControlReg is set if both:

the �xe "SET_IDENTIFY_LOCKOUT"�SET_IDENTIFY_LOCKOUT bit is set in the �xe "SubCmnd"�SubCmnd, and 

the tag sends a reply to the interrogator.

WriteDigitalPort Function Packet Structures

The WriteDigitalPort command packet is configured as follows: 

Command Header Field�TagId�Rsrvd�ByteCnt�Application Data for Tag Digital Port�MsgCRC��

The WriteDigitalPort reply packet is configured as follows:   

Reply Header

Field�MsgCRC��

Command and Reply Parameter Fields

WriteDigitalPort Command Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��TagId�10�Tag ID of tag to execute command��Rsrvd�4�Reserved��ByteCnt�2�Number of bytes to be written.  Must be greater than zero and equal to or less than the tag data buffer (determined by  RwDataSize reply parameter of ReadTagStatus function.��Application Data�ByteCnt�ByteCnt  bytes of application data to write. ��

WriteDigitalPort Reply Parameter Fields: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes�Description��none.  ����

Command and Reply Packet Lengths

WriteDigitalPort command packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Command Header�17��Parameter Fields�16 + ByteCnt��MsgCRC�2��Total Bytes�35 + ByteCnt��

WriteDigitalPort reply packet: �xe "Tag-specific functions:WriteTagRegs"�

Parameter�Bytes��Reply Header�24��Parameter Fields�0��MsgCRC�2��Total Bytes�26��

�Medium Access Control

Access to the communications medium is controlled on a contention basis for tag replies.  This implementation uses search algorithms using random numbers to determine channel access.  The specific algorithm used is programmable.  

The arbitration of more than one tag per interrogator is accomplished by using the �xe "ArbitrationValue"�ArbitrationValue and the �xe "ArbitrationMask"�ArbitrationMask during an �xe "Identify"�Identify command. Contained within each tag is a random value ID (�xe "RandomValueId"�RandomValueId) and an arbitration lockout (�xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT) bit in TagControlReg. A new RandomValueId can be selected by sending an appropriate Identify command with the �xe "SELECT_RANDOM_VALUE"�SELECT_RANDOM_VALUE bit set in the �xe "SubCmnd"�SubCmnd.

The following examples use a 1-byte �xe "ArbitrationValue"�ArbitrationValue for simplicity. If an interrogator transmits an �xe "Identify"�Identify command with its �xe "ArbitrationMask"�ArbitrationMask set to 0000 0000 (binary), all tags in the receiving �xe "range"�range will respond. If there is only one tag, communications may proceed between the interrogator and tag. If multiple tags respond, the interrogator will detect a collision and will start the �xe "arbitration:sequence"�arbitration sequence. To start the arbitration sequence among multiple tags, the interrogator instructs the tags to clear their �xe "IDENTIFY_LOCKOUT"�IDENTIFY_LOCKOUT bit and (possibly) randomize again their RandomValueIds. The �xe "ArbitrationValue"�ArbitrationValue 0000 0000 and �xe "ArbitrationMask"�ArbitrationMask 0000 0001 are then transmitted to all tags in range. The tags perform a logical AND (masking) of the ArbitrationMask and the RandomValueId. If the result matches the �xe "ArbitrationValue"�ArbitrationValue sent by the interrogator, the tag(s) will reply to the �xe "Identify"�Identify command. If not, the interrogator will increment the ArbitrationValue to 0000 0001 and try again.

The interrogator then checks each of the possible binary numbers (0000 0000 and 0000 0001 in this case) in the expanded mask (0000 0001) for a tag response. If a single tag responds to one of these values, the interrogator will reply by commanding it to set its lockout bit (various commands will accomplish this). If any collisions are detected at this mask level, the mask would be widened again by one bit, and so on, through the 8-bit wide mask (256 numbers). If no collisions are detected for a particular �xe "ArbitrationValue"�ArbitrationValue and �xe "ArbitrationMask"�ArbitrationMask combination, the �xe "TagId"�TagId returned in the reply is used for direct communication with that particular tag. 

During the �xe "arbitration:sequence"�arbitration sequence, with up to approximately 100 tags, the mask will eventually grow large enough such that all tags can respond without collision. After the mask widens to four or five bits, more tags have unique random numbers and single tag replies are received, setting their lockout bits and dropping out of this �xe "arbitration:sequence"�arbitration sequence. Thus, with each expansion of the �xe "ArbitrationMask"�ArbitrationMask, there are fewer and fewer tags left to �xe "Identify"�Identify. 

With a large number of tags in �xe "range"�range, it is possible that several tags will choose the same value for their �xe "RandomValueId"�RandomValueId. In this case, the complete mask is used and collisions will still occur, and the remaining tags is instructed to select a new RandomValueId.

If an application dictates, for example, that 100 tags will usually be present in range of the interrogator, it would be advantageous to start with the �xe "ArbitrationMask"�ArbitrationMask set to 8 bits wide (0x00FF) and use all possible ArbitrationValues (0x0000 through 0x00FF) instead of starting with the �xe "ArbitrationMask"�ArbitrationMask set to 0x0000, followed by 0x0001, 0x0003, and so on. 

�Tag Registers, Timers, and Required Memory Data Fields

The following registers, timers, data fields on the tag and similar services must be provided by the tag hardware to provide with the functionality provided by systems compliant to this implementation: 

Tag Identification Number (TagId)

TagId is a 10 byte identification number assigned to a tag.  

Random Value Identification Number (RandomValueId)

RandomValueId is a 2 byte temporary identification number of a tag used for arbitration (and tag identification in the case of the WriteTagRegsRandIdRange command).  

Interrogator Identification Number Stored on Tag (TagStoredInterrId)

TagStoredInterrId is a 4 byte register used to store an interrogator ID number on a tag.  It may be used to restrict access to a specific InterrId.  

Tag Control Register (TagControlReg)

TagControlReg is a 4 byte register used to provide fine control of tag operation and functionality. TagControlReg may be used to write-protect memory contents, restrict tag access, set a wakeup interval, allow optional tag sort features to be used, prevent a tag from replying, kill a tag, and control other features.  

TagControlReg Bit Assignments 

Bit assignments for the tag control register (TagControlReg) are as shown: 

Bit #�TagControlReg Parameters�TagControlReg Parameter Options��0�TAGID_WR_PROTECT�0 – Tag is not write protected 

1 – Tag is write protected  

Note: to fully write protect the TagId,  TAGID_WR_PROTECT must be set and LSW_TAGID_WR_ENABLE (bit 11) cleared.  ��1 �MEMORY_WR_PROTECT�0 – User Memory is not write protected 

1 – User Memory is write protected  ��2-3�KILL_TAG_0 

KILL_TAG_1�00 – Tag is not killed 

01 – Tag is not killed 

10 – Tag is not killed 

11 – Tag is killed 

When a tag is killed, the tag's processing and reply capabilities are disabled, and a tag will only respond to a WriteTagRegs command..  The tag  may be re-enabled by clearing one or both bits. ��4�MATCH_INTERRID�0 – Tag will respond even if TagStoredInterrId is not equal to the received InterrId.

1 – Received InterrId  must be equal to TagStoredInterrId, or TagStoredInterrId must be zero for the tag to respond.  

Note:  the tag will reply to a ReadTagStatus command from partition 0 even if this bit is set��5�Rsrvd�Reserved��6-7�RCV_PREAMBLE_SELECT_0 

RCV_PREAMBLE_SELECT_1�bit7-bit6  definitions: 

00 – 0.5 ms wake-up period selected

01 – 4 ms wake-up period selected  

10 – 16 ms wake-up period selected

11 – 256 ms wake-up period selected��8�Rsrvd�Reserved��9�SECONDARY_SORT_ENABLE�0 – Do not allow secondary sorts

1 – Allow secondary sorts��10�PARTITION_CFG_ENABLE�0 – Do not allow partition configuration information to be updated

1 – Allow partition configuration information to be updated��11�LSW_TAGID_WR_ENABLE�0 – Least significant word of TagId (LswTagId) may be updated

1 – LswTagId may be updated if corresponding bit in the partition's PermissionMask is set. 

Note: TAGID_WRITE_PROTECT (bit 0) does not affect operation of LswTagId updates.��12�TAG_STORED_INTERRID_WR_ENABLE�0 – TagStoredInterrId may not be updated. 

1 – TagStoredInterrId may be updated if corresponding bit in the partition's PermissionMask is set.��13�TIMED_LOCKOUT_COUNTER_WR_ENABLE�0 – TimedLockoutCounter may not be updated. 

1 – TimedLockoutCounter may be updated if corresponding bit in the partition's PermissionMask is set.��14�IDENTIFY_LOCKOUT�0 – Tag may respond to an Identify command

1 – Tag may not respond to an Identify command��15-22�Rsrvd�Reserved��23�DORMANT_COUNTER_WR _ENABLE�0 – DormantCounter may not be updated. 

1 – DormantCounter updated if corresponding bit in the partition's PermissionMask is set.��24-31�Rsrvd�Reserved��

Timed Lockout Counter (TimedLockoutCounter)

TimedLockoutCounter is a 2 byte counter used to prevent a tag from replying to an Identify command for a duration of time specified by a non-zero value of the counter.  Non-zero value signifies a timed lockout.  Least significant bit corresponds to one second.  

Dormant Counter (DormantCounter)

DormantCounter is a 2 byte counter used to disable a tag for the duration of time specified by a non-zero value of the counter.  Any non-zero value disables the tag receiver. 

User Memory and Memory Partitioning 

User memory is the memory on the tag which is accessible by the application for reading and writing application information.  The address space of user memory is a four byte address,  allowing a maximum of 232 bytes of data.  

User memory may be divided into partitions. A partition is defined by a StartAddress, StopAddress, AccessId, and PermissionMask.   The length of the parameter NumofPartitions passed by the ReadTagStatus function reply is one byte; therefore, a tag may support up to 256 partitions.  A tag must provide data space for storing an AccessId, PermissionMask, PermissionSetMask,  and PermissionClrMask for each partition.  The actual number of partitions supported by a tag is provided through the ReadTagStatus reply. Partitions may be  configured through the SetMemoryPartition function.  

Partition privileges are determined by the partition's PermissionMask, along with the PermissionSetMask and PermissionClrMask.  Each bit in the PermissionMask corresponds to a bit in the TagControlReg,  or other registers.   

The number of partitions and the default settings of PermissionSetMask and PermissionClrMask are set by the tag manufacturer.  However, the configuration of the partitions, including AccessIds and PermissionMasks may be updated by the application.  See SetMemoryPartition  for more information on partition configuration. 

Access Identification Number (AccessId)

AccessId is a 4 byte field that may be used to restrict access to a partition.  Each partition has an associated AccessId.  The AccessId may be set by the application.  The most significant bit of the AccessId determines whether the partition may be accessed without a valid AccessId.  If this bit is one, the AccessId sent by the command must match the AccessId assigned to the partition in order to access the partition information.  If the most significant bit of the AccessId is zero, the command need not send a valid AccessId to access the partition.  An AccessId of zero indicates that the partition is unprotected, and any user may access the partition.   The partition AccessId may be updated using the SetMemoryPartition or WriteAccessId  functions.  

Permission Mask (PermissionMask)

PermissionMask is a 4 byte field, which determines the 'authority' of the partition to modify tag control settings (provided by TagControlReg, or other register settings. Each tag partition has an associated PermissionMask.   

The PermissionMask settings for a partition may be modified by the SetMemoryPartition function, provided that the PermissionSetMask and PermissionClrMask of the partition allow the level of functionality requested.  The equation to determine the value written to the PermissionMask on the tag is 

	((received PermissionMask OR PermissionSetMask) & PermissionClrMask),

where the received PermissionMask is the permission mask sent in the SetMemoryPartition command.

PermissionMask Bit Assignments 

Bit assignments for the permission mask field (PermissionMask) are as shown: 

Bit #�PermissionMask Parameters�PermissionMask Parameter Options��0�TAGID_WR_PROTECT�1 – TAGID_WR_PROTECT bit of TagControlReg may be updated ��1 �MEMORY_WR_PROTECT�1 – MEMORY_WR_PROTECT bit of TagControlReg may be updated��2�KILL_TAG_0�1 – KILL_TAG_0 bit of TagControlReg may be updated��3�KILL_TAG_1�1 – KILL_TAG_1 bit of TagControlReg may be updated��4�MATCH_INTERRID�1 – MATCH_INTERRID bit of TagControlReg may be updated��5�Rsrvd�Reserved��6�RCV_PREAMBLE_SELECT_0�1 – RCV_PREAMBLE_SELECT_0 bit of TagControlReg may be updated��7�RCV_PREAMBLE_SELECT_1�1 – RCV_PREAMBLE_SELECT_1 bit of TagControlReg may be updated��8�Rsrvd�Reserved��9�SECONDARY_SORT_ENABLE�1 – SECONDARY_SORT_ENABLE bit of TagControlReg may be updated��10�PARTITION_CFG_ENABLE�1 – PARTITION_CFG_ENABLE bit of TagControlReg may be updated��11�LSW_TAGID_WR_ENABLE�1 – LSW_TAGID_WR_ENABLE bit of TagControlReg may be updated��12�TAG_STORED_INTERRID_WR_ENABLE�1 – TAG_STORED_INTERRID_WR_ENABLE bit of TagControlReg may be updated��13�TIMED_LOCKOUT_COUNTER_WR_ENABLE�1 –TIMED_LOCKOUT_COUNTER_WR _ENABLE  bit of TagControlReg may be updated��14�IDENTIFY_LOCKOUT�1 – IDENTIFY_LOCKOUT bit of TagControlReg may be updated��15-22�Rsrvd�Reserved��23�DORMANT_COUNTER_WR _ENABLE�1 – DORMANT_COUNTER_WR _ENABLE bit of TagControlReg may be updated��24-27�Rsrvd�Reserved��28�WRITE_DORMANT _COUNTER�1 – Use DormantCounter parameter to update a tag's DormantCounter register.   ��29�WRITE_LSW_TAGID�1 – Use LswTagId parameter to update a tag's LswTagId register.   ��30�WRITE_TAG_STORED

_INTERRID�1 – Use TagStoredInterrId parameter to update a tag's TagStoredInterrId register.��31�WRITE_TIMED_LOCKOUT _COUNTER�1 – Use TimedLockoutCounter parameter to update a tag's TimedLockoutCounter register.��Permission Set Mask (PermissionSetMask)

PermissionSetMask is a read-only, 4 byte field. The PermissionSetMask bit assignments are identical to the PermissionMask bit assignments.  When updating a PermissionMask (through the SetMemoryPartition function), the PermissionMask sent with the command is bit-wise OR'ed with the PermissionSetMask.  A one in the PermissionSetMask will override  the corresponding bit in the PermissionMask, setting it to one. Each tag partition has a PermissionSetMask.

Permission Clear Mask (PermissionClrMask)

PermissionClrMask is a read-only, 4 byte field.  The PermissionClrMask bit assignments are identical to the PermissionMask bit assignments. When updating a PermissionMask (through the SetMemoryPartition function), the PermissionMask sent with the command is bit-wise AND'ed with the PermissionClrMask.  A zero in the PermissionClrMask will override  the corresponding bit in the PermissionMask, setting it to zero.   Each tag partition has a PermissionClrMask.

�PHYSICAL LAYER:  BACKSCATTER HYBRID SPREAD SPECTRUM SYSTEMS

The following sections describe the physical layer parameters for backscatter systems—hybrid spread spectrum systems.  The forward link (interrogator to tag) and return link (tag to interrogator) parameters are provided in Sections � REF _Ref442623507 \r �Forward Link� and � REF _Ref442623519 \r �Return Link� respectively, using the definitions provided in Part I of this standard.  

Forward Link

ITEM �PARAMETER�VALUE��F 1a�Default Operating Frequency�Default carrier frequency: 2442 MHz.

 ��F 1b�Operating Channels�Compliant systems must support the default operating frequency listed in F 1a.  Compliant systems may also support any or all of the channels defined in � REF _Ref446915443 \* MERGEFORMAT �Figure 3-18�.��F 1c�Operating Frequency Accuracy�( 100 ppm maximum ��F 3�Interrogator Transmit Maximum EIRP �The maximum output power is regulated by reference document 2.1.2, section 15.247.  

At the time of drafting of this standard, this maximum is 30 dBm output from the interrogator and 36 dBm EIRP from the interrogator transmit antenna.��F 4b�Interrogator Transmit Spurious Emissions,   Out of Band�The interrogator shall transmit in conformance with spurious emissions requirements defined in reference 2.1.2, sections 15.205 and 15.209.  ��F 6�Modulation�On-Off Keying (OOK)��F 7a�Spreading Sequence�31 chip Maximal Length Pseudo-Noise (PN) Sequence generated by [5,2] linear feedback shift register shown in � REF _Ref446915466 \* MERGEFORMAT �Figure 3-19�:

001 1010 0100 0010 1011 1011 0001 1111

A “one” bit is one full non-inverted cycle of the PN sequence.   A “zero” bit is one inverted full cycle of the PN sequence”��F  7b�Chip Rate�9.54 MHz��F 7c�Chip Rate Accuracy�( 50 ppm max��F 8 �Bit Rate�307 kbps��F 11a� Bit Sync Sequence�Series of encoded logical 0's of selectable duration��F 11b�Frame Sync Sequence�13 bit Barker code defined by the following bit stream:   1111 1001 1010 1��F 13�Bit Transmission Order�MSB first��

Channel ID Number�Channel Frequency�Channel ID Number�Channel Frequency��1�2417 MHz�7�2447 MHz��2�2422 MHz�8�2452 MHz��3�2427 MHz�9�2457 MHz��4�2432 MHz�10�2462 MHz��5�2437 MHz�11�2465 MHz��6  (DEFAULT)�2442 MHz����Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �18�. DSSS PHY Forward Link Frequency Channel Plan
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Figure � STYLEREF 1 \n �3�-� SEQ Figure \* ARABIC �19�. DSSS PHY Frequency Channel Plan

�Return Link

ITEM �PARAMETER�VALUE��R 1b�Operating Channels�75 channels in each of three bands, centered at 2442, 2418 and 2465 MHz.  Channel spacing is 400 kHz.   ��R 1c�Operating Frequency Accuracy�± 100 ppm maximum��R 1d�Frequency Hop Rate�The hop rate is variable up to a maximum of 0.4 s.

The hop rate is regulated by reference document 2.1.2, section 15.247.  

��R 1e�Frequency Hop Sequence�Hopping sequence not prescribed. ��R 2�Occupied Channel Bandwidth�The 20 dB bandwidth is regulated by reference document 2.1.2, section 15.247.��R 3�Transmit Maximum EIRP �The maximum output power transmitted by the interrogator during backscatter operation is regulated by reference document 2.1.2, section 15.247.  

At the time of drafting of this standard, this maximum is 30 dBm output from the interrogator and 36 dBm EIRP from the interrogator transmit antenna.��R 4b�Transmit Spurious Emissions, Out of Band�During backscatter return link operation, the interrogator shall transmit in conformance with spurious emissions requirements defined in reference 2.1.2, sections 15.205 and 15.209. ��R 6�Modulation�Multiplication of modulated subcarrier with carrier. ��R 6a�Subcarrier Frequency�597 kHz ��R 6b�Sub-Carrier Frequency Accuracy�30,000 ppm��R 6c�Subcarrier Modulation�Binary phase-shift keying��R 7�Data Coding�NRZ-Space (Non-Return to Zero, Invert on Zero)��R 8�Bit Rate�149 kbps��R 10a� Bit Sync Sequence�Series of encoded logical 0's of selectable duration��R 10b�Frame Sync Sequence�13 bit Barker code defined by the following bit stream:   1111 1001 1010 1��R 12�Bit Transmission Order�MSB first��



�PART Iv: uhf RFID Protocols that support part ii

DATA LINK LAYER

Data is transmitted in packet format.  A packet is comprised of a preamble, data bytes and a final logic low period.  Data bytes are sent in Manchester code format.  Transmission order is most significant byte first; within a byte, the order is least significant bit first. � REF _Ref446908517 \* MERGEFORMAT �Figure 4-1� illustrates the data communication timing. 
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Figure � STYLEREF 1 \n �4�-� SEQ Figure \* ARABIC \r 1 �1� Data Communication Timing

Preamble

The preamble is comprised of twenty pulses of 60 us period, 30 us high and 30 us low, followed by a final sync pulse which identifies the communication direction:  42 us high 54 us low (Tag to Interrogator); 54 us high 54 us low (Interrogator to Tag).

Data Byte Format

Data bytes are in Manchester code format, comprised of 8 data bits and one stop bit.  There is no parity bit.  The bit period is 36 us, the total byte period is 324 us.  A falling edge in the center of the bit-time indicates a 0 bit, a rising edge indicates a 1 bit.  The stop bit is coded as a zero bit. 

CRC Bytes

A CRC checksum is calculated as a 16 bit value over all data bytes according to the CCITT polynomial (x16 + x12 + x5 +1).  The CRC is appended to the data as two bytes.



Packet End Period

A final period of 36 us of continuous logic low is transmitted for each packet after the CRC bytes.

Command and response Formats

Tag ID

Tag ID is included in a packet as required by a particular command.  The Tag ID is 3 bytes, the high order 20 bits of which are the tag serial number.  � REF _Ref446908533 \* MERGEFORMAT �Figure 4-2� illustrates the packet containing the Tag ID. 

BIT��23                        16�15                          8 �7              4�3�2�1�0��20 bit TAG ID�1�0�S�P��Figure � STYLEREF 1 \n �4�-� SEQ Figure \* ARABIC �2�. Tag ID in Packet

The four least significant bits are coded as follows:

bit 3:	Always 1

bit 2:	Always 0

bit 1:	Service Request Bit (command defined)

bit 0:	Even Parity of all 24 bits

Interrogator ID

Interrogator ID is included in a packet as required by a particular command.  Interrogator ID is contained in 2 bytes, coded according to the specific application and identifies the Interrogator transmitting the command.  Interrogator ID is returned by a Tag in its response to identify the particular Interrogator to which the response is directed.  

Interrogator to Tag Command (to specific tag)

Cmd code�Int ID�Tag ID�Data�CRC��1 byte�2 bytes�3 bytes�0 to n bytes�2 bytes��

Cmd code: 	Code of the command

Int ID:		ID of the interrogator sending the packet

Tag ID:		ID of the target Tag

Data:		n bytes, specific to a particular command

CRC:		CCITT code check bytes

Tag Response to Interrogator Command

Tag ID�Int ID� Data�CRC��3 bytes�2 bytes�n bytes�2 bytes��

Tag ID:		ID of the tag sending the packet.

Int ID:		ID of the interrogator that requested the tag data.

Data:		n bytes of Tag data responsive to the interrogator command.

CRC:		CCITT code check bytes.

If the Tag battery is low, the Service Request bit is set in the Tag ID.

Collection Command

Collection commands are broadcast by an Interrogator to identify Tags in the RF range of the Interrogator.  Collection commands have the following format:



Cmd code�Int. ID�Reserved�Group�Window size�Error Flag�CRC��0x30�2 bytes�2 bytes�1 byte�2 bytes�1 byte�2 bytes��

Cmd code:	0x30

Int. ID	ID of interrogator.  This is specific to an application.

Reserved	This field is reserved, coded 0

Group	Tag Group code (refer to paragraph 2.5.1)

Window Size	Length of time during which the Interrogator will listen for tag responses (in increments of 57.3 milliseconds)

Error Flag	0x00:	Tag is not to respond if error condition exists (wrong group).

	0x40:	Tag is to respond if error condition exists (e.g., wrong group).

The Tag Group code enables selective collection of Tags.  A Tag’s response to a Collection command is determined by the Group code contained in the command, the Group code stored in the Tag and the Error Flag code in the Collection command, in accordance with the process diagrammed in � REF _Ref446908583 \* MERGEFORMAT �Figure 4-3�. A Collection with Group Code equal to zero directs all Tags to respond, regardless of Group affiliation or Error Flag setting.  Access to the Tag Group code is described in paragraphs 3.6 and 3.7.  
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Figure � STYLEREF 1 \n �4�-� SEQ Figure \* ARABIC �3�. Tag Group Code Determination

�Tag control and data commands

SLEEP

Cmd code�Int ID�Tag ID�CRC��0x15�2 bytes�3 bytes�2 bytes��

Directs a specific Tag to go to sleep.   There is no response from the Tag for this command.



SLEEP ALL BUT

Cmd code�Int ID�Tag ID�CRC��0x16�2 bytes�3 bytes�2 bytes��

This command directs all Tags to go to sleep except for the Tag whose ID matches the target ID.    There is no response from the Tag for this command.

SLEEP ALL BUT GROUP

Cmd code�Int ID�Group code�CRC��0x35�2 bytes�1 byte�2 bytes��

This command directs all Tags not in the Group to go to sleep. Those Tags in the Group stay awake.  Group code 0 matches all groups (i.e., all tags stay awake).  There is no response from the Tag for this command.

�get tag status

Cmd code�Int ID�Tag ID�CRC��0x17�2 bytes�3 bytes�2 bytes��

Tag Response

Tag ID�Int ID� tag status byte�CRC��3 bytes�2 bytes�1 byte�2 bytes��

This command directs a Tag to transmit its status.  The status byte has the following format:

Bit�Bit Name�Description�Definition��0�ERROR�Return status of previous Tag command�0  OK

1  had error��1�LOW BATTERY�Return status of battery voltage�0  OK

1  low battery��2�CHECKSUM�Calculate Tag data checksum and return result code�0  OK

1  checksum error��3�BEEPER�Return status of beeper�0  beeper off

1  beeper on��4�Reserved�Reserved�0��5�Reserved�Reserved�0��6�Reserved�Reserved�0��7�Reserved�Reserved�0��

�GET VERSION

Cmd code�Int ID�Tag ID�CRC��0x18�2 bytes�3 bytes�2 bytes��

Tag response

Tag ID�Int ID� Firmware Version�CRC��3 bytes�2 bytes�1 byte�2 bytes��

This command directs a Tag to transmit its firmware version.

SET group code	

Cmd code�Int ID�Tag ID�Group Access Flag�Group Code�CRC��0x20�2 bytes�3 bytes�3 bytes, coded 0x01 0x00 0x36�1 byte�2 bytes��

Tag response

Tag ID�Int ID�CRC��3 bytes�2 bytes�2 bytes��

This command writes the Group code to a Tag.  Group code is used in Collection commands.  The Tag will respond to a Collection command only if the Tag’s Group code matches the Group code in the Collection command (refer to paragraph 2.5 for more information).

GET group code

Cmd code�Int ID�Tag ID�Group Access Flag�CRC��0x21�2 bytes�3 bytes�3 bytes, coded:  0x01 0x00 0x36�2 bytes��

Tag response

Tag ID�Int ID�Reserved�Group code�CRC��3 bytes�2 bytes�0x01�1 byte�2 bytes��

This command returns the Tag’s Group code (refer to paragraph 2.5 for more information).

GET ERROR

Cmd code�Int ID�Tag ID�CRC��0x1A�2 bytes�3 bytes�2 bytes��

Tag response

Tag ID�Int ID� Tag data�CRC��3 bytes�2 bytes�error code (1 byte)�2 bytes��

Directs a Tag to transmit its ID and error code.  The error code applies to the most recent command received by the Tag.  This command may be used after a Tag command was returned with an error to determine the specific error.  Refer to Section 4 for the listing of error codes.

CLEAR ERROR

code�Int ID�Tag ID�CRC��0x1B�2 bytes�3 bytes�2 bytes��

Tag response

Tag ID�Int ID�CRC��3 bytes�2 bytes�2 bytes��

This command directs a Tag to set the error byte to NO_ERROR (0x00).  Refer to Section 4 for the listing of error codes

BEEPER ON

Cmd code�Int ID�Tag ID�CRC��0x1C�2 bytes�3 bytes�2 bytes��

Tag response

Tag ID�Int ID�CRC��3 bytes�2 bytes�2 bytes��

This command directs a Tag to turn on its beeper.  If the Tag does not have a beeper, the Service Request Bit will be set in the Tag ID.

BEEPER OFF

Cmd code�Int ID�Tag ID�CRC��0x1D�2 bytes�3 bytes�2 bytes��

Tag response

Tag ID�Int ID�CRC��3 bytes�2 bytes�2 bytes��

Directs a Tag to turn off its beeper.  If the Tag does not have a beeper, the Service Request Bit will be set in the Tag ID.

WRITE RAM

Cmd code�Int ID�Tag ID�Number of bytes (N)�Address (M)�Data�CRC��0x22�2 bytes�3 bytes�1 byte�3 bytes�N bytes�2 bytes��

Tag response

Tag ID�Int ID�CRC��3 bytes�2 bytes�2 bytes��

Write N bytes of data to Tag RAM starting at address M.  If there is an error, the tag will not respond to the command.

READ RAM

Cmd code�Int ID�Tag ID�Number of bytes (N)�Address (M)�CRC��0x23�2 bytes�3 bytes�1 byte�3 bytes�2 bytes��

Tag response

Tag ID�Int ID�Number of bytes (N)�Data�CRC��3 bytes�2 bytes�1 byte�N bytes�2 bytes��

Read N bytes of data at starting address M.  If there is an error with the read operation, the Service Request Bit will be set and the number of bytes read (N) will be zero.

Error codes (non-defined codes are reserved)

CODE�DESCRIPTION��0x00�No error��0x15�Invalid RAM write or read address or number of bytes received does not correspond to the specified quantity.��0xC0�Packet error��0xC6�Memory full when attempting a RAM write.��0xD3�Wrong group��

�PHYSICAL LAYER

FORWARD LINK

� REF _Ref445007343 \* MERGEFORMAT �Table 4-1� lists the physical layer specifications for the forward link.

Table � STYLEREF 1 \n �4�-� SEQ Table \* ARABIC \r 1 �1�. Physical Layer Specifications - Forward Link

ITEM �PARAMETER�VALUE��F 1�Operating Frequency range�433.92 MHz��F 1a�Default Operating Frequency�433.92 MHz��F 1b�Operating Channels�1��F 1c�Operating Frequency Accuracy��SYMBOL 177 "Symbol" 10±�_� 2.2 ppm��F 2�Occupied Channel Bandwidth�500 kHz��F 3�Interrogator Transmit Maximum EIRP �5.6 dBm��F 4b�Interrogator Transmit Spurious Emissions, Out of Band�The interrogator shall transmit in conformance with spurious emissions requirements defined in reference 2.1.2, sections 15.231 (a) and (b).  At the time of drafting of this document, this level is less than 1250 �symbol 109 \f "Symbol" \s 10�m�V/m at 3 m, averaged over an interval of 100 milliseconds.��F 5a�Transmit to Receive Turn Around Time�10 microseconds��F 5b�Receive to Transmit Turn Around Time�10 microseconds��F 5c�Interrogator Transmit Power On Ramp�1 ms��F 5d�Interrogator Transmit Power Down Ramp�1 ms��F 6�Carrier Modulation�Frequency Shift Keying��F 6f�FM Deviation�±50 kHz��F 7�Data Coding�Manchester, 36 us bit period.  Logic one: 18 µs low followed by 18 µs high, logic zero: 18 µs high followed by 18 µs low��F 8�Bit Rate�27.7 kbps��F 8a�Bit Rate Accuracy�5 ppm��F 10�Tag Receiver Non-Destructive Input RF Level�+13 dBm, in band ��F 11�Preamble���F 11a�Bit Sync Sequence�20 cycles of 30 µs high, 30 µs low, followed by one cycle 54 µs high, 54 µs low��F 11b�Frame Sync Sequence�20 cycles of 30 µs high, 30 µs low, followed by one cycle 54 µs high, 54 µs low��F 13�Bit Transmission Order�Byte:  least significant bit first  -  Data:  most significant byte first��RETURN LINK

� REF _Ref445007352 \* MERGEFORMAT �Table 4-2� lists the physical layer specifications for the return link.

Table � STYLEREF 1 \n �4�-� SEQ Table \* ARABIC �2�. Physical Layer Specifications - Return Link

ITEM �PARAMETER�VALUE��R 1�Operating Frequency Range�433.92 MHz��R 1a�Default Operating  Frequency�433.92 MHz��R 1b�Operating Channels�1��R 1c

�Operating Frequency Accuracy��symbol 177 \f "Symbol" \s 10�±� 2.2 ppm��R 2�Occupied Channel Bandwidth�500 kHz��R 3�Transmit Maximum EIRP�-2.4 dBm ��R 4b�Transmit Spurious Emissions, Out of Band�The tag shall transmit in conformance with spurious emissions requirements defined in reference 2.1.2, sections 15.231 (a) and (e).  At the time of drafting of this document, this level is less than 500 �symbol 109 \f "Symbol" \s 10�m�V/m at 3 m, averaged over an interval of 100 milliseconds.��R 5a�Transmit to Receive Turn Around Time�10 microseconds��R 5b�Receive to Transmit Turn Around Time�10 microseconds��R 5c�Transmit Power On Ramp�1 ms��R 5d�Transmit Power Down Ramp�1 ms��R 6�Carrier Modulation�Frequency Shift Keying��R 6f�FM Deviation�±37.5 kHz��R 7�Data Coding�Manchester, bit period 36 us.  Logic one: 18 µs low followed by 18 µs high, logic zero: 18 µs high followed by 18 µs low��R 8 �Bit Rate�24.69 kbps ��R 8a�Bit Rate Accuracy�5 ppm��R 10�Preamble���R 10a�Bit Sync Sequence�20 cycles of 30 µs high, 30 µs low, followed by one cycle 42 µs high, 54 µs low��R 10b�Frame Sync Sequence�20 cycles of 30 µs high, 30 µs low, followed by one cycle 42 µs high, 54 µs low��R 12�Bit Transmission Order�Byte:  least significant bit first  -  Data:  most significant byte first��
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“0” - frame 2



“1” - frame 1



Transmitted signal



Reflected signal





Calculation Fields 








